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A Comparative Study of Fault-Tolerant Con
urrentMe
hanisms: Atomi
 Transa
tions, Conversations andCoordinated Atomi
 A
tionsDelano M. Beder Ce
��lia M.F. RubiraAbstra
tDistributed 
omputing often gives rise to 
omplex 
on
urrent and intera
ting a
-tivities. In many 
ases, several 
on
urrent a
tivities may be working together, i.e.,
ooperating, to solve a given problem; in other 
ases the a
tivities may be independentbut sharing 
ommon system resour
es for whi
h they should 
ompete. In pra
ti
e, di�er-ent kinds of 
on
urren
y might 
oexist in a 
omplex appli
ation whi
h thus will requirea general supporting me
hanism for 
ontrolling and 
oordinating 
omplex 
on
urrenta
tivities. Many diÆ
ulties and limitations o

ur when the obje
t and a
tion model isused to support 
ooperating a
tivities. This paper dis
uss some of these diÆ
ulties andlimitations and then presents an alternative model for 
onstru
ting fault-tolerant dis-tributed systems based on the 
on
ept of Coordinated Atomi
 (CA) a
tions [20℄ whi
hprovides uniform support for both 
ooperative and 
ompetitive 
on
urren
y.1 Introdu
tionThe obje
t and a
tion model is used to provide fault toleran
e obje
t-oriented systems [17℄.Atomi
 transa
tions with the properties of serializability, failure atomi
ity and permanen
eof e�e
t are used to 
ontrol operations on shared obje
ts. The model attempts to hide thee�e
ts of failures and 
on
urrent pro
essing from the appli
ation programmer, and is verye�e
tive for 
ertain appli
ations in whi
h 
on
urrent a
tivities are relatively independent,only needing to share some 
ommon obje
ts for whi
h they have to 
ompete. Atomi
transa
tions [6℄ are used to tolerate (hardware) faults in 
ompetitive 
on
urrent systems.Pra
ti
al examples in
lude some types of ele
troni
 funds transfer and airline reservationsystems. However, limitations and diÆ
ulties with the obje
t and a
tion model are nowbe
oming more evident as soon as it is used more widely. One of the most severe limitationsis that the model does not provide appropriate support for 
ooperation between 
on
urrenta
tivities.In many real-world appli
ations, there are spe
i�
 needs for 
ooperation and 
oordina-tion among a
tivities. For example, several 
on
urrent a
tivities may need to work together,i.e. 
ooperate, to solve a given problem. Sin
e su
h a 
ooperative 
on
urren
y requiresexpli
it intera
tions among a
tivities, some way (in prin
iple more sophisti
ated than tra-ditional transa
tion 
on
ept) of en
losing intera
tions is required in order to 
ontrol theoverall system 
omplexity and hen
e to fa
ilitate error re
overy. The best-known approa
h1



2 D.M. Beder & C.M.F. Rubirafor stru
turing (
ooperatively) 
on
urrent systems to fa
ilitate error re
overy and fault tol-eran
e is the 
onversation 
on
ept, an approa
h that provides full support for 
ooperative
on
urrent a
tivities. Conversations (sometimes 
alled atomi
 a
tions) [11℄ were proposedas a means of allowing designers to stru
ture 
ooperative 
on
urrent systems and to in
or-porate software fault toleran
e in a dis
iplined way. Con
urrent pro
esses (threads) enterin a 
onversation and 
ooperate within its s
ope in su
h a way that no information 
owis allowed to 
ross the 
onversation border. This obviously restri
ts system design but itmakes possible to regard ea
h 
onversation as a re
overy region (beyond whi
h erroneousinformation 
annot be spread) and to atta
h fault toleran
e features (appli
ation-dependentor provided by 
onversation support) to ea
h individual 
onversation. Basi
ally, these fea-tures provide error dete
tion and re
overy within 
onversations: when an error has beendete
ted, the 
orresponding re
overy starts.Conversations 
an use ba
kward error re
overy, forward error re
overy, or a 
ombinationof these [3, 8℄. In any 
ase, re
overy has to be 
oordinated, and all 
onversation parti
ipantshave to be involved in it. Ba
kward error re
overy does not depend mu
h on the appli
ationand 
an be implemented in a way transparent (or provides, to a 
onsiderable degree, bythe 
onversation support) be
ause it uses the rollba
k of all 
onversation parti
ipants tore
over the system. Forward re
overy usually relies on an ex
eption me
hanism and mayin
orporate an additional me
hanism to resolve multiple ex
eptions raised in several 
on-versation parti
ipants [3℄ (see se
tion 3.2.1 for a more detailed dis
ussion). This re
overyis appli
ation-dependent by nature and this is why only basi
 support and a general stru
-turing me
hanism are provided by 
onversations. Conversations 
an be nested; in this 
ase,the exe
ution of the nested 
onversation is indivisible and invisible for the 
ontaining andfor the sibling 
onversations, and the nested 
onversations results 
annot be seen (are not
ommitted) until the 
ontaining 
onversation is 
ompleted. Unfortunately, 
onversationsare mainly dire
ted to pro
ess-oriented systems su
h as pro
ess 
ontrol or real-time 
ontrolappli
ations, and 
on
entrate on the issues of fa
toring and organizing the intera
tions be-tween pro
ess without addressing the problem of 
onsisten
y of shared obje
ts a

essed bythese pro
ess.The 
on
ept of 
oordinated atomi
 a
tion [12, 20℄ (or CA a
tions) is the �rst attempt tointegrate transa
tions and 
onversations into a single 
on
eptual framework for 
oping withdi�erent kinds of 
on
urren
y and a
hieving fault toleran
e. The CA a
tion 
on
ept thusen
ompasses strategies for dealing with hardware and software faults to provide 
oordinatederror re
overy between a set of intera
ting obje
ts.This paper dis
uss the problems and limitations of the obje
t and a
tion model and thenpresents an alternative obje
t and CA a
tion model [21℄ whi
h supports both 
ooperativeand 
ompetitive 
on
urren
y. In se
tion 3 the obje
t and CA a
tion model is introdu
ed,an appli
ation example is des
ribed and some implementations of the 
oordinated a
tion
on
ept are dis
ussed. In se
tion 4, generalized transa
tion models are summarized, andproblems and diÆ
ulties with these models are dis
ussed. And �nally, in se
tion 5 our
on
lusions are presented.
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tions and ConversationsIn order to ensure 
onsisten
y of shared obje
ts, atomi
 transa
tions [2℄ 
ontrol operationson su
h obje
ts with the properties of serializability, failure atomi
ity and permanen
e ofe�e
t. The serializability property ensures that 
on
urrent exe
utions of programs are freefrom interferen
e (i.e. a 
on
urrent exe
ution must be shown to be equivalent to someserial order of exe
ution). The se
ond property ensures that a 
omputation 
an either beterminated normally (
ommitted), produ
ing the intended results, or be aborted, produ
ingno results. The permanen
e of e�e
t property ensures that state 
hanges produ
ed are
orre
tly re
orded on stable storage. A 
at (i.e. non-nested) transa
tion 
orresponds toa single exe
ution thread 
omposed of a partially ordered set of operations on obje
ts andpermits no 
on
urren
y inside the a
tion.The nested transa
tion model [9℄ extends the traditional transa
tion paradigm byproviding the independent failure property for sub-transa
tions and supports modular 
on-stru
tion of appli
ations. For error re
overy purposes, sub-transa
tions are in prin
iple ableto abort independently from their parent. Moreover, by 
ombining nesting with support for
on
urrent sub-transa
tions, ea
h of whi
h 
orresponds to one sub-thread of the exe
ution,
ompetitive 
on
urren
y at same level of nesting be
omes possible. That is, two 
on
urrentsub-transa
tions are a
tivities independents that share 
ommon system resour
es for whi
hthey have to 
ompete.In the 
at and nested transa
tion models, programming in a 
on
urrent environmentis performed similar to that in a sequential environment. The appli
ation programmerdoes not need to worry about possible interferen
e between 
on
urrent and 
ompetitivea
tions { the system will provide transparent me
hanisms for 
on
urren
y 
ontrol that en-sure interferen
e-free a

ess to shared obje
ts despite 
on
urrent invo
ations. However, this
on
urren
y transparen
y imposes a serious limitation on the appli
ability of the transa
-tion models: no appropriate support for 
ooperative a
tivities. Cooperative 
on
urren
yis appli
ation-spe
i�
 in nature; any support for this kind of 
on
urren
y will generallyrequire expli
it 
ooperation and 
oordination in appli
ation programs. Be
ause the tra-ditional models do not address 
ooperation among 
on
urrent a
tions, it is parti
ularlydiÆ
ult to organize a 
ooperative 
omputation performed jointly by a group of 
on
urrentthreads; ea
h thread is responsible only for one part of the entire 
omputation.The 
onversation [11℄ s
heme (an extension to the re
overy blo
k s
heme) providesa stru
tured design for reliable 
on
urrent programs. The boundary of a 
onversation
onsists of a re
overy line, a test line, and two side walls. The boundary en
loses the setof 
ommuni
ating (intera
ting) pro
esses whi
h are part of the 
onversation. The re
overyline is the part of the boundary whi
h de�nes the start of the 
onversation. It 
onsistsof a 
oordinated set of states (re
overy point) for the intera
ting pro
esses. At the startof a 
onversation, the state of ea
h entry pro
ess is stored for use during re
overy. Theentry to a 
onversation need not be a syn
hronous event. The test line is a 
oordinated setof a

eptan
e tests for the set of intera
ting obje
ts. Ea
h pro
ess is required to pass ana

eptan
e test. A 
onversation is su
essful only if all pro
esses pass their a

eptan
e tests.If any a

eptan
e test is failed, re
overy is a
hieved by rolling ba
k the 
onversation to there
overy line, restoring the pro
ess state to that on entry to the 
onversation, and exe
uting
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ks. Thus, pro
esses in the 
onversation 
ooperate in error dete
tion. Theside walls of the 
onversation prohibit the passing of information to pro
ess not involvedin the 
onversation (prevent information smuggling). A 
onversation 
onsisting of threepro
ess is shown in �gure 1.
Acceptance test

Recovery point

Process 1

Process 2

Process 3

recovery
line

test
line

Figure 1: Conversation3 Coordinated atomi
 a
tionsThe 
oordinated atomi
 a
tion 
on
ept was introdu
ed [20℄ as a uni�ed approa
h for stru
-turing 
omplex 
on
urrent a
tivities and supporting error re
overy between multiple inter-a
tion obje
ts in a distributed obje
t-oriented system. This paradigm provides a 
on
ep-tual framework for dealing with both kinds of 
on
urren
y (
ooperative and 
ompetitive)and a
hieving fault toleran
e by extending and integrating two 
omplementary 
on
epts{ 
onversations and transa
tions. CA a
tions have properties of both 
onversations andtransa
tions. Conversations (enhan
ed with 
on
urrent ex
eption handling) [3℄ are used to
ontrol 
ooperative 
on
urren
y and implement 
oordinated error re
overy while transa
-tions are used to maintain the 
onsisten
y of shared resour
es in the presen
e of failuresand 
ompetitive 
on
urren
y.In this se
tion we introdu
e the basi
 
on
epts behind CA a
tions and present a 
on
ep-tual model for CA a
tions. We des
ribe our view of 
on
urren
y in a obje
t-oriented envi-ronment and explain how CA a
tions 
an be used as a me
hanism for supporting both 
o-operative and 
ompetitive 
on
urren
y while tolerating both hardware and software faults.We also dis
uss issues su
h as nesting of CA a
tions.3.1 Obje
ts, threads and syn
hronizationThere are many di�erent ways of dealing with 
on
urren
y in obje
t-oriented systems andwe prefer to maintain a neutral position by 
on
entrating on run-time me
hanisms ratherthan linguisti
 
onstru
ts. However, we feel that it is useful to maintain a distin
tion, atleast 
on
eptually, between threads as the agents of 
omputations and obje
ts as the subje
tof 
omputation. In an obje
t-oriented system, 
omputation pro
eeds by invoking methods
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ts. In pra
ti
e, the distin
tion between threads and obje
ts 
an berather blurred. For example, in some programming models, threads are just obje
ts with arun method that is invoked asyn
hronously.In a 
on
urrent system, there are multiple threads of 
omputation, in other words,multiple threads of method invo
ation. The existen
e of multiple threads introdu
es thepossibility of two or more method invo
ations being a
tive within the same obje
t at thesame time. The result would be 
haos without adequate syn
hronization me
hanisms.Two levels of syn
hronization are required. Firstly, obje
ts should be responsible forensuring their own integrity in the fa
e of 
on
urrent a

ess. In other words, obje
ts that
an be a

essed simultaneously from more than one thread need to provide some kind ofmonitor semanti
s, e.g. \N readers, 1 writer", in order to guarantee non-interferen
e. Butthis is not enough if threads need to perform a set of operations on a set of obje
ts withno interferen
e from other threads. This requires a guarantee of non-interferen
e su
h asserializability. CA a
tions are intended to be a me
hanism for providing this servi
e. A CAa
tion performs a set of operations on a group of obje
ts atomi
ally, and thus behaves likea transa
tion. However, the body of a CA a
tion 
an be multi-threaded.3.1.1 Kinds of Con
urren
yFor a given system, there may be a number of 
omputations running 
on
urrently, with ea
h
omputation implemented as a set of threads. In order to perform e�e
tive 
on
urren
y
ontrol, it is helpful to identify di�erent forms of 
on
urren
y. In [7℄, a set of 
on
urrentpro
esses is 
lassi�ed as being one of three 
ategories, namely independent, 
ompeting or
ooperating.Con
urrent threads are said to be independent if the sets of obje
ts a

essed by ea
hthread are disjoint - a trivial 
ase. Competitive 
on
urren
y arises when 
on
urrent threadsthat are designed independently for di�erent 
omputations have a

ess to a set of 
ommonobje
ts but their a

ess is not spe
ially ordered (i.e., they have to 
ompete for the sharedobje
ts). Cooperative 
on
urren
y arises when several threads are designed 
olle
tively andinvoked 
on
urrently to perform a pre-de�ned 
omputation. A

ess to a set of 
ommonobje
ts from these 
ooperative threads is spe
ially ordered a

ording to appli
ation-spe
i�
requirements. In reality, di�erent kinds of 
on
urren
y may 
o-exist in a 
omplex appli
ationand will require a general supporting me
hanism.3.2 Properties of CA a
tionsA CA a
tion provides a me
hanism for performing a group of operations on a set of obje
tsatomi
ally. These operations are performed 
ooperatively by one or more parti
ipantsexe
uting in parallel within the CA a
tion. The interfa
e to a CA a
tion spe
i�es theobje
ts that are to be manipulated by the CA a
tion. In order to perform a CA a
tion, agroup of threads must 
ome together and agree to perform ea
h a
tivity in the CA a
tion
on
urrently.Multiple threads within a CA a
tion 
ommuni
ate with ea
h other via lo
al obje
ts thatare purely internal to the CA a
tion and are used to support 
ooperative 
on
urren
y. In



6 D.M. Beder & C.M.F. Rubirathis way, threads within a CA a
tion 
an 
oordinate their 
on
urrent a
tivities and agreeupon the set of operations they wish to perform upon the obje
ts that are manipulatedby the CA a
tion. These obje
ts are 
onsidered to be external to the CA a
tion and
an therefore be a

essed 
ompetitively by other CA a
tions exe
uting 
on
urrently. Toensure 
orre
tness and prevent information smuggling, a CA a
tion should behave like atransa
tion with respe
t to these external obje
ts. Thus, the e�e
ts of any operation thata thread within a CA a
tion perform on external obje
ts are not visible to other threadsor CA a
tions until that CA a
tion terminates. In other words, The CA a
tion's exe
utionlooks like an atomi
 transa
tion from the outside world. One of the ways to implement thisis to assume that there is a separate transa
tional support that provides these properties.A number of su
h transa
tional s
hemes are dis
ussed in [2℄. They o�er the traditionalinterfa
e, i.e., operations start, abort and 
ommit transa
tion, whi
h are 
alled (eitherby the CA a
tion support or by the CA a
tion parti
ipants) at the appropriates pointsduring the CA a
tion exe
ution.As dis
ussed in Se
tion 1, transa
tions are designed to deal with the problems of 
on-
urren
y and hardware faults, and it is generally assumed that software faults are not anissue. In other words, if a transa
tion 
ommits it is assumed to have produ
ed the 
orre
tresults and a subsequent transa
tion will not have to abort be
ause of an error in the �rsttransa
tion. In 
ontrast, CA a
tions are intended to provide a more general frameworkfor dealing with hardware and software faults that 
ombines me
hanisms for forward andba
kward error re
overy. In order to support ba
kward error re
overy, a CA a
tion shouldprovide a re
overy line whi
h 
oordinates the re
overy points of the obje
ts and the exe-
ution threads parti
ipants in the a
tion so as to avoid the domino e�e
t [11℄. To supportforward error re
overy, a CA a
tion should provide an e�e
tive means of 
oordinating theuse of ex
eption handlers.The desired e�e
t of performing a CA a
tion is des
ribed by an a

eptan
e test whi
h isstru
tured in terms of a normal out
ome and a series of ex
eptional (degraded) out
omes [5℄.The e�e
ts of performing a CA a
tion only be
ome visible if the a

eptan
e test is passed.This is analogous to transa
tion 
ommit ex
ept that the a

eptan
e test allows both anormal out
ome and one or more ex
eptional out
omes, with ea
h ex
eptional out
omesignaling a spe
i�ed ex
eption to the surrounding environment. If it is not possible tosatisfy the a

eptan
e test at the end of a performan
e, even by signaling one of the spe
i�edex
eptions, the CA a
tion is 
onsidered to have failed. This is analogous to transa
tion abortand it is therefore ne
essary to undo the potentially visible e�e
ts of the CA a
tion andsignal an abort ex
eption to the surrounding environment. If the CA a
tion is unable tosatisfy the all or nothing property ne
essary to guarantee atomi
ity (e.g. be
ause theundo fails), then a failure ex
eption must be signaled to the surrounding environmentindi
ating that the CA a
tion has failed to pass its a

eptan
e test and its e�e
ts have notbeen undone.The various threads parti
ipating in a given CA a
tion 
an enter the a
tion asyn-
hronously but their exits from the CA a
tion must be syn
hronized, albeit perhaps justlogi
ally. If an error is dete
ted inside a CA a
tion, appropriate forward and/or ba
kwardre
overy measures must be invoked 
ooperatively, in order to rea
h some mutually 
onsistent
on
lusion.
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e propertiesCA a
tions provide a basi
 framework that 
an support a variety of fault toleran
e me
h-anisms. Hardware faults 
an be tolerated using two phase 
ommit proto
ols and stablestorage to ensure that the e�e
ts of CA a
tions are permanents. Software faults 
an beaddressed using fault masking and design diversity.During the exe
ution of a CA a
tion, ea
h thread that is involved in the CA a
tion mayraise an ex
eption. If a raised ex
eption 
an not be dealt with lo
ally by the thread, it shouldbe propagated to the other threads involved in the CA a
tion. Sin
e it is possible for severalthreads to raise an ex
eption at more or less the same time, a pro
ess of ex
eption resolutionis ne
essary in order to agree on the ex
eption to be propagated and handled within the CAa
tion. Campbell and Randell [3℄ have proposed using an ex
eption resolution me
hanismto deal with this problem applied for 
onversations (pro
ess-oriented 
on
urrent systems).In order to deal with 
on
urrent ex
eptions within a CA a
tion, the general frameworkproposed [3℄ 
an be followed with some adjustments for distributed obje
t-oriented systems.The work of Romanovsky et al. [15℄ dis
usses a number of diÆ
ulties and issues involved inthe algorithm introdu
ed in [3℄ and presents a new distributed obje
t-oriented algorithm.This proposed algorithm is easier to implement and of lower 
omplexity than the originalsolution. An ex
eption tree is used to impose a partial order on the ex
eptions that 
anbe raised during a CA a
tion and the handler for a higher level ex
eption is also expe
tedto be able to handle any lower level ex
eption. In an obje
t-oriented fashion, an ex
eptiontree 
ould be spe
i�ed as a hierar
hy of ex
eptions where ex
eptions are 
lasses [15℄. In anobje
t-oriented system, if ex
eptions are typed, the ex
eption tree 
ould be dedu
ed fromthe subtype hierar
hy for ex
eptions.On
e an agreed ex
eption has been propagated to all of the threads involved in theCA a
tion, then some form of error re
overy me
hanism should be invoked. It may stillbe possible to 
omplete the performan
e of the CA a
tion su

essfully using forward errorre
overy. Conversely, it may be possible to use ba
kward error re
overy to undo the e�e
tsof the CA a
tion and start again, perhaps using a di�erent variant of ea
h parti
ipant inorder to tolerate design faults. If it is not possible to a
hieve either a normal out
ome oran ex
eptional out
ome using these error re
overy me
hanisms, then the CA a
tion shouldbe aborted and its e�e
ts should be undone.It is important that these fault toleran
e measures are properly integrated with thee�e
ts that a CA a
tion is performing on obje
ts, both internal and external to the CAa
tion. For example, ba
kwards error re
overy must involve the restoration of the state ofall the obje
ts involved in the CA a
tion, in
luding external obje
ts, while forward errorre
overy must ensure that all of the obje
ts are left in an a

eptable state. Otherwise, afailure ex
eption will be signaled to the external environment.Figure 2 shows a simple example in whi
h two threads enter a CA a
tion asyn
hronouslythrough di�erent entry points. Within the CA a
tion the threads 
ommuni
ate with ea
hother and 
ooperate in pursuit of some 
ommon goal. However, during the exe
ution ofthe CA a
tion, an ex
eption e is raised by one of the threads. The ex
eption is propagatedto the other thread and both threads transfer 
ontrol to their ex
eption handlers H1 andH2 whi
h attempt to perform forward error re
overy. The e�e
ts of erroneous operations
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ts are repaired by putting the obje
ts into new 
orre
t states so that theCA a
tion is able to pass its a

eptan
e test and exit with a su
essful out
ome. As analternative to performing forward error re
overy, the two parti
ipants threads 
ould undothe e�e
ts of operations on external obje
ts, roll ba
k and then try again, possible usingdiversely designed software alternates.
e

exception handler H2

abnormal control flow

suspended control flow

suspended control flow

exception handler H1

abnormal control flow

primary attempt

primary attempt

exit
points

entry
points

CA action

accesses repairs

Thread 1

Thread 2

External
Objects

Exit with
sucess

start
transaction

commit
transactionFigure 2: Coordinated error re
overy performed by a CA a
tion3.2.2 NestingThe CA a
tion 
on
ept is intended to be re
ursive. In other words, nested CA a
tions 
anbe used to stru
ture the exe
ution of an en
losing CA a
tion. As with nested transa
tions,the e�e
ts of a nested CA a
tion only be
ome permanent when the top level en
losing CAa
tion terminates. However, the e�e
ts of a nested CA a
tion are visible to the en
losingCA a
tion on
e the nested a
tion has 
ompleted.Adding support for nested CA a
tions to the basi
 model introdu
es a number of dif-�
ulties, as well as many bene�ts. Threads within a CA a
tion 
oordinate their a
tivitiesvia a set of lo
al obje
ts that are internal to the CA a
tion. However, with respe
t to anested CA a
tion, these shared obje
ts are external obje
ts and thus the rules for inter-a
ting with them must be di�erent. If a nested CA a
tion intera
ts with obje
ts that areexternal to itself, then those intera
tions must appear to be atomi
 with respe
t to othernested CA a
tions and the en
losing CA a
tion. In e�e
t, this means that the nested CAa
tion must enter into a nested transa
tion [9℄ with any obje
ts it a

esses externally, evenif su
h obje
ts are not external to the en
losing CA a
tion (see �gure 3).Note that be
ause CA a
tions are multi-threaded and be
ause not all the threads withina CA a
tion are ne
essarily involved in a nested CA a
tion, there is a very real possibilityof 
ompetitive 
on
urren
y arising between the nested CA a
tions and the threads withinan en
losing CA a
tion. The use of nested transa
tions 
an guard against the possibility
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Nested CA action

Outer CA action

Outer Transaction

Nested Transaction
Local

Objects

T1

T2

T3

External

Objects Figure 3: Nesting of CA a
tionsof interferen
e and guarantee serializability. Meanwhile, the threads within the en
losingCA a
tions are responsible for 
oordinating the a
tions performed by nested CA a
tionsand thus ensuring 
ooperation towards a 
ommon goal. Thus, nesting allows CA a
tions tosupport both 
ooperative and 
ompetitive 
on
urren
y at di�erent levels of abstra
tion.3.2.3 Thread 
oordinationParti
ular implementations 
an provide di�erent levels of syn
hrony. Threads 
an entera CA a
tion asyn
hronously but they have to be syn
hronized (at least logi
ally) at theexit. Exit syn
hronization involves agreeing on the su

ess or failure of the a
tion and then
ommitting the a
tion or attempting to re
over from any errors that are dete
ted by thea

eptan
e test. If the a
tion is eventually able to 
omplete su

essfully a

ording to thea

eptan
e test with a normal out
ome, then 
hanges to external obje
ts must be 
ommit-ted; otherwise, the e�e
ts of the CA a
tion must be undone by aborting any 
hanges madeto external obje
ts. Finally, the threads must leave the CA a
tion in syn
hrony, possiblysignaling an ex
eption to the en
losing environment. It is relatively easy to syn
hronizethreads on exit from a CA a
tion in 
entralized systems: this 
an be done by various ex-isting 
on
urrent programming me
hanisms (monitors, semaphores, et
.). Implementingsyn
hronized exits is mu
h more diÆ
ult in distributed systems. However, an underly-ing servi
e su
h as 
ausal order delivery or reliable group 
ommuni
ation 
an make thisimplementation mu
h simpler.With respe
t to ex
eption handling, there are two distin
t approa
hes: blo
king and pre-emptive (see �gure 4). In blo
king s
hemes, ea
h parti
ipant terminates by rea
hing theend of the a
tion or fails by raising an ex
eption. However, the other parti
ipants involvedin the a
tion are informed of an ex
eption only when they are 
ompleted (or, also dete
tan error). In 
ontrast, pre-emptive s
hemes do not wait but use some language features tointerrupt all parti
ipants when one of them has dete
ted an error.In blo
king systems, error re
overy and 
on
urrent ex
eption resolution are also mu
heasier to provide than in pre-emptive ones be
ause ea
h parti
ipant is ready for re
overy
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Figure 4: Blo
king and pre-emptives s
hemesand is in a 
onsistent state when handlers are 
alled. Moreover, there is no need to providefor the abortion of nested CA a
tions for these systems be
ause su
h a
tions must haveeither 
ompleted su

essfully or have had any errors dealt with by the nested a
tion'shandlers [3℄. Me
hanisms su
h as timeouts 
an in
rease the eÆ
ien
y of blo
king s
hemesand de
rease the amount of time wasted by allowing early dete
tion of either the erroror the abnormal behavior of the parti
ipant that raised the ex
eption and is waiting forthe other parti
ipants. In pre-emptives s
hemes, there is inherently no wasted time butthe feature required for the asyn
hronous transfer of 
ontrol, namely pre-emptive threadinterruption, is not readily available in many languages and systems. Even when theyare available, they are usually very expensive [14℄. Moreover, they usually have 
omplexsemanti
s. Then, it is more diÆ
ult to analyze, to understand and to prove programs whi
huse these features. Another limitation with pre-emptives s
hemes is that the abortionof nested a
tions is diÆ
ult to program. In parti
ular, even if appli
ation programmersimplement su
h abortion handlers, a very sophisti
ated proto
ol (e.g. the one in [15℄) needsto be applied to raise abortion ex
eptions in all nested a
tions (re
ursively and in the properorder); and, obviously, there are no languages whi
h allow this. An appropriate approa
hshould be 
hosen depending on the appli
ation, on the types of errors that have to bedete
ted, on the failure assumptions, et
. But the general s
heme should allow programmersto 
hoose the most suitable approa
h.3.3 Des
ription of an appli
ation exampleWe present in this se
tion an banking appli
ation that 
an be used stru
tured using the
oordinated atomi
 a
tion 
on
ept.Consider a distributed funds transfer system that 
onsists of intera
ting obje
ts and atransa
tion pro
ess system that ensures 
onsistent a

esses to the obje
ts. The most typi
alobje
ts in su
h a system are bank a

ount obje
ts. An a

ount obje
t has an internalstate that re
ords the 
urrent balan
e and an asso
iated set of operations, su
h as 
redit,debit, read-balan
e, 
he
k-balan
e, et
. These operations have ordinary meanings: e.g.the 
he
k-balan
e operation takes a value as argument and returns true if the balan
e of
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ount is greater than or equal to the argument value, else it returns false.Di�erent 
on
urrent a
tivities 
an o

ur in this banking appli
ation. Suppose Maryand John have two shared a

ounts, a

-A and a

-B. Be
ause the system is distributed,it is possible forMary and John to submit a
tions to the system at the same time, perhapsfrom di�erent nodes. For example, when Mary issues the transa
tion to 
he
k the sum ofmoney, John may be submitting a transa
tion to 
redit the two a

ounts with more money.Su
h 
on
urren
y is 
ompetitive in nature.However, for a joint a

ount a variety of authority and operation 
onditions 
ould bede�ned by 
lients and must be veri�ed when an a
tion is a
tually issued. For example, if oneof them, say John, wishes to withdraw US$ 100 from these joint a

ounts, a 
ooperativea
tion, rather than an independent a
tion, will have to be taken if the pre-de�ned 
onditionis that no single person 
an withdraw any money from a joint a

ount. There is a thirdperson who examines the 
lients' PIN (Personal Identi�
ation Number) and then authorize(or not) the withdraw. After passing the authority 
he
ks, Mary and John 
he
k thebalan
es of a

-A and a

-B, respe
tively. Be
ause there is insuÆ
ient money in a

-A,they 
ommuni
ate privately within the CA a
tion and agree to withdraw the money froma

-B. After that, John withdraw the value required within a nested CA a
tion. Thiswithdraw is done within a nested CA a
tion, be
ause ex
eptions 
an be raised in 
ourse ofthis operation. Then, only the 
omputation of this nested CA a
tion is lost and the 
lientsauthorization pro
ess need not be made again. Before leaving the a
tion, they 
ommuni
ateagain to make sure that only the agreement amount of money is withdrawn.From the viewpoint of the rest of the system, and in parti
ular other users, the e�e
tsof the DEBIT CA a
tion (�gure 5) on the a

ount obje
ts are the same as the e�e
ts asingle-threaded transa
tion would have. Yet DEBIT involves multiple 
on
urrent threads
ooperating in order to produ
e some mutually a

eptable result (and possibly dete
tingand re
overing from errors that o

ur while this is being done) { something that 
an notbe readily a
hieved by the use of 
onventional transa
tion-based systems.
Mary

acc-A

John

acc-B

Checker
OK

PIN

PIN

read balance

read balanceCA action DEBIT

OK

update balanceFigure 5: A 
ooperative a
tion DEBIT
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e the original publi
ation of the CA a
tion proposal [20℄, several implementations ofCA a
tions have been produ
ed. Further details of some of these implementations 
an befound in [13, 14℄. In all their implementations threads enter CA a
tions asyn
hronouslybut exit them syn
hronously. Some of these implementations use a blo
king, some a pre-emptive ex
eption handling s
heme. All implementations allow forward error re
overy andpropagate failure ex
eptions to the 
ontaining a
tion if re
overy is unsu

essful after aninternal ex
eption. In all their implementations they rely on the sequential ex
eption han-dling provided by the host languages. In [13℄ they formulate a general approa
h for dealingwith 
on
urrent ex
eption resolution in languages su
h as Java and Ada95 whi
h have both
on
urren
y and lo
al ex
eption handling.Based on these experiments, Zorzo et al. [22℄ have developed a framework for imple-menting CA a
tions. Ea
h CA a
tion is represented by a set of 
omponents: one managerobje
t, a set of parti
ipant obje
ts, a set of lo
al obje
ts, and a set of external obje
ts. TheCA a
tion me
hanism is responsible for managing syn
hronous a
tion entry and exit, globalex
eption handling, re
overy, 
onsisten
y and atomi
ity of external and lo
al obje
ts, andso on.To implement the above framework they provide the programmer with four di�erent
lasses whi
h 
an be used to program CA a
tions in Java: CAA
tionManager, CAA
-tionRole, ExternalObje
t, and SharedLo
alObje
tCAA
tionManager. The CAA
tionManager 
lass 
ontains the methods to deal withentry and exit syn
hronization, a
tion ex
eption handling, 
ontrolling a

ess to externalobje
ts, and a

essing parti
ipants that 
ompose the a
tion. Thus, the CAA
tionMan-ager provides a basi
 framework for 
oordinating the parti
ipants in a CA a
tion and dealswith the appli
ation-independent aspe
ts of error handling. Extensions of this 
lass areresponsible for spe
ifying the appli
ation-dependent aspe
ts of error handling (notably, theex
eption resolution pro
edure).CAA
tionRole. The extensions to the CAA
tionRole 
lass 
ontain the main 
ode forone of the parti
ipants that 
ompose the CA a
tion. Only obje
ts whose type is derivedfrom CAA
tionRole 
an parti
ipate in a CA a
tion. When deriving a new 
lass from theCAA
tionRole 
lass, the programmer has to implement at least one method: the privateexe
ute () method that will 
ontain the main 
ode of that parti
ipant.ExternalObje
t. Every new 
lass extended from ExternalObje
t 
lass is provided withtransa
tional semanti
s, i.e. Begin, Commit, and Abort methods.SharedLo
alObje
t. Shared lo
al obje
ts are the obje
ts used by the parti
ipants inorder to ex
hange information with ea
h other.We think this framework presents some drawba
ks. First, sin
e only the exe
ute method



D.M. Beder & C.M.F. Rubira 13will be exe
uted by threads, the same obje
t 
an not take part in di�erent CA a
tions simul-taneously. Se
ond, they didn't take into 
onsideration design diversity. Third, the CAA
-tionManager 
lass provides a very simple ex
eption handling me
hanism. Programmersextending this 
lass are responsible for spe
ifying the appli
ation-dependent aspe
ts of errorhandling (notably, the ex
eption resolution pro
edure).A re
e
tive framework for implementing CA a
tions has been designed. A do
ument de-s
ribing this re
e
tive framework has re
ently been done [1℄. This framework separatesobje
ts into well-de�ned levels and the same obje
t 
an take part in di�erent CA a
tionssimultaneously. At base level are the obje
ts of the appli
ation, as his developer has imple-mented them. At meta-level are the obje
ts that implement non-fun
tional servi
es su
has distribution, se
urity and fault toleran
e. These servi
es 
an be 
ombined in su
h a waythat a base-level obje
t 
an be dire
tly asso
iated with one meta-obje
t that en
apsulatesseveral non-fun
tional servi
es. The behavior of the base-level 
lasses on this frameworkand the 
lasses on Zorzo's framework are analogous but ea
h obje
t is asso
iated with ameta-obje
t. These meta-obje
ts implement several servi
es su
h thread syn
hronization,ex
eption resolution, design diversity and so on.4 Transa
tion-based approa
hes for 
ooperative 
on
urren
yThe obje
t and a
tion model [17℄ is widely used to provide fault toleran
e in distributed-oriented systems. Several systems have been developed that su

essfully 
ombine transa
-tion pro
essing with the obje
t paradigm, e.g. Arjuna [16℄. These systems o�er support fornested transa
tions and provide a powerful linguisti
 base for developing reliable distributedprograms. Competitive 
on
urren
y is well 
ontrolled and fully supported in su
h systems,but no support is provided for 
ooperative 
on
urren
y. In this se
tion we will examinethe generalized transa
tion models that attempt to support a 
ertain degree of 
ooperativea
tivities.Many variations of the basi
 transa
tion model have been proposed. These proposalsattempt to over
ome the limitations of the traditional transa
tion model and most of themprovide support for 
ooperative a
tivities to some extent.Generally these models are based on the 
on
ept of nested transa
tions. At the top-level,a generalized transa
tion has all the properties of traditional transa
tions, that is, serial-izability, failure atomi
ity and permanen
e of e�e
t. However, 
on
urrent sub-transa
tionsmay be allowed to 
ooperate somehow. With respe
t to the allowed degrees of 
ooper-ation between sub-transa
tions, there are at least three major approa
hes for extendingtraditional transa
tions. The �rst is to relax stri
t isolation [19℄. Sub-transa
tions are stillserialized but un
ommitted results may be shared among them. A sub-transa
tion that usesun
ommitted data will depend on the sub-transa
tion that produ
ed the data. Su
h a sub-transa
tion 
annot 
ommit or abort independently and may, on
e terminated, be requiredto wait for the 
ommitment of any sub-transa
tion on whi
h it depends before 
ommitting.However, sin
e the serializability property is retained, only limited 
ooperation betweensub-transa
tions is allowed.
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ond approa
h is to allow the exe
ution order of sub-transa
tions to be spe
i�ed aspart of the top-level transa
tion. There is also some work 
on
erned with the exe
ution orderof both top-level transa
tions and their sub-transa
tions [18℄. The me
hanism for ensuringthe 
orre
tness 
onditions de�ned by serializability should be extended to take into a

ountthe 
onstraints imposed by the user-spe
i�ed exe
ution order. That is, lo
ks on obje
ts
an be transfered from one of its 
onstituent a
tions to another, while preventing non-nested a
tions from a
quiring 
on
i
ting lo
ks on them. Nevertheless if a sub-transa
tionaborts, the other sub-transa
tions (that used un
ommitted data produ
ed by the �rst sub-transa
tion) are not aborted. Sin
e the failure atomi
ity property is not assured, su
h a
ooperation is still restri
ted. Generalized transa
tions Nested transa
tionsA
tion on A set of obje
ts A set of obje
tsInter-
on
urren
y Competitive sharing with othersub-transa
tions Competitive sharing with othersub-transa
tionsIntra-
on
urren
y Cooperating sub-transa
tions Competing sub-transa
tionsComposed of Multiple 
on
urrent but 
ooperat-ing sub-transa
tions, operations in-volved in these sub-transa
tions 
anbe spe
ially ordered Multiple 
on
urrent and 
ompetingsub-transa
tions, ea
h 
omposed ofa sequen
e of partially ordered op-erations on the set of obje
tsCorre
tness User-de�ned, no isolation SerializabilityTable 1: Nested and generalized transa
tions [21℄By 
ombining the two approa
hes dis
ussed earlier, a greater degree of 
ooperation be-tween sub-transa
tions 
an be a
hieved. Nodine and Zdonik [10℄ proposed the substitutionof the notion of user-de�ned 
orre
tness for the notion of 
orre
tness de�ned by serializ-ability. Be
ause isolation is not required, 
orre
tness 
onditions on the exe
ution order ofoperations involved in di�erent (but 
ooperative) sub-transa
tions 
ould be de�ned for spe-
ial appli
ation purposes. Table 1 (from Romanovsky et al. [21℄) 
ompares some 
ommonproperties of generalized transa
tions with those of the basi
 nested transa
tions.The work of Caughey et al. [4℄ proposes transa
tion servi
es to allow multiple threadsto be a
tive within a transa
tion. Both system state and fun
tion are en
apsulated withinobje
ts, and threads progress by invoking obje
ts. Invo
ation may be either syn
hronousor asyn
hronous. With syn
hronous invo
ation the invoking thread obeys 
all-return se-manti
s. An asyn
hronous invo
ation 
an be des
ribed as the 
reation of a new threadwhose task is to exe
ute the required fun
tion. The 
reating thread 
ontinues indepen-dent of the 
reated thread. Upon 
ompletion of the invoked fun
tion the 
reated threadterminates. However, when asyn
hronous invo
ation is allowed expli
it syn
hronization isrequired between threads and transa
tions in order to guarantee 
he
ked behavior. That is,it is guaranteed that whenever the transa
tion ends there 
an be no thread a
tive withinthe transa
tion whi
h has not 
ompleted its pro
essing. Che
ked behavior is guaranteedby requiring that, within a transa
tion, i) every thread 
reated must syn
hronize with its
reator (thread) immediately before termination; ii) a thread 
annot syn
hronize with its
reator until the threads it 
reated have performed this syn
hronization; iii) a transa
tion
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ute its 
ommit proto
ol until the threads 
reated by the initiating thread haveperformed this syn
hronization. In our opinion, this proposal is similar to 
onversation
on
ept, where threads 
an be enter asyn
hronously but have to be syn
hronized at theexit.4.1 Problems and limitations with transa
tion-based approa
hesGeneralized transa
tion models start from the 
on
ept of traditional transa
tions and su�erinevitably from some of the original limitations of the traditional model. On the one hand,these models violate the atomi
ity property of sub-transa
tions, leading to in
onsisten
iesbetween the top-level atomi
 transa
tions and sub-transa
tions, therefore they 
ould o�erambiguous semanti
s for a transa
tion. Moreover, violation of the atomi
ity property willbe
ome diÆ
ult the operation of built-in re
overy me
hanisms and have a negative impa
ton the system performan
e. On the other hand, the various forms of 
ooperation amongsupported by these models are still restri
ted sin
e none of them permits true 
on
urrentprogramming { the boundaries of sub-transa
tions 
an only be opened up to a limited extentand expli
it 
ommuni
ations a
ross the boundaries 
annot be allowed (without introdu
ingsemanti
 
ontradi
tions to the transa
tion notion). In the best 
ase, the appli
ation pro-grammer 
an use the spe
i�
ation me
hanism provided by a model to de�ne some operation
onditions for a set of related sub-transa
tions and the system then in e�e
t 
arries out somekind of 
ooperation by enfor
ing the spe
i�ed 
onditions. However, be
ause no integratedme
hanism allowing expli
it 
ommuni
ations between sub-transa
tions 
an be provided tothe appli
ation programmer, a
hieving 
lose and �ne 
ooperation be
omes a parti
ularlydiÆ
ult task.In 
ontrast, the CA a
tion 
on
ept is based on a totally di�erent philosophy. A CAa
tion allows di�erent 
on
urrent threads to 
ooperate in performing joint task. Expli
it
ommuni
ation and 
oordination among threads are allowed 
ompletely but should be en-
losed within the boundaries of a CA a
tion. By the use of CA a
tions, most of thepreviously-identi�ed limitations in generalized transa
tion models 
an be e�e
tively over-
ome.5 Con
luding remarksReal-world appli
ations 
ontain many examples of 
ooperative 
on
urrent a
tivities, but thewidely-used obje
t and a
tion model does not provide appropriate support for 
ooperative
on
urren
y. Generalized transa
tion s
hemes provide only limited support for 
ooperationby somehow opening up sub-transa
tions.In 
omparison with generalized transa
tion models for handling 
ooperative a
tivities,the CA a
tion s
heme has many favorable 
hara
teristi
s. First, the atomi
ity propertyfor any (the 
ontaining or nested) CA a
tion is well retained. At any level of nesting, CAa
tions must be isolated from ea
h other, and in 
ase of failure, they must be re
overedwithout any side e�e
t on other CA a
tions or on the shared obje
ts. Se
ondly, sin
e theappli
ation programmer is responsible for designing 
ooperation and 
oordination, at leastin prin
iple, su
h appli
ation-spe
i�
 
ooperation will potentially permit a greater degree
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on
urren
y. Thirdly, the obje
ts and a
tion model assumes that the transa
tion itself is
orre
t (software-fault-free). Su
h an assumption may be questionable, espe
ially in a dis-tributed and heterogeneous environment. The obje
t and CA a
tion model requires expli
it
on
urrent programming, and so software design fault might be of greater 
on
ern. Asso-
iated me
hanisms for program error dete
tion, both forward and ba
kward error re
overy,and software redundan
y [8, 11℄ merit further investigation and must be �tted into the CAa
tion framework properly.Referen
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