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Abstract—The traditional two-dimensional (2D) barcode has
been employed in anti-counterfeiting systems as a storage media
for serial numbers. However, an attack can be initiated by simply
copying the 2D barcode and attaching it to a counterfeit product.
In this paper, we aim at proposing an authentication scheme with
a mobile imaging device for a 2D barcode. This work presents
a competitive solution among the 2D barcode authentication
schemes that have been verified under mobile imaging conditions.
The proposed copy-proof scheme is composed of two sets of
features which are extracted by exploiting the characteristics
of barcoding channel models. The proposed features identify the
intrinsic differences between genuine and counterfeit barcode
images in the frequency and spatial domains. An efficient two-
stage barcode authentication framework is then proposed by
combining the two sets of features in a cascading manner. To
evaluate the practicality of the proposed authentication scheme,
four databases with different devices (printers, scanners, mobile
cameras), barcode sizes, and barcode designs are considered
in the experiments. By comparing with the existing texture
descriptors and some deep learning-based approaches, it is
shown that the proposed scheme has a higher authentication
accuracy under various conditions, such as cross-database, cross-
size and cross-pattern experiments which study the generalities
of a pre-trained model towards challenging conditions commonly
found in real-world scenarios. Last but not least, the proposed
scheme has been evaluated under some state-of-the-art attack
scenarios where the attacker employs several realizations of
genuine patterns or the deep learning-based technique to produce
a counterfeit copy. The source code and data for producing the
results in our experiments are available at [1].

Index Terms—Copy-Proof, 2D Barcode, Fourier Domain, Local
Binary Pattern

I. INTRODUCTION

The problem of detecting an illegal copy of an authentic
document can be traced back to the period of Tang Dynasty in
China, when the paper banknote was first developed [2]. Due
to the proliferation of high quality copying devices and high
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Fig. 1. A QR Code with encoded message “http://www.szu.edu.cn/”.

profits of the counterfeiting products, detecting an illegal copy
is still a research topic of practical interest in the modern era.
The two-dimensional (2D) barcode (e.g., a Quick Response
(QR) Code [3] shown in Fig. 1) has been deployed in China
for package tracking and product anti-counterfeiting, since a
user can readily decode the encoded information with a mobile
device. The existing 2D barcode-based product authentication
system [4] relies on a naive serial number checking scheme.
Generally speaking, a user can scan the barcode with a mobile
phone and initiate an authentication request with the encoded
serial number. The authentication system will then return the
authenticity based on the given serial number. However, the
above mentioned authentication scheme is vulnerable to the
copying attack which simply duplicates the 2D barcode on an
authentic product. In order to eliminate the above mentioned
limitations, it is necessary to develop a product authentication
system with a copy-proof 2D barcode whose authenticity can
be verified throughout the retail process. Such 2D barcode
can be integrated with other anti-counterfeiting measures to
improve the security of a practical system [5].

There is limited research on the copy-proof 2D barcode
which is decodable and verifiable with a mobile imaging
device. The existing copy-proof 2D barcode techniques can
be divided into active and passive categories. The active
techniques insert an auxiliary signal by various means during
the generation of the 2D barcode to facilitate the authenti-
cation process. Firstly, special printing substrates, materials
and techniques can be employed in the barcode production
process. For example, fluorescent particles [6], [7] and liquid
crystal material [8] can be employed as one of the ink
compositions. A modified digital halftoning technique can also
be utilized to authenticate 2D barcodes under infrared radiation
[9]. Secondly, a semi-fragile watermark can be embedded
into the 2D barcode to capture traces of any illegal actions
[10], [11] as, normally, the illegal processing (e.g., replication
with scanning and printing devices) may introduce higher
distortions into the resulting barcode image than the original
ones. Thus, the semi-fragile watermark is only detectable in
the original barcode. Thirdly, a copy-detection pattern (CDP)
can be utilized in designing the 2D barcode to facilitate the
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detection of the illegal copying action. A noise-like CDP with
maximum entropy was proposed in [12]–[15] to capture the
information loss about the original digital image. A quality
index was then calculated by comparing both the captured
and the original images to determine the authenticity of the
barcode under inspection. A graphical codes with simple
binary modules were adopted in [16]–[18]. The print-scan
channel for the binary graphical code was characterized with
various models, e.g., log-normal channel and binary input
binary output channel. The security of the graphical code
was then studied against various attacks under these channel
models. A two-level QR code with a public layer and a
private layer was developed in [19], [20] for general document
authentication purpose. The private layers, which are featured
with three textured patterns, were demonstrated to be sensitive
to the illegal copying operation. On the other hand, the passive
copy-proof techniques exploit inherent characteristics that are
induced during the document production process. Microscopic
scale features, such as physical unclonable function (PUF)
[21], surface texture [22] and a normal vector field [23] have
been employed to distinguish a counterfeit pattern from the
original one.

However, there are some limitations with existing copy-
proof techniques. First, the costs in production and authentica-
tion of 2D barcodes with special printing substrates, materials
and techniques [6]–[9] will be much higher than a generic
one. Second, the application scenario for the semi-fragile
watermarks [10], [11] and CDPs [12], [13], [16]–[20] becomes
much more challenging after introducing a mobile imaging
device as the authenticator. These schemes detect the abnor-
mality by quantifying the image distortions induced by the
illegal processing. However, contradictions are encountered in
preserving the authenticity of a genuine 2D barcode captured
by the low quality mobile imaging devices and avoiding the
copying of the high quality dedicated scanning devices. Third,
generalities of the PUF-based [23] and the CDP-based [12]–
[20] features are yet to be demonstrated over a large and
representative database. Especially, the generality of these
schemes towards an open-set problem with different devices
and barcode patterns has not been studied.

This work presents a competitive solution among the 2D
barcode authentication schemes that have been verified under
mobile imaging conditions. The nature of counterfeit process
is characterized by the barcoding channel models. The Print-
Capture (PC) channel (for producing a genuine barcode image)
model and the Print-Scan-Print-Capture (PSPC) channel (for
producing a counterfeit barcode image) model are established
to investigate the nature of the replication operation. With
low cost and high generality in mind, a proprietary barcode
with secrete halftone parameters based on our prior work
[24] is first employed to highlight the differences between the
PC and PSPC channels. Two sets of features are extracted
by identifying the intrinsic differences between genuine and
counterfeit barcode images in the frequency and spatial do-
mains, respectively. The spectral features are obtained from
the Discrete Fourier Transform (DFT) map, by exploiting the
prior knowledge on the device parameters in the PC channel,
while the spatial features are devised by customizing the

Local Binary Pattern (LBP)-based descriptor to the current
barcode design. Additionally, an efficient two-stage barcode
authentication scheme is then proposed by combining the two
sets of features in a cascade manner. To evaluate the proposed
scheme under practical conditions, four databases of genuine
and counterfeit barcode images are established with various
devices (e.g., mobile phones, printers and scanners), barcode
sizes and barcode designs (e.g., printed sizes and embedded
images). The effectiveness of the proposed features and the
two-stage authentication scheme are confirmed by extensive
experiments, including cross-database, cross-size and cross-
pattern experiments, which study the generalities of a pre-
trained model towards challenging conditions. Comparisons
with the existing texture descriptors and some deep-learning-
based approaches further demonstrate the superiority of the
proposed scheme. Last but not least, the security of the
proposed scheme has been evaluated under scenarios where
the attacker employs several realizations of genuine patterns
[25] or a deep learning-based restoration technique [26] to
produce a counterfeit copy. To highlight the reproducibility of
this work, the source code and data for producing the results
in our experiments are available at [1].

It is worth mentioning that, due to the difficulties in es-
tablishing an accurate statistical model for our authentication
problem, the proposed copy-proof 2D barcode has been evalu-
ated empirically against some state-of-the-art attack strategies
[25], [26]. Limitation of the current security analysis is clear
since more sophisticated attacks might be designed in the
future. However, the proposed scheme is a competitive solution
among the 2D barcode authentication schemes that have
been verified under mobile imaging conditions. Specifically,
compared with the exiting CDP-based approaches (represented
by the ScanTrust technology [5], [13]–[15]), the contributions
of the proposed authentication scheme can be summarized as
follows.

• The theoretical models of the Print-Capture and the Print-
Scan-Print-Capture channel are established to revile the
nature of the replication operation.

• The proposed frequency and spatial features are devised
by detecting the forensic trace of the inherent double re-
sampling operation of the PSPC channel.

• Four databases are established to evaluate the perfor-
mance of our authentication scheme under cross-database,
cross-size and cross-pattern scenarios.

• The security of the proposed scheme is evaluated against
two state-of-the-art attacks, including a synthesize attack
[25] and a CNN-based restoration attack [26].

The remaining of this paper is organized as follows. Section
II formulates the PC and PSPC channel models in frequency
and spatial domains. Section III presents the gray-level 2D
barcode pattern with halftoning processing considered for
authentication. Section IV describes the proposed features
from both the frequency and spatial domains and outlines the
framework of our two-stage barcode authentication. Section V
first describes the four databases of genuine and counterfeit
barcode images under various conditions. It also compares
the authentication performance between classifiers based on
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Fig. 2. The channel models of the anti-copying system which verifies whether the captured barcode image is genuine or counterfeit. The genuine barcode
image goes through the print-capture (PC) channel, while the counterfeit one follows the pipeline in the print-scan-print-capture (PSPC) channel. It should
be noted that the restoration step is outlined by a dashed box to indicate that it is optional.

the proposed features and the existing texture descriptors
as well as the deep learning-based schemes under several
challenging conditions. Besides, the advanced attack scenario,
where the attacker uses several realizations of genuine patterns
to produce a counterfeit copy, is also studied. Section VI
concludes this paper.

II. THE ANALYSIS OF BARCODING CHANNEL MODELS

In the scope of this paper, a proprietary barcode produced
by an authorized party with secrete halftone parameters and
embedded images is defined as the genuine barcode, while the
barcode replicated by an attacker is the counterfeit barcode. In
practice, the barcode generator can be protected as a software
library, which only works under legitimate conditions, such
that the system level security is guaranteed. As is shown in
Fig. 2, the genuine barcode image goes through the print-
capture (PC) channel while the counterfeit follows the pipeline
in print-scan-print-capture (PSPC) channel. Different from the
channel models proposed in [?], [24] which study the variation
of image intensity after the channel distortions, we focus on
the structural distortions in the frequency and spatial domains
over different barcoding channels. Moreover, [?], [24], [27],
[28] model the PC channel for a genuine barcode, while, to
the best of our knowledge, this is the first work to consider
the model in the PSPC channel for a counterfeit barcode.

A. The Print-Capture Channel Model

As the first process in the PC channel, the original barcode
image Io is output with a printer which renders the genuine
barcode IG on a substrate. The printing process P1(·) can be
modeled as a linear function [24], [27]

IG(x) = P1[Io(x)] = ap1 · Io(x) + bp1
(a)
≈ Io(x) (1)

where x = (x, y) is a 2D vector that denotes the coordinate
of each pixel in the horizontal and vertical directions, ap1 , bp1
are the coefficients for the linear model in P1(·), and ‘·’
denotes the multiplication operation. It should be noted that the
approximation (a) is achieved by a pre-halftoning processing
on the original barcode image Io. With such processing, the
barcode image is converted to some binary halftone dots which
can be output accurately by the printing process P1(·) under
a sufficient printing resolution.

The genuine barcode is then captured with a mobile imaging
device. The distortion in the imaging process of a capturing

device C(·) can be modeled as a low pass filtering operation,
and followed by a re-sampling process [28]

IG(x) = C
[
IG(x)

] (a)
≈ IG(x−∆xc)⊗ Flp(x, γγγc)·∑

kc,lc
δ(x− kcdc − lcec) (2)

where IG(x) is the genuine barcode image (of size Kc by
Lc pixels) obtained through the PC channel, ∆xc is an offset
between the origins of the printing P1(·) and capturing C(·)
processes, and kc ∈ [1,Kc], lc ∈ [1, Lc]. Moreover, the ap-
proximation (a) is achieved by modeling the imaging process
as a convolution ‘⊗’ step by a low pass filter Flp(·) with a
vector of kernel parameters γγγc, and a re-sampling operation
by an array of 2D dirac delta functions with sampling vectors
dc and ec which specifies the re-sampling directions and
pixel sizes in the imaging process. It should also be noted
that the two dimensional subscripts kc, lc of the summation
operation indicates the fact that the double summation over
two dimensions “

∑∑
” has been shortened as ‘

∑
’ in (10).

The same notation is employed in the following parts of this
paper for conciseness.

On the other hand, the model of the PC Channel in the
frequency domain is correspondingly written as

ÎG(u) = F
[
IG(x)

]
≈ÎG(u)e−j2π·∆xc·u · F̂lp(u, γγγc)⊗∑

kc,lc
δ(u− kcsc − lctc) (3)

where u = (u, v) represents the two dimensional space
in frequency domain, F(·) denotes the 2D discrete Fourier
transform (DFT), ÎG(u), ÎG(u), and F̂lp(u, γγγc) are the Fourier
representations of IG(x), IG(x), and Flp(x, γγγc), respectively.
Moreover, the vectors sc, tc in the frequency domain are
related with the sampling vectors in spatial domain as [28]

sc =
ec × (dc × ec)

|dc × ec|2
, tc =

dc × (ec × dc)

|dc × ec|2
(4)

where ‘×’ denotes the outer product operation between two
vectors, and ‘| · |’ evaluates the L2-norm of a vector.

B. The Print-Scan-Print-Capture Channel Model

As illustrated by the PSPC channel in Fig. 2, the genuine
barcode is scanned, possibly restored and printed to replicate
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(a) (b) (c) (d)

Fig. 3. The proposed barcode design. (a) A generic multi-level 2D barcode. (b) The barcode printed at size 2.5 × 2.5 cm2 with 600 Dots per Inch (DPI),
90 Line per Inch (LPI) halftone resolution, and a 45°halftone angle. (c) An enlarged region of (b). (d) The frequency representation of the halftoned barcode
region in (b). It should be noted that only the amplitudes of the Fourier representation are plotted.

an illegal copy. The scanning and restoration processes can be
written as

I ′s(x) =R
[
Is(x)

]
= R

[
S
[
IG(x)

]]
(a)
≈ IG(x−∆xs) ·

∑
ks,ls

δ(x− ksds − lses) (5)

where Is(x), I ′s(x) denote the scanned and restored bar-
code images of sizes Ks by Ls pixels, respectively, ks ∈
[1,Ks], ls ∈ [1, Ls], and ∆xs denotes the offset between the
origins of the printing P1(·) and scanning S(·) processes.
The approximation (a) is obtained by employing the imaging
model of C(·) in (2) and with the assumption that the scan-
ning and restoration processes produce a blurred-free barcode
image. It should be noted that this assumption is valid under
a smart attack scenario where various deblurring, binarization
algorithms can be applied in the restoration step R(·).

The counterfeit barcode image IC(x) is then obtained by
capturing the counterfeit barcode IC(x). That is

IC(x) = C
[
IC(x)

]
= C

[
P2

(
I ′s(x)

)] (a)
≈ C

[
I ′s(x)

]
(b)
≈IG(x−∆xs −∆xc)⊗ Flp(x, γγγc)·∑

kc,lc
δ(x− kcdc − lcec)·∑

ks,ls
δ(x−∆xc − ksds − lses)

=IG(x) ·
∑

ks,ls
δ(x−∆xc − ksds − lses) (6)

where (a) is obtained by assuming a perfect tone calibration
and a sufficiently high resolution of the printing process
P2(·), which lead to IC(x) = I ′s(x). The approximation (b)
is obtained by exploiting the camera model in (2) and by
substituting (5) into the previous step. It should be noted that
the model in (6) implies that the resolution of the replication
process is determined by the lowest processing resolution in
the scanning, restoration, printing operations. In other words,
vectors ds, es determine the printing process P2(·) which
normally has the lowest resolution among the three steps.

The spectral representation of IC(x) can be obtained as

ÎC(u) ≈ÎG(u)e−j2π·(∆xs+∆xc)·u · F̂lp(u, γγγc)⊗∑
kc,lc

δ(u− kcsc − lctc)⊗∑
ks,ls

δ(u− ksss − lsts)e−j2π·∆xc·u

=ÎG(u)⊗
∑

ks,ls
δ(u− ksss − lsts)e−j2π·∆xc·u (7)

where the spectrum vectors ss, ts can be computed from
the sampling vectors ds, es in spatial domain by the same
relationship shown in (4).

III. THE CONSIDERED 2D BARCODE

Given the spatial and spectral channel models in Eq.s (6)
and (7), respectively, this section presents the considered 2D
barcode that highlights the trace of counterfeiting operations.
It is identified that the additional re-sampling operation (by the
scanner) is the key difference between the genuine and coun-
terfeit pathes. It is therefore beneficial to design a 2D barcode
pattern such that the distinctness can be retained. As shown in
Fig. 3 (a), we employ a generic multi-level 2D barcode based
on our prior work [24] to demonstrate the effectiveness of
our anti-copying algorithm. In practice, the proposed scheme
can be generalized to some special barcode pattern, e.g., the
image embedding 2D barcode [29], which will be studied in
Section V-E. The multi-level barcode is characterized by a 2D
array of halftone dots after the halftoning processing as shown
in Fig. 3 (b). It should be noted that the halftone parameters
can be transmitted with a side-channel, e.g., simply encrypted
in the barcode. In this section, we show that a multi-level
2D barcode with known halftone parameters (frequency and
orientations) can be incorporated into the proposed channel
models, and the spectrum representations of the genuine and
counterfeit barcode images will remain in the distinctive form
of a 2D array of delta function.

Given a barcode region with uniform intensity levels, it can
be modeled by a 2D array of delta functions convolving with
a halftone dot

IG(x) =
∑

m,n
δ(x−ma− nb)⊗Hp1(x) (8)

where vectors a,b define the spatial density and orientation of
the halftone dots and Hp1(x) is an even function with binary
output that characterizes the shape of each halftone dot (e.g.,
circle and square).

The corresponding spectrum model of (8) is therefore

ÎG(u) = F
[
IG(x)

]
=
∑

m,n
δ(u−mp− nq) · Ĥp1(u)

(9)

which suggests that the spectrum representation of a uniform
barcode region is characterized by a 2D array of delta function
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Genuine

Counterfeit

(a) (b) (c) (d)
Fig. 4. The illustrations of the proposed spectral and spatial features for the considered copy-proof 2D barcode. The top and bottom rows show the illustrations
for the genuine and counterfeit barcode images, respectively. (a) The genuine barcode image IG and the counterfeit barcode image IC. The genuine barcode
image is printed by the HP LaserJet Printer M401dn with 600 DPI resolution and is captured by the iPhone 8 Plus with default camera configurations. The
counterfeit barcode image is created by replicating the original barcode by an Epson V330 flatbed scanner with 1200 Points per Inch (PPI) resolution and a
Toshiba e-Studio 2307 multifunction printer at 600 DPI. (b) The enlarged areas of 9× 9 modules in (a). (c) The illustrations of distortions in the frequency
domain. The red circles are the spectral peaks introduced by the PC channel, while the white circles depicts the ones from the replication process. (d) A toy
example of distortions in the spatial domain, and the customized LBP-based features for the halftone units. It should be noted that the deformation of turning
halftone dots from circles into squares illustrates only one possible distortion.

whose locations are specified by the spectrum vectors p,q
(shown in Fig. 3 (d)) can be computed from the spatial vectors
a,b (shown in Fig. 3 (c)) via the same relationship shown
in (4). Note that the angle between x-axis and vector b is
denoted as θ. Moreover, the frequency spectrum of a general
halftoned image (e.g., a multi-level barcode) is an array of
“spikes” centered at the harmonics of the halftone frequency
as proven in [28, Sec. 5.6]. Therefore, the locations of the
local maximum (centers of the spikes) can also be estimated
by computing the vectors p,q.

By incorporating the halftoning technique into our 2D
barcode design, the genuine barcode image IG can be obtained
by substituting (8) into (2) as

IG(x) ≈
∑

m,n
δ(x−∆xc −ma− nb)⊗Hp1(x−∆xc)

⊗ Flp(x, γγγc) ·
∑

kc,lc
δ(x− kcdc − lcec) (10)

and the counterfeit barcode image IC is

IC(x) ≈
∑

m,n
δ(x−∆xs −∆xc −ma− nb)

⊗Hp1(x−∆xs −∆xc)⊗ Flp(x, γγγc)·∑
ks,ls

δ(x−∆xc − ksds − lses)·∑
kc,lc

δ(x− kcdc − lcec)

=IG(x) ·
∑

ks,ls
δ(x−∆xc − ksds − lses). (11)

Correspondingly, the frequency representations of the gen-
uine barcode image IG and the counterfeit barcode image IC
can be written as

ÎG(u) ≈
∑

m,n
δ(u−mp− nq) · Ĥp1(u)e−j2π·∆xc·u·

F̂lp(u, γγγc)⊗
∑

kc,lc
δ(u− kcsc − lctc) (12)

and

ÎC(u) ≈
∑

m,n
δ(u−mp− nq) · Ĥp1(u)e−j2π·(∆xs+∆xc)·u·

F̂lp(u, γγγc)⊗
∑

ks,ls
δ(u− ksss − lsts)⊗∑

kc,lc
δ(u− kcsc − lctc)e−j2π·∆xc·u

=ÎG(u)⊗
∑

ks,ls
δ(u− ksss − lsts)e−j2π·∆xc·u.

(13)

Therefore, spectral representations of the genuine and coun-
terfeit barcodes are both characterized by 2D arrays of dirac
delta functions, while the spatial domains of both barcodes are
featured with 2D arrays of halftone dots. In the next section,
the frequency and spatial domains of the proposed barcode
will be investigated to identify a counterfeit barcode.

IV. THE PROPOSED COPY-DETECTION APPROACH

As depicted in Fig. 2, the key of identifying a counterfeit 2D
barcode resides in distinguishing if a barcode image undergone
the PC channel or the PSPC channel. Compared with samples
in the PC channel, there are additional scanning and printing
operations in the PSPC channel. Examples of genuine and
counterfeit barcode images are shown in Fig. 4 (a). For
better visualization, enlarged versions are shown in Fig. 4 (b).
Thanks to the halftoning design of the considered 2D barcode
pattern, the traces of illegal replication are visualized clearly
by contrasting textures in both images.

However, it should be noted that, without leveraging the
prior knowledge on the PC and PSPC channel models, it is
not a trivial task to develop a texture classifier for barcode
authentication for several reasons: (i) the textural pattern of
the counterfeit barcode heavily depends on the re-sampling
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Fig. 5. The block diagram of the proposed two-stage 2D barcode anti-copying system. Our main contributions are in the shaded blocks.

parameters in the scanning process S(·), printing process
P2(·), as well as the offset parameters ∆xc and ∆xs; (ii) the
textural pattern of the genuine barcode is determined by the
halftone parameters in function Hp1(x), e.g., halftone resolu-
tion, orientation, and halftone shape; and (iii) the barcode can
also be embedded with an image, as proposed in [29]. So, it
would be difficult to train a general purpose texture descriptor
or a deep learning-based approach to learn halftone features
and avoid capturing interferences from the embedded images
at the same time.

The block diagram of the proposed approach is shown
in Fig. 5. During the authentication process, four corners
of the captured barcode image are first detected, such that
the barcode region can be extracted. It should be noted that
the quality of the barcode can be evaluated with a quality
assessment scheme (e.g., [30]) such that the reliability of
the authentication process is guaranteed. If the quality of the
barcode is not satisfactory, a recapturing request will be sent
to the user. In the first stage, the frequency domain feature
(proposed in Section IV-A) is extracted and is fed into a
probabilistic SVM which outputs a probabilistic metric p (with
p ∈ [0, 1]) to indicate the likelihood of the input image being
a genuine (positive) sample. A probability p ≈ 0.5 implies a
borderline case which is classified by the spectral features with
less confidence. Thus, for samples with p ≥ p2 or p ≤ p1, an
authentication decision is made in the first stage. The samples
with p1 < p < p2 will be forwarded to the second stage for
further assessment. It should be noted that, as will be discussed
in Section V-C the value of p1 and p2 can be determined
experimentally. In the second stage, the perspective distortion
of the captured barcode image is first corrected such that the
barcode image is in a square shape and the barcode modules
with desirable intensities can be extracted with the reference
of the barcode structure [31]. The spatial feature (proposed in
Section IV-B) can then be extracted from the halftone units,
and a final authentication decision will be made by the SVM
classifier.

It should be noted that a two-stage structure is adopted in
Fig. 5 to fuse the decisions from the spectral features (the
first stage) and the spatial features (the second stage). This is
because extracting the customized LBP-based features requires
more computational resources than the DFT-based features.
This is mainly due to the fact that more preprocessing steps
are needed before halftone units can be located and then
the spatial features can be extracted. For instance, as shown

in [31], the perspective distortions in the captured barcode
should be corrected such that the location of each module
can be extracted with the reference of the barcode structure.
Meanwhile, the spectral features can be extracted given the
locations of the four corners, regardless of the perspective
distortion. In the following, the proposed frequency and spatial
domain features will be elaborated in Section IV-B and IV-A,
respectively.

A. The Frequency Domain Features

To facilitate the feature extraction in frequency domain,
some preprocessing steps should be carried out to remove
the noise in frequency spectrum. As a simple but effective
solution, a smoothing operation with the Gaussian filter is first
applied on the DFT map of the captured barcode image. Then,
the local maximum is detected with a common blob detector
(e.g., the Laplacian of Gaussian (LoG) filter [32]) to retrieve
the locations of spikes in the DFT map.

By comparing the channel models in frequency domain,
i.e., Eq.s (12) and (13), it can be seen that the frequency
representations of both genuine and counterfeit barcodes are
characterized by spikes distributed over the whole frequency
spectrum. The difference between two spectrum lies in the
locations and amounts of spikes. On the one hand, as shown
in Eq. (12), spike locations for genuine spectrum are fully
specified by vectors p,q and sc, tc, which are determined by
halftone parameters (e.g., halftone frequency and orientation)
and camera settings (e.g., resolution). On the other hand, some
additional spikes have been observed in the counterfeit spec-
trum. The locations of these spikes are determined by imaging
parameters in the scanning operation ss, ts (e.g., resolution and
rotation angle). As depicted with red circles in Fig. 4 (c), nine
spikes in the DFT spectrum of a genuine barcode image have
been selected as references (marked with red circles), while
the others are considered as interferences (marked with white
circles). The nine selected spikes are robust under various
channel distortions since they are located at the first harmonic
of the spectral component

∑
kc,lc

δ(u − kcsc − lctc) in Eq.s
(12) and (13). It is worth noticing that the halftone and camera
parameters sc, tc are known by users in the authentication
process. Thus, it is possible to calculate locations of the nine
spikes based on the captured barcode image. If the computed
reference points match with the observed ones in both amounts
and locations, one can determine that the barcode image is
genuine. Otherwise, the barcode is counterfeit.
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According to the spectrum models in (12), the locations of
the nine spikes (as shown in Fig. 4 (c)) can be computed as

P0 = (0, 0);

P2 = sc; P4 = tc;

P6 = −tc; P8 = −sc;
P1 = sc − tc; P5 = −sc + tc;

P3 = sc + tc; P7 = −sc − tc. (14)

Based on the nine reference points computed in (14), three
spectral features are investigated in the DFT maps to describe
the differences between genuine and counterfeit barcode im-
ages.

a) The number of spikes around the reference point Pn, n ∈
[0, 8]:

Nn = M
[
Î(u),An(sc, tc)

]
(15)

where Î(u) is the input frequency spectrum, An(ααα,βββ) speci-
fies a neighboring area of points which are centered at Pn and
are bounded by vectors Pn ± ααα ± βββ, and the function M(·)
counts the number of local maximum (detected by the LoG
filter) in the area of An. For example, the area in A0(sc, tc)
is bounded by four vectors sc + tc, sc − tc, −sc + tc and
−sc − tc. In other words, the area A0(sc, tc) is outlined by
the parallelogram P1P3P5P7 in Fig. 4 (c). It should be noted
that the shape of P1P3P5P7 is not necessarily a square, since
vectors sc and tc are not always perpendicular to each other.

b) The total number of spikes around the reference points
P0, P1, . . . , P8:

N0−8 =

8∑
n=0

Nn (16)

where N0, N1, . . . , N8 have been defined in (15).
c) The average distance between the locations of observed

maximum and each calculated reference point:

D̄n = Dn

[
An(sc/2,tc/2)

]
(17)

where Dn

[
An(sc/2, tc/2)

]
calculates the average distance

between point Pn and the local maximum points in area
An(sc/2, tc/2).

It should be noted that the proposed spectral features are
generalizable to the conditions where geometric distortions,
such as rotation are present. According to the rotation property
[33, Sec. 4.6.2] of the 2D DFT, a rotation in the spatial
domain leads to a rotation in the spectral domain with the
same angle. Given that the rotation angle in spatial domain
can be estimated accurately with four corners and the finder
pattern in a barcode [31], the rotation in a spectral map can
then be computed accordingly. In total, a feature vector of 19
dimensions is extracted from the frequency domain using the
proposed features.

B. The Spatial Domain Features

By comparing Eq.s (10) and (11), the difference between
genuine and counterfeit barcode images in spatial domain can
be identified as a re-sampling operation, which multiplies the

Fig. 6. A toy example of spatial artifacts in the replication (scanning,
restoration and printing) process of the considered barcode. The grid in the
central figure illustrates the pixel grid in the imaging sensor. Only the center
of each pixel (marked by red dots) are sampled in the scanning process. It
should be noted that the deformation of turning halftone dots from circles
into squares illustrates only one possible distortion.

genuine barcode image with a 2D array of delta functions∑
ks,ls

δ(x − ∆xc − ksds − lses). As shown in Fig. 4 (b),
the additional re-sampling operation leads to the distortion
in the shape of halftone dots. The formation of such spatial
distortion is illustrated in Fig. 6. In the counterfeiting process,
the genuine barcode IG is first acquired by a scanning device.
The horizontal and vertical lines depict a sampling grid of the
scanning process. Referring to our model in (5), the scanning
process is characterized by a re-sampling process with a 2D
array of delta functions which samples the center of each
scanning cell in the scanning grid. Correspondingly, the center
of each pixel (marked as red) will therefore be sampled in
Fig. 6. The scanned barcode is then output by the printing
process to yield the counterfeit barcode IC . It is noted that
avoiding the above mentioned distortion is very difficult, since
the scanning pixels and halftone dots are hard to be aligned
perfectly. This is reflected by nonzero sampling offset in the
counterfeiting process shown in Eq. (11), i.e., ∆xs 6= 0.

Give the deformation of the halftone dots, we propose to
characterize the distortions with the LBP [34] descriptor, since
it has been a popular texture descriptor in a wide range of
computer vision tasks. Essentially, the LBP descriptor generate
a feature vector by evaluating the intensity between the central
and the local neighborhood pixels along a preset radius. The
calculation of LBP can be described as

LBP riN,R =

N∑
n=1

sgn(gn − gc)× 2n−1 (18)

where the superscript “ri” indicates the choice of the rotation
invariant LBPs as the descriptor, the subscripts N,R denote
the number of sampling points and radius of the LBP window,
respectively, sgn(·) takes the sign of the operand, gc denotes
the intensity value of the central pixel and gn(n = 1, 2, ..., P )
denotes the intensity values of N adjacent pixels distributed
symmetrically at a circle of radius R (R > 0). An image
can be divided into several patches, and LBP histograms are
calculated for each patch. More details of the original LBP
descriptors can be found in [34]. Then, all the histograms can
be concatenated into a feature vector to represent the image
in the texture field. With the prior knowledge of the shape
of each halftone dot, LBP is thus a good descriptor for the
contour deformation of a halftone dot. Worth mentioning that,
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in order to ensure the robustness, the LBP feature should be
extracted from halftone units1 in similar shapes. In our work,
only the halftone units in barcode modules within a desirable
range of image intensity (i.e., [128, 192]) will be selected in
generating the customized LBP-based features. Moreover, the
rotation invariant LBP [34] is more suitable in our case, where
the texture regularity is not sensitive to different capturing
angles.

As shown in Fig. 4 (d), a three-scale LBP-based feature is
designed as the spatial feature of the halftone unit. The LBP
features can be denoted as LBP riN,R, where the superscript
“ri” indicates the choice of the rotation invariant LBPs as
the descriptor, and the subscript N,R denote the number of
sampling points and radius of the LBP window, respectively.
The three scales can be written as LBP rin1,r1 , LBP

ri
n3,r3 and

LBP rin3,r3 . It should be noted that, differently from the original
LBP descriptor, our customized descriptor is only applied
to the center of a halftone unit which can be detected by
a template matching scheme given the halftone parameters.
Thus, no sliding window operation is required during feature
extraction. The features in different scales are explained in the
following.

a) The regularity within a halftone dot: the regularity of
a halftone dot in a genuine barcode can be defined in two
aspects. First, the intensity within the halftone unit is more
uniform in a genuine barcode, since less distortion is expected
in the PC channel. Second, the central pixel in each halftone
unit is no brighter than the others, due to the low pass filter
operation Flp(x, γγγc) in the camera. Therefore, by setting a
small r1, the descriptor LBP rin1,r1 reflects the regularity of
intensity within a halftone dot.

b) The regularity of the gap space between the adjacent
halftone dots: the regularity of a halftone dot can also be
measured by inspecting the gap space between the adjacent
halftone dots. As illustrated in Fig. 6, the replication process
would lead to a set of connected halftone dots though the
original ones are isolated. Therefore, by setting r2 ≈ dh/2
(where dh denotes the distance between the centers of two
adjacent halftone dots, and dh can be estimated from the
captured image as shown in Eq. (21)), the descriptor LBP rin2,r2
reflects the regularity of the gap space between the adjacent
halftone dots.

c) The joint regularity between two neighboring halftone
dots: the regularity can also be measured by comparing two
neighboring halftone dots. As illustrated in Fig. 4 (d), pixels on
the perimeter of a circle with radius r3 have two different pat-
terns for genuine and counterfeit halftone units, respectively.
By setting r3 ≈ 3 · dh/4, the descriptor LBP rin3,r3 is able
to characterize the joint regularity between two neighboring
halftone dots.

The above three-scale LBP features are applicable for the
AM digital halftoning techniques [35], which render gray-
levels by changing to the screen frequency, dot shape and
screen angle of the halftone dots. It should be noted that the
halftone parameters are considered as known at the receiver

1In our terminology, a halftone unit includes several halftone dots organized
in a given pattern as shown in Fig. 6.

side, such that the above features can be adaptively designed
to different halftone parameters.

In our implementation, the number of sampling points in
each LBP window are chosen as n1 = n2 = n3 = 8, in
order to reduce dimensions of the resulting LBP histograms.
The sampling radius are determined as r1 ∈ {1, 2, 3}, r2 ∈
{dh/2−1, dh/2, dh/2+1}, and r3 ∈ {3 ·dh/4−1, 3 ·dh/4, 3 ·
dh/4 + 1} to tolerate errors in computing dh and in corner
detection. The customized LBP features in the same scale are
accumulated in the same LBP histogram (36 dimension per
scale), while the features in different scales are concatenated
as the final feature vector (36× 3 = 108 dimensions).

V. DATABASES AND EXPERIMENTAL RESULTS

A. 2D Barcode Databases

As far as we know, no databases on 2D barcode authen-
tication are publicly available. To evaluate the cross-device
performance of the proposed scheme, two databases have been
built by capturing a multi-level barcode of size 2.5× 2.5 cm2

with two sets of different devices, as shown in Table I. The
halftone parameters are 600 Dots per Inch (DPI), 90 Line
per Inch (LPI) halftone resolution, and a 45°halftone angle.
For database I, it includes two printers, three scanners and
five cameras with various resolutions. The genuine barcode
image is then rendered with each printer at 600 dpi resolution
on a glossy paper (with 140 grams per square meter) and is
captured by five different camera phones with default settings
(e.g., auto focus, auto white balancing, full resolution) under a
common indoor lighting condition. Finally, 30 barcode images
are taken under each combination, which leads to 300 genuine
barcode images. For producing counterfeit barcode images, the
genuine barcodes are first acquired with each scanner at 600,
1200 and 2400 ppi resolutions respectively, and are output with
each printer at 1200 dpi resolution. Given the large amount
of counterfeiting devices combinations, it is difficult to built
a dataset with a full coverage of different device combina-
tions. Therefore, only some representative combinations of
devices are selected to build a representative dataset. After
excluding 275 undetectable samples, the dataset includes 3775
counterfeit barcode images. Some samples from database I
are shown in Fig. 4 (a). For database II, it includes two
printers, two scanners and two cameras, which are totally
different from the devices in database I. Similarly, 4 com-
binations (2 (printers P1)×2 (cameras)) and 32 combinations
(2 (printers P1)× 4 (scanners, resolution)× 2 (printers P2)×
2 (cameras)) of devices are available for generating genuine
and counterfeit barcode images, respectively. Thirty barcode
images are taken under each combination. This configuration
leads to 120 genuine barcode images and 960 counterfeit
barcode images. Databases I and II will be employed in
our baseline experiment and cross-database experiment in
Sections V-B and V-C, respectively.

Moreover, to evaluate the generalization of the proposed
scheme over barcode patterns with different sizes, database
III has been established by varying the barcode pattern to
1.5× 1.5 cm2 and 5× 5 cm2, while the halftone resolution is
unchanged. The selected barcode sizes are not as small as the
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TABLE I
THE BARCODE PATTERN AND DEVICES USED FOR COLLECTING DATABASE
I AND II. DATABASE I CONTAINS 4075 BARCODE IMAGES (300 GENUINE,

3775 COUNTERFEIT). DATABASE II CONTAINS 1080 BARCODE IMAGES
(120 GENUINE, 960 COUNTERFEIT).

Database I (multi-level barcode, size 2.5× 2.5 cm2)
Devices (#) Printers (2) Scanners (3) Cameras (5)

Models
(Reso.)

HP Laserjet Pro
M401dn (600,

1200 dpi), Toshiba
e-Studio 2307 (600

dpi)

Epson Perfection
V330, MicroTek
D328K, BenQ

K810 (all with 600,
1200, 2400 ppi)

Google Nexus 4 (8
MP), Apple iPhone

8 Plus (12 MP),
Huawei P9 (12

MP), Meizu Metal
(13 MP), Nokia
Lumia 930 (20

MP)

Database II (multi-level barcode, size 2.5× 2.5 cm2)

Devices (#) Printers (2) Scanners (2) Cameras (2)
Models
(Reso.)

RICOH Aficio MP
C5000, RICOH

Aficio MP C3501
(all with 1200 dpi)

Canon CanoScan
LiDE 220, HP

Laserjet Pro MFP
M128fw (all with

600, 1200 ppi)

Apple iPhone 6,
XiaoMi Mi-2S (all

with 8MP)

sizes of those in [12], [13] (1×1 cm2) since our barcodes are
captured by a handheld authentication device (mobile phone)
instead of a scanner. It should be noted that two representative
printers, scanners and cameras (included in database I) are
employed in collecting the barcode images. Therefore, the
performance degradation observable later in Section V-D is
purely due to the variation of barcode size.

Last but not least, a very challenging database contain-
ing some image-embedding barcode patterns (i.e., RA Code
proposed in [29]) is built. The RA Code with six different
embedding images are shown in Fig. 7. This set of images
is representative, since it includes synthetic images with a
uniform background or natural images with a complex struc-
ture, as well as images with dark or bright contents. This
database will be employed in Section V-E to demonstrate the
generalization of the proposed scheme over barcode patterns
with some completely different designs.

In the following, extensive experiments will be presented
to demonstrate the robust performance of the proposed au-
thentication scheme. Comparisons with some existing ap-
proaches, including texture descriptors and deep learning-
based approaches will be provided to show the superiorities of
the proposed scheme. In our experiments, the false acceptance
rate (FAR, the percentage of counterfeit samples that have
been falsely accepted as genuine), false rejection rate (FRR,
the percentage of genuine samples that have been falsely
accepted as counterfeit) and the normalized accuracy (NACC)
are employed as performance metrics. The NACC is defined
as

NACC = 1− (FAR + FRR)/2. (19)

It should be noted that the NACC is a more suitable metric
in our case than the classification accuracy since the genuine
and the counterfeit classes are highly imbalance, e.g., about
1:12 in database I. Besides the above performance metrics
with a pre-trained threshold, the Area Under the receiver
operating characteristic Curve (AUC) [36] is also employed
as a performance metric for different approaches as it pro-

TABLE II
THE BARCODE PATTERN AND DEVICES USED FOR COLLECTING DATABASE
III. DATABASE III CONTAINS 540 BARCODE IMAGES (180 GENUINE, 360

COUNTERFEIT). THIS DATABASE IS USED IN THE CROSS-SIZE
EXPERIMENT.

Database III (multi-level barcode, sizes 1.5× 1.5 cm2 and 5× 5 cm2)

Devices (#) Printer (2) Scanner (2) Camera (2)
Models
(Reso.)

HP Laserjet Pro
M401dn (600,

1200 dpi), Toshiba
e-Studio 2307

(600dpi)

Epson Perfection
V330, MicroTek
D328K (all with

1200 ppi)

Apple iPhone 8
Plus, Huawei P9
(all with 12 MP)

TABLE III
THE BARCODE PATTERN AND DEVICES USED FOR COLLECTING DATABASE
IV. DATABASE IV CONTAINS 504 BARCODE IMAGES (126 GENUINE, 378

COUNTERFEIT). THIS DATABASE IS USED IN THE CROSS-PATTERN
EXPERIMENT.

Database IV (Image-embedding barcode, sizes 2.5× 2.5 cm2 and 5× 5 cm2)

Devices (#) Printers (1) Scanners (2) Cameras (3)
Models
(Reso.)

HP Laserjet Pro
M401dn (600,

1200 dpi)

Epson Perfection
V330, BenQ K810
(all with 1200 ppi)

Apple iPhone 8
Plus (12 MP),
Huawei P9 (12

MP), Meizu Metal
(13 MP)

vides an aggregate measure of performance across different
classification thresholds.

The practicality of the proposed barcode authentication
scheme will be demonstrated by our experimental results.
Specifically, the main message conveyed by our experiment
are listed as follow.

1) The baseline experiment in Section V-B is first provided
to illustrate effectiveness of the proposed DFT-based and
LBP∗-based features.

2) The cross-database experiments in Section V-C consid-
ers a practical condition in the barcode authentication
problem where the devices employed in training the
SVM model (by an authorized party) are not the same
as those in the testing set (by users).

3) The cross-size and cross-pattern experiments in Sec-
tion V-D and V-E demonstrate the conditions where a
pre-trained SVM model is evaluated on a wide range of
application scenarios. These applications are deployed
with barcode of various sizes and even of different
pattern designs.

4) Section V-F evaluates the security of the proposed
scheme under two practical and state-of-the-art attack
scenarios, i.e., a pattern synthesis strategy utilizing mul-
tiple samples and a CNN-based restoration algorithm.

B. The Baseline Experiments

In this part, some baseline evaluations of the proposed
scheme are conducted. A numerical example is first provided
to illustrate effectiveness of the proposed DFT-based features.
Given that the captured genuine barcode region (top row in
Fig. 4 (a)) is 884 pixels in length and width, the distance
between the centers of two adjacent halftone dots can be
computed as 15.79 pixels in the horizontal or vertical direction,
and the angle between the halftoning and sampling vectors is
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(a) Lincoln (b) HKUST logo (c) Academic building

(d) Great wall (e) Monalisa (f) WWF logo

Fig. 7. The halftoned RA Code [29] samples with different image contents.

TABLE IV
AUTHENTICATION PERFORMANCE IN DATABASE I WITH DIFFERENT

RATIOS IN THE NUMBER OF TRAINING AND TESTING SAMPLES UNDER THE
CASES WITH AND WITHOUT QUALITY ASSESSMENT (QA). THE BEST

PERFORMANCE UNDER EACH CONDITION IS BOLDFACED.

QA Splitting Approach FAR FRR NACC

w/o QA

7:3 DFT-based 0.88% 3.33% 97.90%
LBP∗-based 0.35% 6.67% 96.49%

6:4 DFT-based 0.99% 1.67% 98.67%
LBP∗-based 0.73% 6.67% 96.30%

5:5 DFT-based 0.79% 2.00% 98.61%
LBP∗-based 1.01% 8.00% 95.50%

w/ QA

7:3 DFT-based 0.36% 0.00% 99.82%
LBP∗-based 0.18% 4.55% 97.64%

6:4 DFT-based 0.27% 1.69% 99.02%
LBP∗-based 0.54% 5.08% 97.19%

5:5 DFT-based 0.32% 1.36% 99.16%
LBP∗-based 0.91% 6.12% 96.49%

θ = 45°, the halftone vectors can be calculated as

ec =
(
− 15.79

2 · 884
,

15.79

2 · 884

)
,dc =

( 15.79

2 · 884
,

15.79

2 · 884

)
. (20)

The spectral vectors can then be calculated as

sc =
ec × (dc × ec)

|dc × ec|2
=

ec
|ec|
· 884

√
2

15.79
≈ (−56, 56),

tc =
dc × (ec × dc)

|dc × ec|2
=

dc
|dc|
· 884

√
2

15.79
≈ (56, 56) (21)

which are consistent with the spike locations in Fig. 4 (c).
Moreover, an intra-database experiment on database I has

been conducted to validate the effectiveness of the DFT-based
and the LBP-based features extracted from frequency and spa-
tial domains, respectively. As shown in Table IV, “DFT-based
features” and “LBP∗-based features”denote performances of
the features extracted from the frequency and spatial domains
as proposed in Sections IV-A and IV-B, respectively, with a
generic SVM classifier. The LIBSVM library with five-fold
cross validation has been adopted in our implementation [37]
to find the best parameters in the RBF kernel. The experiments
have been conducted under various conditions. First, the image
quality assessment step (denoted as “QA”) is turned on and
off to observe the performance degradation due to poor quality
samples. Second, different ratios of the training and testing
samples, i.e., 7:3, 6:4 and 5:5 are studied. In general, the
results reflect that the proposed frequency and spatial features
are effective towards the problem of barcode authentication
which involves many uncontrolled conditions from the mobile
imaging distortions. The quality assessment step reduces the

TABLE V
CROSS-DATABASE AUTHENTICATION PERFORMANCE IN DATABASE I AND

II. TRAINING SET: ALL IMAGES IN DATABASE I. TESTING SET: ALL
IMAGES IN DATABASE II. THE BEST PERFORMANCE IS BOLDFACED.

Approach FAR FRR NACC AUC

Existing

HOG [39] 12.75% 64.17% 61.54% 0.8326
MDGLCM [40] 23.26% 33.33% 71.70% 0.7216

DLBP [41] 1.82% 41.67% 78.26% 0.8349
LBP [34] 9.99% 49.17% 70.42% 0.7925

MobileNet [42] 9.86% 0.00% 95.07% 0.9945
ResNet-50 [43] 10.72% 0.00% 94.64% 0.9826

DenseNet-121 [44] 31.08% 0.00% 84.46% 0.9900

Proposed
DFT-based 2.36% 5.00% 96.32% 0.9876

LBP∗-based 0.64% 10.83% 94.27% 0.9806
DFT + LBP∗ 0.00% 2.50% 98.75% 0.9958

size of database I to 4012 images (294 genuine and 3718
counterfeit samples). In the experiment denoted as “w/ QA”,
all the training and testing samples are filtered by the quality
assessment step, and only the ones with good quality will
be forwarded to model. By comparing the results with and
without the QA step, it is safe to conclude that, by eliminating
some blurred samples, a performance gain can be obtained. In
the following experiments, only the results with a QA step will
be reported. As the ratio of the training and testing samples
decreases from 7:3 to 5:5, the performance becomes more
predictable with a QA step. The NACCs for our DFT and
customized LBP features decrease slightly from 99.82% to
99.16% and from 97.64% to 96.48%, respectively. It is also
observed in Table IV that the performances of our frequency
domain features consistently outperform our spatial domain
features. This is because that the spectral features describe the
nature of the illegal copying operation which is more stable
across different variations.

C. The Cross-Database Experiments

For the cross-database test, the classifier is trained and
tested with two different databases. As shown in Table I,
all devices (printers, scanners and cameras) used for building
databases I and II are completely different. This is a practical
consideration in the barcode authentication problem, where
the devices employed in training the SVM model (by an
authorized party) are unlikely to be the same as those in the
testing set (by users and attackers). Especially, different mobile
cameras produce barcode images with various image qualities,
due to different image sensors and post-processing algorithms
[38]. Moreover, comparisons with some state-of-the-art texture
classification approaches will be conducted to show that the
cross-database authentication problem is not a trivial task.

As shown in Table V, several representative texture descrip-
tors, including the Histograms of Oriented Gradients (HOG)
[39], the Multi-Directional GLCM (MDGLCM) [40], the
Dominant LBP (DLBP) [41] and the original LBP (LBP ri8,1)
[34] have been evaluated in the cross-database experiments.
The default settings for these approaches have been employed
in our experiment. The performances of the existing texture
descriptors are far from being satisfactory. Only the DLBP
[41] achieves 78.26% NACC and 0.8349 AUC. On the other
hand, to evaluate the performances of the state-of-the-art deep
learning-based approaches (MobileNet [42], ResNet with 50
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(a) (b) (c)

Fig. 8. The enlarged views of some representative error samples from the
classifier with the features in frequency and spatial domains. (a) (b) the error
samples contributed by blurring. (c) A false positive sample (by different
replication pattern) for the customized LBP-based features, respectively.

layers [43], DenseNet with 121 layers [44]), the barcode region
of each sample is divided into blocks of 64×64 pixels, and 32
blocks from each sample are chosen to train the deep learning
models [45]. In the testing stage, the authentication decision
is made based a major voting strategy. These approaches
[42]–[44] are observed with FARs above 9.86% but with
competitive AUC metrics above 0.9826. The high AUCs imply
that the deep features are able to rank the positive instances
relative to the negative instances [36], while the high FARs
suggest that the pre-trained deep models do not show good
discriminability over the counterfeit samples.

On the other hand, by exploiting the characteristics of both
PC and PSPC channels, the DFT-based and the customized
LBP-based classification schemes have achieved the AUCs
of 0.9876 and 0.9806, respectively. Some representative error
samples for both sets of features are shown in Fig. 8. Though
with a QA step, the error samples of the proposed features
are mainly due to the blurring caused by motion and lens
as shown in Fig. 8 (a) and (b). Motion blur introduces a
directional distortion [46] into the frequency spectrum which
leads to errors of the DFT-based features. Meanwhile, lens blur
degrades the sharpness of edges which cause confusions for
both the sets of features. Furthermore, for the customized LBP-
based classifier, some false negative samples are contributed by
the different artifact patterns which are generated by different
replication devices. As shown in Fig. 4 (b) and Fig. 8 (c), the
visual appearances of the replication artifacts are different in
database I and II.

A two-stage authentication scheme (tabulated as “DFT +
LBP∗” in Table V) has been proposed to combine both sets
of features in an efficient way. As shown in Fig. 5, only
the borderline cases (the blurred samples) of the DFT-based
features are further investigated with the customized LBP-
based features. The experimental result shows that the two
sets of features are complementing each other. The two-
stage authentication scheme achieves 98.75% NACC and
0.9958 AUC with 0 false positive sample and 3 false nega-
tive samples, respectively. Different value of the parameters
p1, p2 in the first stage have been evaluated. By varying
(p1, p2) ∈ {(0.2, 0.8), (0.3, 0.7), (0.4, 0.6)}, it is observed that
the NACCs remain unchanged at 98.75%, which suggests that
the results are not sensitive to the values of p1 and p2. Thus,
p1 = 0.2 and p2 = 0.8 are adopted in the following part of
our experiments to fully exploit the power of the customized
LBP-based features in the second stage.

TABLE VI
CROSS-SIZE AUTHENTICATION PERFORMANCE IN DATABASE I AND III.
TRAINING SET: ALL IMAGES IN DATABASE I. TESTING SET: ALL IMAGES

IN DATABASE III. THE BEST PERFORMANCE IS BOLDFACED.

Approach FAR FRR NACC AUC

Existing

HOG [39] 16.11% 33.33% 75.28% 0.9207
MDGLCM [40] 0.00% 81.11% 59.44% 0.9005

DLBP [41] 0.00% 99.47% 50.27% 0.7022
LBP [34] 11.67% 66.67% 60.83% 0.6296

MobileNet [42] 0.00% 100.00% 50.00% 0.5463
ResNet-50 [43] 0.00% 100.00% 50.00% 0.7704

DenseNet-121 [44] 0.00% 66.67% 66.67% 0.7543

Proposed
DFT-based 0.58% 2.74% 98.34% 0.9944

LBP∗-based 1.95% 7.78% 95.14% 0.9997
DFT + LBP∗ 0.00% 0.00% 100.00% 1.0000

D. The Cross-Size Experiments

Another practical consideration is that the printed barcode
sizes could be different under various application scenarios.
For example, a small barcode pattern can be rendered on
an electronic product with a limited package size, while a
large barcode can be affixed to a box of wine. Therefore, it is
necessary to study the generalization of a classifier which has
been trained on a given barcode pattern with a fixed size. In
our experiment, a SVM classifier is trained with all images in
database I (size 2.5× 2.5 cm2) and is tested with the samples
(sizes 1.5× 1.5 cm2 and 5× 5 cm2) in database III.

The results in Table VI demonstrate that the existing ap-
proaches [34], [39]–[44] do not perform well in such cross-
size experiment. Especially, there are significant performance
loss for the deep learning-based approaches [42]–[44] which
report NACCs and AUCs lower than 66.67% and 0.7704,
respectively. As shown in Fig. 9 (a)-(d), the genuine and coun-
terfeit multi-level barcode images of different printing sizes are
illustrated. Though the devices (printer, scanner, and camera)
and settings (printing, scanning and capturing resolutions) in
collecting these samples are the same, the visual appearance of
the areas (in Fig. 9 (b) and (d)) differ significantly in both the
genuine and counterfeit barcode images. Noted that this is not
a simple multiscale texture classification problem. For a local
window in the barcodes of different sizes, both the amount
of the halftone dots (micro-structure) and barcode modules
(macro-structure) may vary. Especially, as shown in the lower
row of Fig. 9 (b) and (d), the textural appearance in the
counterfeit samples is very different under different rendering
sizes. Therefore, it is not possible to observe the same texture
appearance by adjusting the window size. Besides, it is costly
and impractical to include barcodes of various sizes in the
training set. With such disparities between the training data
and the testing data, it is not straightforward that how the
exiting deep learning-based approaches can handle this cross
domain problem without tremendous adaptation effort.

Meanwhile, no performance degradation has been observed
for both sets of proposed features as well as the proposed two-
stage authentication scheme when comparing with the cross-
database results in Table V. It is interesting to note that the
false negative samples for the customized LBP-based features
are mainly due to higher difficulty in detecting the halftone
units accurately under a large printing size. With the printing
size of 2.5×2.5 cm2, there is exactly one halftone unit (3×3
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Genuine

Counterfeit

(a) (b) (c) (d) (e) (f)

Fig. 9. The illustrations of local patches in different barcode sizes and patterns. (a) The genuine and counterfeit barcode images in database I with printing
size 2.5×2.5 cm2. (b) The 9×9 modules enlarged areas in (a). (c) The genuine and counterfeit barcode images in database III with printing size 5×5 cm2.
(d) The 9 × 9 modules enlarged areas in (c). (e) The genuine and counterfeit barcode images in database IV with printing size 5 × 5 cm2. (f) The 9 × 9
modules enlarged areas in (e).

TABLE VII
CROSS-PATTERN AUTHENTICATION PERFORMANCE IN DATABASE I AND

IV. TRAINING SET: ALL IMAGES IN DATABASE I. TESTING SET: ALL
IMAGES IN DATABASE IV. THE BEST PERFORMANCE IS BOLDFACED.

Approach FAR FRR NACC AUC

Existing

HOG [39] 11.61% 55.56% 66.42% 0.7863
MDGLCM [40] 1.85% 76.98% 60.58% 0.6993

DLBP [41] 19.05% 53.18% 63.89% 0.7748
LBP [34] 0.00% 100.00% 50.00% 1.0000

MobileNet [42] 0.00% 26.19% 86.90% 0.9478
ResNet-50 [43] 0.00% 33.33% 83.33% 0.9172

DenseNet-121 [44] 0.00% 33.33% 83.33% 0.8760

Proposed
DFT-based 0.35% 4.76% 97.44% 1.0000

LBP∗-based 0.00% 16.67% 91.67% 0.9850
DFT + LBP∗ 0.00% 0.00% 100.00% 1.0000

halftone dots as shown in Fig. 4) in each barcode module.
Therefore, the halftone unit can be found by locating a barcode
module with the detection scheme proposed in [29], [31].
However, by preserving the halftone parameters, there are 6×6
halftone dots in each module with a barcode size 5×5 cm2. An
extra localization step is then needed to extract a halftone unit
with 3× 3 halftone dots in each module. The detection error
is then lead to the false negative samples for the customized
LBP-based features. In practice, a barcode can be of arbitrary
printing size. Under such circumstances, one would need to
detect the number of halftone dots within each module before
the authentication can be performed.

From the above results, the proposed authentication scheme
has only been evaluated with barcode as small as 1.5 ×
1.5 cm2. This is due to the limitation of the autofocus ca-
pability and the barcode detection algorithm. If the barcode
is too small, it is difficult for the mobile camera (normally
with a minimum focus distance larger than 5 cm) to focus
properly and to obtain a high resolution barcode at the same
time. To extend the operating range to a smaller barcode size,
the first step would be appending the proposed barcode with
a more robust finder pattern (e.g., the three squarish finder
patterns in the QR Code) to allow barcodes to be detected
in a low resolution image. However, there are several issues
that should be considered carefully. First, incorporating a QR
Code-like finder pattern covers some forensics-related area,
which might degrade our authentication performance under a
strict size constraint. The tradeoff between the performances of

barcode detection and authentication is remained to be studied.
Moreover, the QR Code-like finder pattern is not preferable
for an image-embedding barcode. As is reported by our prior
work [31], the QR Code-like finder pattern is obtrusive to the
embedding images and is not robust under different image
contents.

E. The Cross-Pattern Experiments

As proposed in [29], various image contents can be embed-
ded into a barcode to render the aesthetic barcodes in such
a way to provide visual hints of the encoded message. It is
also of practical interest to investigate whether the proposed
features and classifier can be applied on image embedding 2D
barcodes. The performance of an extreme case, which trains
and tests a classifier with database I (a generic multi-level
barcode pattern) and database IV (six image embedding 2D
barcode patterns, as shown in Fig. 7), respectively, is studied.

The results in Table VII confirm that the existing texture
descriptors [34], [39]–[41] and the deep learning-based ap-
proaches [42]–[44] are not able to capture the inherent textural
deformation of the halftone dots under the interference of the
embedding images. The large visual disparity between the
multi-level barcodes (Fig. 9 (a)-(b)) and the image embed-
ding barcodes (Fig. 9 (d)-(f)) suggests that the cross-pattern
experiment is a challenging evaluation. Similar to the results in
Table VI, a large portion of the genuine barcode images have
been mistaken as counterfeit images. Note that AUC=1.0000
with 100.00% FRR has been observed for the traditional
LBP descriptor. AUC=1.0000 suggests that the genuine and
counterfeit samples are perfectly separable with the LBP
feature distribution since “the ROC curve shows the ability
of the classifier to rank the positive instances relative to the
negative instances” [36]. However, FRR=100.00% indicates
that all genuine samples are wrongly rejected by the threshold
predetermined in training with Database I. Therefore, poor
generalization performance has been observed for the pre-
trained classification model with the traditional LBP descrip-
tor, though AUC=1.0000 is recorded.

Meanwhile, no performance degradation is observed for the
DFT-based features and the NACC of the customized LBP-
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(a) (b) (c) (d)
Fig. 10. Synthesis barcodes (in (a) and (c)) generated by the B1 strategy in
[25] and the corresponding enlarged regions (in (b) and (d)).

based features decreased to 91.67% with FRR = 16.67%. The
analysis shows that all error samples of the spatial features are
from the same embedded image, i.e., the WWF logo (shown in
Fig. 7 (f)). The result is understandable since the customized
LBP features proposed in Section IV-B are more favorable
under the selected intensity range, i.e., [128, 192], while the
WWF logo is a bi-level image with dark and bright intensities.
Though the performance of our customized LBP-based feature
is degraded under the cross-pattern experiment, both sets of
features are able to compensate each other in the proposed
two-stage authentication scheme, which achieves 100.00%
NACC and 1.0000 AUC in this cross-pattern experiment.

F. Discussions on Advanced Attack Scenarios

To further evaluate the security of the proposed scheme
under some advanced attacks, we exploit different synthesis
strategies in combining several genuine barcode patterns and
a deep learning-based technique to produce a high quality
counterfeit copy. It should be noted that the halftone pattern
estimation attack is not considered in this work. This is
because a successful attack via pattern estimation alone is
not enough for a proprietary 2D barcode pattern since the
attacker needs to reconstruct a complete barcode pattern in
order to launch a successful attack. In other words, in addition
to halftone pattern estimation, graylevel estimation of each
module and image content recovery for the image-embedding
2D barcodes (in Database IV) should be carried out in the
reconstruction process. If the attacker fails to reconstruct the
barcode pattern, the barcode decoding result, which contains
product and authentication related information, will be incor-
rect and the authentication system (or even visual inspection
under the case of an image embedding barcode) can thus detect
the abnormity.

1) The Synthesis Attack: In this experiment, 48 high quality
genuine barcode (of size 2.5 × 2.5 cm2) images are first
collected and then merged (in a 6:1 ratio) into 8 synthesis
copies with 6 different synthesis strategies. It is expected that
the noise in each barcode image can be mitigated via the
synthesis operation. The synthesis copies are then printed with
the same printer and configuration as the genuine barcode
to render the counterfeit barcodes. Finally, the counterfeit
barcode images are collected with 3 mobile imaging devices.
Five counterfeit samples are collected under each condition. In
total, we have collected 720 high quality counterfeit barcode
images (8 synthesis copies × 6 strategies × 3 imaging devices
× 5 repetitions).

The synthesis strategies include a naive averaging of mul-
tiple barcodes and five state-of-the-art 2D barcode synthesis
techniques, i.e., the B1, B2, B3, B4/5, and B6 binarization

(a) (b) (c)

Fig. 11. Upper row: Some high quality attack samples generated by
binarization strategies B1, B2 and B6 [25], respectively. Lower row: the DFT
maps of corresponding samples. These samples lead to false alarms in the
LBP*-based features.

strategies from [25]. It should be noted that, during the
implementation of the binarization strategies in [25], we found
that strategy B4 is equivalent to B5 for a generic multi-level
2D barcode, and strategies B7 and B8 are only applicable to
the texture patterns in the barcode pattern considered in [25].
As shown in Fig. 10, the distortion in the synthesized barcode
image is mainly caused by misalignment of multiple samples.
As depicted in Fig. 10 (b) and (d), the synthesis barcodes
show “shadows” of halftones from multiple barcodes. Such
distortion resembles the motion blur distortion in an acquired
image, which suggests that there are misalignments between
different barcode images. It should be noted that, though
the barcode localization has achieved pixel-level accuracy,
some portions of the barcode images are not aligned due to
the non-rigid and non-planar surface of the paper. Therefore,
employing multiple barcode samples in the synthesis introduce
another source of distortion (i.e., misalignment), though it
could lower the image noise from the print-and-scan process.

The proposed DFT-based and LBP*-based features are eval-
uated with these high quality counterfeit samples. As shown in
Table VIII, the DFT-based features perform much better than
the LBP-based ones across different synthesis attacks. This is
mainly due to some high quality samples (shown in the first
row of Fig. 11) synthesized by the binarization strategies in
[25]. As shown in the first row of Fig. 11, the distortions
in the shape of halftone dots are mostly mitigated by the
synthesis operations, which leads to difficulties for the LBP*-
based features. However, our DFT-based features are able to
capture small forgery traces left by such synthesis operations.
As can be seen in the second row of Fig. 11, some abnormal
peaks have been detected in the DFT maps. With the two sets
of complimentary features, the proposed two-stage approach
can therefore detect all synthesis samples. It demonstrates the
practicality of our approach even under some dedicated attack.

As shown in Table IX, the effectiveness of the synthesis
strategy is studied by varying the number of barcode samples
from 2 to 32, and FARs of the proposed two-stage approach
remain unchanged at 0%. The results that increasing the
number of samples does not improve the quality of the recon-
structed patterns are similar to those in [25] where Tkachenko
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(a) (b) (c) (d) (e) (f)

Fig. 12. (a) the original barcode image, (b) the barcode image acquired with print-and-scan, (c-d) the image recovered by the BN network in [26] without
fine-tune and its enlarged version, (e-f) the image recovered by the BN network in [26] without fine-tune and its enlarged version.

TABLE VIII
FARS OF THE PROPOSED FEATURES UNDER THE SYNTHESIS ATTACKS.

THE BEST PERFORMANCE IS BOLDFACED.

Approach Avg. B1 B2 B3 B4/5 B6

DFT-based 0.00% 1.67% 0.00% 2.50% 0.00% 1.67%
LBP*-based 0.00% 20.00% 20.00% 11.67% 33.33% 30.00%

DFT + LBP* 0.00% 0.00% 0.00% 0.00% 0.00% 0.00%

and Destruel remarked that “noise consideration may not be
sufficient”.

2) The Reconstruction Attack: A recent work [46] demon-
strates how a CNN with simple network structure is able to
reconstruct the printed binary codes under various quality of
printing. In this part, the effectiveness of such reconstruction
attack on the proposed 2D barcode is studied. Given that the
performance of BN network is the best among all networks
reported in [26], the following discussion focuses on this
network. The BN network is trained carefully for 1000 epochs
with the settings outlined in [26]. The MSE loss at the final
epoch is 0.0046. Out of curiosity, we test the model directly on
the 2D barcode images (with halftone design) in our Database
I and the output without binarization operation is visualized.
As shown in Fig. 12 (c) and (d), the output image is a tiled-
like pattern. The result is understandable since all the training
images are generated by the datamatrix generator (with a tile-
like binary pattern) while the testing images are with halftone
design. The mismatch between the training and testing data
leads to a poor restoration performance.

Moreover, we have fine-tuned the pre-trained BN network
with a portion of the 2D barcode images in our Database I.
Specifically, 125 images have been randomly selected (and
normalized to the same resolution as the dataset provided by
[26]) in fine-tuning the BN network which has been pre-trained
in the previous step. The pre-trained network has been fine-
tuned for 1000 epochs with a learning rate of 1e-5, and the
MSE loss at the final epoch is 0.01. The rest of images in
Database I serve as the testing set. The result in Fig. 12 (e)
and (f) show that the regular halftone pattern in the barcode
image cannot be restored. This is due to the fact that the image
pairs employed in fine-tuning the pre-trained BN network is
not perfectly aligned. It should be noted that the requirement
of the alignment accuracy in the proposed barcode (with fine
halftone patterns) is higher than that of the datamatrix code
(with binary modules) considered in [26]. Due to the limited
accuracy of the existing detection algorithm and the non-planar
surface of the printed barcode, the halftone dots in the original
and the acquired barcode images (illustrated in Fig. 12 (a) and

TABLE IX
FARS OF THE PROPOSED TWO-STAGE AUTHENTICATION APPROACH

UNDER SYNTHESIS BARCODES GENERATED BY THE B1 STRATEGY IN [25]
WITH DIFFERENT NUMBER OF BARCODE SAMPLES.

# barcode samples 2 4 8 16 32

DFT + LBP* 0% 0% 0% 0% 0%

(b), respectively) have not been perfectly aligned. Therefore,
the dataset in the fine-tuning process is noisy and it leads to
a poor restoration performance.

3) Security Discussion: Worth mentioning that, due to
the difficulties in establishing an accurate statistical model
for our authentication problem, the proposed copy-proof 2D
barcode has been evaluated empirically against some state-
of-the-art attack strategies. In Section V-F1 and V-F2, the
synthesis and restoration attack strategies [25], [26] have been
considered, and the proposed scheme is secure against these
attacks. Limitation of the current security analysis is clear
since more sophisticated attacks might be designed in the
future. “Absolute security” cannot be guaranteed based on
the results of particular attacks, as other attacks might be
designed in the future defeating the current scheme. In fact, an
arms race between hackers and the defenders has been there
for many years. Based on both the experimental performance
and security evaluation, it is reasonable to conclude that the
proposed approach is currently a practical solution for copy-
proof 2D barcode.

VI. CONCLUSIONS

In this work, a copy-proof 2D barcode and an associated
authentication scheme for mobile imaging devices are devised.
The authentication scheme is developed by exploiting the
characteristics of barcoding channel models. The proposed
authentication features include the DFT-based features in
frequency domain and the customized LBP-based features in
spatial domain. To achieve high efficiency, the two sets of
features are cascaded in a two-stage manner. The proposed
scheme is simple yet efficient. Experimental evaluations have
been conducted under various challenging conditions with
considerations on the generalities towards different devices,
barcode sizes and barcode designs. The practicality of the
proposed authentication scheme has been evaluated under
some state-of-the-art attack scenarios where different syn-
thesis strategies and a CNN-based restoration technique are
employed in producing a high quality counterfeit copy. This
work presents a competitive solution among the 2D barcode
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authentication schemes that have been verified under mobile
imaging conditions.

It is worth discussing that the proposed barcode authentica-
tion system is essentially based on two sets of handcrafted
features and a machine learning classifier. The security of
such system can neither be measured straightforwardly nor
theoretically, which is different from the traditional security
systems, e.g., cryptographic algorithms with provable security
level. In Section V-F1 and V-F2, the proposed 2D barcode
has been demonstrated with some state-of-the-art synthesis
and restoration attack strategies [25], [26]. Limitation of the
current security evaluation is clear since more sophisticated
attacks might be designed in the future. However, the data-
driven model built by machine learning classifier is also
considered as a feasible solution by the community [13],
[20]. Such 2D barcode can be integrated with other anti-
counterfeiting measures to improve the security of a practical
system [5]. Moreover, such machine learning-based infrastruc-
ture has been employed in many security related problems,
e.g., biometric authentication [47] and multimedia security
[48], [49]. Last but not least, the machine learning researchers
have also make tremendous effort in designing a more secure
machine learning framework [50], [51].

There are several promising future research directions based
on the proposed channel models and authentication features.
First, the channel models presented in Section II and [24]
should be further investigated and a theoretical model-based
authentications scheme is of primary interest to both industry
and academia. Second, more advanced attacks besides [25],
[26] should be studied with considerations on our halftoning
barcode structure. Moreover, extending the proposed 2D bar-
code authentication technique to a smaller printing size is of
practical interest. Last but not least, it is natural to extend the
proposed authentication scheme to the anti-copying problems
for general documents without a barcode.
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