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Abstract
Currently, Internet applications running on mobile devices generate a massive
amount of data that can be transmitted to a Cloud for processing. However,
one fundamental limitation of a Cloud is the connectivity with end devices.
Fog Computing overcomes this limitation and supports the requirements of
time-sensitive applications by distributing computation, communication, and
storage services along the Cloud to Things (C2T) continuum, empowering
potential new applications, such as smart cities, augmented reality (AR),
and virtual reality (VR). However, the adoption of Fog-based computational
resources and their integration with the Cloud introduces new challenges in
resource management, which requires the implementation of new strategies
to guarantee compliance with the quality of service (QoS) requirements of
applications.
In this context, one major question is how to map the QoS requirements
of applications on Fog and Cloud resources. One possible approach is to discriminate the applications arriving at the Fog into Classes of Service (CoS).
This paper thus introduces a set of CoS for Fog applications which includes,
the QoS requirements that best characterize these Fog applications. Moreover, this paper proposes the implementation of a typical machine learning
classification methodology to discriminate Fog Computing applications as
a function of their QoS requirements. Furthermore, the application of this
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methodology is illustrated in the assessment of classifiers in terms of efficiency, accuracy, and robustness to noise. The adoption of a methodology
for machine learning-based classification constitutes a first step towards the
definition of QoS provisioning mechanisms in Fog computing. Moreover, classifying Fog computing applications can facilitate the decision-making process
for Fog scheduler.
Keywords: Fog Computing, Edge Computing, Cloud Computing, Internet
of Things, Scheduling, Classes of Service, Quality of Service, Machine
Learning, Feature Selection, Attribute noise, Classification Algorithms.
1. Introduction
Cloud Computing enables ubiquitous access to shared pools of configurable resources and services over the Internet that can be rapidly provisioned with minimal management effort [1]. However, with the increasing
relevance of the Internet of Things (IoT), mobile and multimedia applications, the transfer delays between the Cloud and an end device have been
deemed too long and not suitable for latency-sensitive applications, making
the main limitation in the use of the Cloud [2, 3] for latency-sensitive and
mobile applications [4, 5, 6].
The plethora of applications running on the Internet has heterogeneous
processing and communications demands, as well as Quality of Service (QoS)
requirements. While multimedia demand processing power and storage space
[7], others such as mission-critical require strict response time. Mobile users
need to have continuous access to applications when on the move. Moreover,
IoT devices and sensors generate large amounts of data. Not all data need
to be sent to the Cloud while some data have to be processed immediately.
Fog computing aims at coping with these demands by hosting Cloud
services on connected heterogeneous devices, typically, but not exclusively
located at the edge of the network [8, 9]. The Fog provides a geographically distributed architecture for computation, communication, and storage,
which targets real-time applications and mobile services. End-users benefit
from pre-processing of workloads, geo-distribution of resources, low latency
responses, device heterogeneity [8], and location/content awareness [10]. The
Fog can support the diversity of applications requirements in the Cloud to
Things (C2T) continuum, which is comprised of end devices, one or more
levels of Fog nodes, and the Cloud. Fog nodes located at the edge of the net2

work are usually limited in resources [11]. Still, their use involves only brief
delays in communication while the Cloud has a large (“unlimited”) number of
resources, but involves long delays in communication. On the lowest level of
this continuum, the initial processing can be carried out, and results passed
on to a higher layer in a Fog hierarchy, or to the Cloud itself for further
processing [7, 12].
Applications are usually composed of (dependent) tasks. The scheduling
of tasks using C2T resources is much more challenging than that of tasks on
grids (confined systems) [13, 14, 15, 16] and on Clouds (more homogeneous
systems) [17, 18, 19, 20, 21, 22] due to the considerable heterogeneity of
both demands of applications and the capacity of the devices. Consequently,
there is a need for schedulers to analyze various parameters before making
decisions as to where tasks and virtualized resources should be run, including
consideration of the availability of resources and their cost [7].
It is thus crucial for the efficient provisioning of services that the demands
of applications arriving at the edge of the network be well understood and
classified so that resources can be assigned for their processing. The mapping
of applications onto Class of Services (CoS) should facilitate the matching
between task requirements and resources, since labeling these tasks removes
the burden of the analysis of the application requirements by the scheduler.
Without a precise classification, the scheduling of application tasks and the
allocation of resources can be less than optimal due to the complexity in dealing with the diversity of QoS and resource requirements. Mapping applications onto Class of Service is typical in communications network technologies
that support QoS, such as LTE, 5G [23], and ATM [24] networks, and it is a
key element for network providers to be able to offer different grades of service. Moreover, it is essential for the use of efficient classification algorithms
to deal with the specific characteristics of C2T.
Techniques for the classification of network traffic have been extensively
studied for the past few decades, especially for the provisioning of secure
network services [25, 26]. However, very little attention has been paid to the
classification of the demands and requirements of applications and services
over the Internet [27]. Moreover, device mobility and the IoT have introduced new applications to the Internet, and these applications have not been
considered in any of the classification schemes. This paper contributes with
the definition of a set of Classes of Service for Fog computing, that takes
into consideration the QoS requirements of the most relevant Fog applications, thus allowing the differentiation of the demands of a broad spectrum
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of applications.
The original contribution of this paper is a methodology for the classification of applications as to Class of Service, which considers their QoS
requirements. This methodology can be used to design effective classifiers
with an output that can facilitate the job of schedulers of applications tasks.
In the scenario assumed in this paper, users subscribe directly or indirectly
to fog infrastructure services. The first packet of a flow contains the QoS
requirements of the application generating the packet flow. The proposed
classifier will then map this application into a CoS using the information
provided in the first packet. The CoS can then be used by a fog task scheduler to schedule application tasks and allocate resource to these tasks. It is
our best knowledge that no previous paper has addressed the classification
of fog applications. A case study dealing with the classification of a dataset
containing Fog application features illustrates the use of this methodology.
This methodology constitutes a first step towards the definition of a QoS
provisioning framework to facilitate the definition of new business models in
Fog Computing.
The rest of this paper is structured as follows. Section 2 overviews related work. Section 3 proposes a set of classes of service for Fog Computing,
and provides a mapping between the recommended classes of service and the
layers of the reference architecture presented by the OpenFog Consortium.
Section 4 introduces the use of a typical machine learning-based methodology
for Fog computing. Section 5 illustrates the implementation of the methodology described in Section 4 with a case study, which includes two scenarios,
differing by the place where noise is introduced (either in the training set
or in the testing set). Finally, Section 6 concludes the paper and points out
directions for future research.
2. Related work
Different studies have analyzed application requirements to develop service models for both Cloud and Fog Computing. In Cloud computing, these
studies have focused on Service Level Agreements (SLA) [28, 29, 30, 31] and
Quality of Experience (QoE) management [32], while in Fog Computing,
investigations have emphasized processing and analytics for specific applications [33], scheduling of applications to resources [34], resource estimation
[35] and allocation [36, 37] for the processing of applications, and service
placement [38, 39]. Next, these studies are briefly described.
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Alhamad et al. [28] presented nonfunctional requirements of Cloud consumers, and defined the most important criteria for the definition and negotiation of SLAs between consumers and Cloud service providers.
Wu et al. [29] developed a Software as a Service (SaaS) broker for SLA
negotiation. The aim was to achieve the required service efficiently when
negotiating with multiple providers. The proposal involved the design of
counter offer strategies and decision-making heuristics which considered time,
market constraints and trade-off between QoS parameters. Results demonstrated that the proposed approach increases by 50% the profit and by 60%
the customer satisfaction level.
Emeakaroha et al. [30] presented an approach for mapping SLA requirements to resource availability, called LoM2Hi, which is capable of detecting
future SLA violations based on predefined thresholds to avert these violattions.
Emeakaroha et al. [31] proposed an architecture for application monitoring architecture, named Cloud Application SLA Violation Detection architecture (CASVid). CASViD monitors and detects SLA violations at the
application layer, and includes tools for resource allocation, scheduling, and
deployment. Results showed that the proposed architecture is efficient in
monitoring and detecting situations of a single SLA violation.
Hobfeld et al. [32] discussed the challenges for QoE provisioning for Cloud
applications with emphasis on multimedia applications. The authors also
presented a QoE-based classification scheme of Cloud applications aligned to
the end-user experience and usage domain.
Yang [33] investigated common components of IoT systems such as stream
analytics, event monitoring, networked control, and real-time mobile crowdsourcing, for defining an architecture for Fog data streaming.
Cardellini et al. [34] modified the Storm data stream processing system
(DSP) to operate in a geographically distributed and highly variable environment. To demonstrate the effectiveness of the extended Storm system,
the authors implemented a distributed QoS aware scheduling algorithm for
placing DSP applications near to the data sources and the final consumers.
The main limitation of this study is the instability of the scheduling algorithm that affects negatively the application availability. Results showed that
the distributed QoS-aware scheduler outperforms the default centralized one,
improving the application performance.
Aazam et al. [35] developed a method, called MEdia FOg Resource Estimation (MeFoRE), to provide resource estimation on the basis of service
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give-up ratio, the record of resource usage and the required quality of service.
The aim was to avoid resource underutilization and enhance QoS provisioning. MeFoRE methodology uses real IoT traces and traces of Amazon EC2
service.
Wang et al. [36] presented an edge architecture, called mobile microCloud, to provide situational awareness to processing elements. The authors
introduced an approach for consistent representation of application requirements for deployment in the mobile micro-Cloud environment.
He et al. [37] introduced QoE model which included user oriented metrics
such as the Mean Opinion Score (MOS) and content popularity as well as the
cost of cache allocation and transmission rate. The computed QoE value was
used in a resource allocation problem formulated as a maximization problem
solved by a shortest path tree algorithm. Results showed the benefit of using
dynamic allocation to achieve high QoE values.
Mahmud et al. [38] proposed a QoE-aware application placement policy
that prioritizes placement requests according to user expectation and the
Fog available capacity. Two fuzzy logic models were employed to map applications to resources. Requests for application placement consider metrics
such as service access rate, required resources and expected processing time.
A linear optimization problem ensures that prioritized requests for application placement are mapped to Fog resources so that user QoE is maximized.
Results indicated that the policy significantly reduces the processing time,
resource availability, and the quality of service.
Skarlat et al. [39] evaluated the placement of IoT services on Fog resources, taking into account QoS requirements. The authors proposed an
approach for the optimal sharing of resources among IoT services by employing a formal model for Fog systems. The authors introduced the Fog
Service Placement Problem (FSPP) for placing IoT services on virtualized
Fog resources while taking into account constraints such as execution time
deadlines. Results showed that the proposed optimization model prevents
QoS violations and decreases the execution cost when compared to a purely
Cloud-based solution.
The classification methodology introduced in this paper differs from the
aforementioned proposals by the definition of a set of Class of Service for Fog
Computing and the use of machine learning algorithms to map applications
onto these classes. To our knowledge, this is the first study that introduces a
machine learning classification methodology to discriminate Fog Computing
applications on the basis of QoS requirements. It is crucial for the efficient
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provisioning of services that the demands of applications arriving at the edge
of the network be classified so that resources can be assigned for their processing. The related work in Fog Computing reported above concentrates on
resource allocation and scheduling of applications. Most of the decisions on
resource allocation and scheduling in those papers is limited to information
on resource consumption by the applications. They do not consider several
QoS requirements as done in the present manuscript. Moreover, no previous
paper has addressed the classification of applications on the Cloud to Things
(C2T) continuum. Most of the work dealing with SLAs and QoS/QoE considers only the Cloud. The Fog layers in C2T will increase the capacity
of the system to support new applications, especially those with real-time
constraints, which are not possible to be handled by the Cloud.
3. Classes of Service for Fog Applications
Fog Computing enables new applications, especially those with strict latency constraints and those involving mobility. These new applications will
have heterogeneous QoS requirements and will demand Fog management
mechanisms to cope efficiently with that heterogeneity. Thus, resource management in Fog computing is quite challenging, calling for integrated mechanisms capable of dynamically adapting the allocation of resources. A very
first step in resource management is to separate incoming flow of requests
into Classes of Service (CoS) according to their QoS requirements.
Bandwidth. Some applications request a minimally guaranteed throughput, i.e., a Guaranteed Bit Rate (GBR). Multimedia applications are bandwidth sensitive, although some of them use adaptive coding techniques to
encode digitized voice or video at a rate that matches the currently available
bandwidth.
Delay sensitivity. Some applications involve a specific latency threshold,
below which latency must be assured, especially for real-time applications.
Loss sensitivity indicates the proportion of packets which does not reach
their destination.
Reliability is concerned with the ability of the Fog components to carry
out the desired operation in the presence of many types of failure. Some
applications need to have failed Fog components quickly reestablished so
that tasks can be performed within some latency bounds.
Availability provides a measure of how often the resources of the Fog are
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accessible to end-users. High availability is needed by applications and services that must be running all the time, such as mission-critical applications.
Security refers to the design and implementation of authentication and
authorization techniques to protect personal and critical information generated by end users.
Data location indicates where the application data should be stored. Data
can be stored locally, at the end device itself; near, or at a Fog node, or in
a remote repository, in the Cloud. Requirements of data location for an
application depend on factors such as response time constraints, the computational capacity of each Fog layer, and available capacity on network links.
Mobility is an intrinsic characteristic of many edge devices. Continuity
of the offered services should be ensured, even for highly mobile end-users.
Continuous connectivity is essential for the processing needed.
Scalability is related to the capability of an application to operate efficiently, even in the presence of an increasing number of requests from end
users. The number of users in a Fog can fluctuate due to the mobility of the
users, as well as the activation of applications or sensors. Streams of data in
big data processing may need to be processed within a specific time frame.
The demand on Fog nodes can fluctuate and resource elasticity needs to be
provided to cope with these demands.
The mapping of applications into a set of classes of service is the first
step in the creation of a resource management system capable of coping
with the heterogeneity of Fog applications. This paper proposes various
classes of service for Fog computing: Mission-critical, Real-time, Interactive,
Conversational, Streaming, CPU-bound, and Best-effort. These classes will
be defined and the typical applications using these classes identified.
The first CoS to be discussed is the Mission-critical (MC) class. It comprises applications with a low event to action time-bound, regulatory compliance, military-grade security, privacy, and applications in which a component
failure would cause a significant increase in the safety risk for people and the
environment. Applications include healthcare and hospital systems, medical
localization, healthcare robotics, criminal justice, drone operations, industrial control, financial transactions, ATM banking systems, and military and
emergency operations.
The Real-time (RT) class, on the other hand, groups applications requiring tight timing constraints in conjunction with effective data delivery. In
this case, the speed of response in real-time applications is critical, since data
are processed at the same time they are generated. In addition to being delay
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sensitive, real-time applications often require a minimum transmission rate
and can tolerate a certain amount of data loss. This real-time class includes
applications such as online gaming, virtual reality, and augmented reality.
The third class is denominated Interactive (IN). In this case, responsiveness is critical, the time between when the user requests and actions manifested at the client being less than a few seconds. Moreover, users of interactive applications can be end devices or individuals. Examples of applications
belonging to this class are interactive television, web browsing, database retrieval, server access, automatic database inquiries by tele-machines, pooling
for measurement collection, and some IoT deployments.
The fourth class is the Conversational (CO) class. These applications
include some of the video and Voice-over-IP (VoIP). They are characterized
by being delay-sensitive but loss-tolerant with delays less than 150 milliseconds being perceived by humans, delays between 150 and 400 milliseconds
can be acceptable, and those exceeding 400 milliseconds resulting in completely unintelligible voice conversations. On the other hand, conversational
multimedia applications are loss-tolerant with occasional losses causing only
occasional glitches in audio or video playback, and these losses can often be
partially or fully concealed [40].
The fifth class of service is Streaming (ST), which releases the user to
download entire files, although in potentially long delays are incurred, before
playout begins. Streaming applications are accessed by users on demand
and must guarantee interactivity and continuous playout to the user. For
this reason, the most critical performance measure for streaming video is
average throughput [40]. Additionally, streaming can refer to stored or live
content. In both cases, the network must provide each flow with an average
throughput that is larger than the content consumption rate. In live transmissions, the delay can also be an issue, although the timing constraints are
much less stringent than those of conversational voice. Thus, delays of up to
ten seconds or so from when the user chooses to view a live transmission to
when playout begins can be tolerated. Examples of streaming applications
are high-definition movies, video (one-way), streaming music, and live radio
and television transmissions.
The sixth class is CPU-Bound (CB) class which is used by applications
involving complex processing models, such as those in decision making, which
may demand hours, days, or even months of processing. Face recognition,
animation rendering, speech processing, and distributed camera networks,
are examples of CPU-Bound applications.
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The final class is that of Best-Effort (BE). It is dedicated to traditional
best-effort applications over the Internet. For Best-effort applications, long
delays are annoying but not particularly harmful; the completeness and integrity of the transferred data, however, are of paramount importance. Some
examples of the Best-Effort class are e-mail downloads, chats, SMS delivery,
FTP, P2P file sharing, and M2M communication.
Table 1 presents the relationship between the applications supported by
Fog computing and the requirements of the classes of service explained above.
The first column shows the recommended priority level of each class for
potential adoption in scheduling systems.
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Table 1: Class of Service and their requirements
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Applications

Healthcare, criminal justice, financial,
biological traits, residence and
geographic, military, emergency.
Online gaming, IoT deployments,
industrial control, virtual and augmented
reality, interactive television, telemetry.
Interactive television, object hyperlinking,
web browsing, database retrieval, server
access, automatic database enquiries by
tele-machines, pooling for measurements
collection, and some IoT deployments.
Voice messaging, VoIP, videoconference.
Internet radio, video (one-way), high
quality streaming audio.
Face recognition, animation rendering,
speech processing, distributed camera
networks.
Network signaling, all non-critical traffic
such as TCP-based data: www, e-mail,
chat, FTP, P2P file sharing, progressive
video and other miscellaneous traffic.

Table 2 shows the range of QoS requirement values for each class of service: Bandwidth [40, 32], Reliability [41], Security [42], Data storage [28, 32],
Data location [28, 32, 41], Mobility [41], Scalability [28, 32, 41], Delay sensitivity [7, 32], Loss sensitivity [43]. These ranges are used to generate the
synthetic dataset of Fog applications and are employed for training and testing samples to evaluate the classifiers in this paper (Section 5).
Table 2: Intervals of the QoS requirements for Fog computing.
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The reference architecture proposed by the OpenFog consortium in [2]
provides a structural model for Fog-based computation on several tiers of
nodes. The tiers differ in relation to the amount and type of work which can
be processed on them, the number of sensors, the capacity of the nodes, the
latency between nodes, reliability, and availability of nodes. Nodes at the
edge are involved in sensor data acquisition/collection, data normalization,
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and command/control of sensors and actuators, while nodes that are closer
to the Cloud aggregate and transform data into knowledge. As one moves
further away from the edge, the overall intelligence and capacity of the system
increase.
Fig. 1 presents a distributed multi-layer architecture, based on the OpenFog reference architecture, which is composed of four layers: the Cloud, at
the top, a layer of end devices at the bottom and two intermediate Fog layers.
Fig. 1 also provides a mapping between the proposed classes of service and
a multi-layer Fog-Cloud architecture. The bottom layer, composed of IoT
and end-devices, sends application requests to the classifier, located on the
first Fog layer. An application request is composed of the workflow of tasks
and their demands, as well as the QoS requirements for the application. The
classifier identifies the CoS of the application and forwards it to the scheduler, which decides where the application should be processed, whether on
the first Fog layer, on the second Fog layer, or in the Cloud.
Not all layers are involved in the processing of all tasks. Since Realtime, Interactive, Conversational, and Streaming applications, such as online
sensing, object hyperlinking, video conferencing, and stored streaming are
delay-sensitive, these applications must be processed as close as possible to
the end user, preferably at nodes located on the first and second Fog layer.
CPU-bound applications require many processing resources, and for this reason, can involve all the layers of the reference architecture for the processing
of tasks. Best-effort applications, such as e-mails, can be processed in the
Cloud since there are no delay constraints for this class.
The possibility of having a hierarchical layered system is one of the significant differences between Fog computing and edge computing. Edge computing is mainly concerned in bringing the computation facilities closer to
the user; however, in a flat non-hierarchical architecture [44]. A layered architecture can introduce additional communication overhead for processing
tasks at different layers. However, it has been shown that if the scheduling
of tasks and resource reservations are properly carried out, processing in a
hierarchical architecture can reduce communication latency and task waiting
time for processing when compared to a flat architecture [45].
In the scenario assumed in this paper, users subscribe directly or indirectly to Fog infrastructure services. The first packet of a flow contains the
QoS requirements of the application generating the packet flow. The proposed classifier will then map this application into a CoS using the information provided in the first packet. Alternatively, the first packet could already
13

carry the CoS of the application. However, such an option would make rigid
the CoS adopted by the Fog provider, preventing the redefinition of this CoS
for the handling of new applications with unique QoS requirements.

Figure 1: Fog computing architecture and Class of Service.

4. Classification methodology based on machine learning
This section introduces a methodology for choosing and evaluating classifiers for Fog computing applications. It provides a step-by-step procedure
for grounded choices of classifiers. Indeed, this methodology can be easily
modified for the classification of applications in networked systems.
Classification techniques based on ML aim at mapping a set of new input
data to a set of discrete or continuous valued output. Fig. 2 summarizes
the key steps in the building of a classifier of Fog applications based on
ML algorithms. In this paper, the classification steps were executed offline.
Indeed, the best performing classifier evaluated in these steps can be executed
on-line in an operational Fog.
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Figure 2: Typical ML-based classification methodology adopted in the context of Fog
computing networks.

The first step is the creation of a labeled dataset containing QoS attributes
of Fog applications, which can be either real or synthetic. A real dataset
is one collected from a system in operation while a synthetic one involves
data collection generated by models. Real-world datasets usually contain
sensitive data [46] and are often unavailable for the maintenance of the user
information. Thus, the use of synthetic data sets is quite common, especially
in the studies of systems yet to be built.
Since the value of QoS attributes differs widely, these values should be
pre-processed to produce compatible ranges of values for classification. Preprocessing includes operations for data transformation, which standardize
and consolidate data into more appropriate forms for classification, while data
reduction includes the selection and extraction of both features and examples
in a database [47, 48]. Data normalization avoids the handling of an attribute
which has large values that dominate the results of the classification, thus
improving the predictive power of the model. Feature selection, on the other
hand, removes redundant and irrelevant data from the input of the classifier,
without compromising critical attribute information [48].
Noise is an unavoidable problem in collecting data from real-world systems. It can change the knowledge extracted from the data set and affects
the accuracy of the classification, building time, size, and interpretability of
the classifier [27, 49]. Common sources of noise are channel capacity fluctuation, fluctuation in the availability of computational resources, imprecision
inherited from measurement tools, and the inability to accurately estimate
15

the true demands of applications.
In such noisy scenarios, robustness is considered more important than
performance because robustness allows a priori knowledge of the behavior
expected from a learning method despite noise when it is unknown [47].
Robustness [50] is defined as the capability of an algorithm to be insensitive to
data corruption and, consequently, more resilient against the impact of noise.
A copy of the original dataset should be contaminated by the introduction
of noise at different levels to check the robustness of a classifier. In this
paper, uniform attribute noise levels of 10%, 30%, and 50% are employed.
The performance of the classifiers which learned from the original data set
is compared to that of those which learned from a noisy data set. The most
robust classifiers are those which learned from noisy data sets yet produced
results similar to those learned from a noise-free data set [47].
Classification techniques based on ML can then be applied. The performance of the classifier should be assessed by a performance evaluation
process, which encompasses both the measurement of performance and the
result of statistical tests. The adequacy of performance is usually assessed by
metrics such as accuracy, efficiency, and robustness. Statistical testing gathers evidence of the extent to which an evaluation metric on the resampled
data sets is representative of the general behavior of the classifier [51].
At this point, the classification model is ready to receive new input for
scoring. The new data, however, must also be subjected to a pre-processing
process.
5. Classification of Fog applications
This section illustrates step by step the methodology presented in the
previous section for the classification of Fog applications using the CoS presented previously. Moreover, an example of a Decision Tree that classifies
Fog computing applications from the values of their QoS requirements is
provided at the end of this section.
5.1. Labeled dataset
To train and test the classifiers employed in this paper, we built a dataset
1
composed of 14,000 mutually exclusive applications generated from data in
1

publicly available at http://bit.ly/34x6X1O

16

the intervals of values acceptable for each QoS requirement of the application. 90% of the data were reserved for training, while the remaining 10%
were used for testing. It was assumed that each incoming application had additional fields containing nine QoS requirements, from now on referred to as
“attributes”: Bandwidth, Reliability, Security, Data Storage, Data location,
Mobility, Scalability, Delay sensitivity, and Loss sensitivity.
Attribute values were assigned by employing a uniform probability distribution, within the intervals specified for each CoS in Table 2.An independent
random number generator randomly created the values of each attribute.
Transient data were removed according to the Moving Average of Independent Replications procedure [52]. Attribute values were made up of safe and
borderline examples. Safe examples were placed in relatively homogeneous
areas concerning the class label. Borderline examples, on the other hand,
are located in the area surrounding class boundaries, where different classes
overlap. Also, to estimate the robustness of the classifiers, the third group of
attribute values, called noisy examples, was generated. The term noisy sample will be used in this paper to refer to the samples generated to represent
the corruption of their attribute values.
Fig. 3 illustrates the safe samples, labeled as S, the borderline examples,
labeled as B, and thenoisy samples, labeled as N. The continuous line shows
the decision boundary between the two classes.

Figure 3: The three types of samples considered in this paper: safe (S), borderline (B),
and noisy (N).

17

5.2. Pre-processing
Z-score normalization was used to adjust attribute values defined on a
different scale. Mean and standard deviation were computed on the training
set, and then, the same mean and standard deviation were then used to
normalize the testing set.
We reduced the number of input attributes to be used by classification
algorithms. This process, known as dimensionality reduction, removes irrelevant, redundant, and noisy information from the data, often leading to enhanced performance in learning and classification tasks [53]. Two techniques
can be used for dimensionality reduction: one, by using future selection techniques such as Relief-F [54], CFS [55], MCFS [56], and the Student’s t-test,
which rank the given feature set so that the least significant features can be
removed from the problem. The second way involves feature extraction techniques, such as Principal Components Analysis (PCA), which creates new
features from the given feature set. The resulting number of the features is
less than that the initial set of features.
In this paper, the significance level of the impact of each input attribute
on the system is determined utilizing a PCA, guided further by a correlation
analysis and the semantics of the Fog computing environment. The correlation analysis and complementarity with the PCA are explained below.
The correlation analysis is a statistical evaluation technique used to study
the strength of a dependence between pairs of attributes. Fig. 4 provides
a graphic representation of the correlation matrix among dataset attributes
for Fog applications.
The correlation matrix shows that there is a statistical association of more
than 50% between the following variables: “Data storage” and “Data location” (0.623), “Data storage” and “Delay sensitivity” (0.596), “Loss sensitivity” and “Mobility” (0.563), “Bandwidth” and “Scalability” (-0,605) and,
“Data location” and “Delay sensitivity” (0.674). The symbol “-”in the correlation value between the attributes of “Bandwidth”and “Scalability”indicates
an inverse relationship between the two.
Principal components analysis (PCA) [57] is a common approach for dimensionality reduction that uses techniques from linear algebra to find new
attributes, denominated principal components, which are linear combinations
of the original attributes. They are orthogonal to each other, and capture
the maximum amount of variation in the data. Fig. 5 shows the scree plot
of the percent variability explained by each principal component.
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Figure 4: Attribute association estimates.

Figure 5: Scree plot of the percent variability explained by each principal component.

As illustrated by Fig. 5, the first seven principal components explain
94.314% of the total variance. The first component by itself explained less
than 35% of the variance, so more components might be needed. Also, Fig. 5
reveals that the first three principal components explain roughly two-thirds
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of the total variability in the standardized ratings.
In addition to the percent variability explained by each principal component, all nine attributes were represented in a bi-plot by a vector. The
direction and length of the vector indicate the contribution of each attribute
to the two principal components in the plot. For instance, Fig. 6 shows the
coefficients of each attribute concerning the first two principal components.

Figure 6: Orthonormal principal component coefficients for each variable and principal
component scored for each observation (principal components 1 and 2).

The other five principal components were also plotted in bi-plots. Table
3 shows the contribution of the attributes to each principal component.
Interpretation of the principal components is based on finding which variables are most strongly correlated with each component, that is, which of
these numbers is large, the farthest from zero in either direction. The decision as to what values should be considered large is a subjective one and
reflects knowledge of the system under evaluation. It was determined that
a correlation value was relevant to our study when it was above 0.48, since
this value is the largest within each principal component, and most of the
variables having this high value are highly correlated, as shown by the components of the correlation matrix. These large correlation values are in boldface
in Table 3.
The principal component results can be interpreted with respect to the
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Table 3: Attribute coefficients for each principal component.
Attribute
Bandwidth
Reliability
Security
Data Storage
Data location
Mobility
Scalability
Delay sensitivity
Loss sensitivity

1
-0.161
-0.312
-0.297
0.486
0.497
-0.169
-0.020
0.480
-0.213

2
-0.524
-0.001
-0.085
0.062
0.075
0.491
0.530
0.016
0.432

Principal Component
3
4
5
-0.449
-0.065
0.079
0.040
0.702
0.313
0.595
0.283
-0.342
-0.099
0.181
0.490
0.022
0.213
-0.351
-0.327
0.350
0.117
0.337
-0.366
0.309
0.016
0.295
-0.273
-0.460
-0.044
-0.481

6
0.118
0.295
-0.286
-0.375
-0.283
-0.207
0.318
0.673
0.011

7
0.114
-0.318
-0.021
-0.389
0.062
0.645
-0.014
0.134
-0.544

value deemed to be significant. The first principal component correlated
strongly with three of the original attributes. Thus, the first principal component increases with increasing Data storage, Data location, and Delay
sensitivity, suggesting that these three attributes vary together.
On the other hand, the coefficients belonging to the second principal
component show that the behavior of the feature bandwidth opposes that
of the behavior of the features Mobility and Scalability. This reflects the
fact that greater mobility is associated with changes in the network topology,
which, in turn, increases the fluctuations in communication links and reduces
the bandwidth availability. Moreover, since bandwidth is a finite resource, if
the number of users connected to the Fog increases the rate at which each
user transmits and receives data decreases.
Other features that reveal an inverse relationship are Data Storage and
Loss sensitivity, in the fifth principal component, and mobility and loss sensitivity in the seventh principal component.
Finally, the third, fourth, and sixth principal components increase with
only one of the values, that is, there is only one variable with a value 0.48
or higher. These variables are Security, Reliability, and Delay sensitivity,
respectively. Accordingly, the third, fourth, and sixth principal components
can be interpreted as measures of how necessary the use of isolated nodes
is to process the application, how quickly failed Fog components should be
reestablished, and how sensitive the Fog application is to the delay.
Based on the analysis described above and considering the semantics of
the case study about which variables deserve more attention into the Fog
computing environment, redundant attributes such as Data location, Data
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storage, and Mobility have been removed. Thus, six of the original nine
attributes were selected and maintained for the stage of classification. These
were Delay sensitivity, Scalability, Loss sensitivity, Security, Reliability, and
Bandwidth.
5.3. Classification
Seven classifiers are evaluated for potential adoption: Adaptive neurofuzzy inference system from data, using subtractive clustering (ANFIS), Decision Tree (DT) Artificial neural network with 2 hidden layers, trained with
the Levenberg-Marquardt backpropagation algorithm, (ANN(1)); Artificial
Neural Network with 1 hidden layer, trained with the algorithm Scaled conjugate gradient backpropagation (ANN(2)); Artificial Neural Network with
2 hidden layers, trained with the algorithm Scaled conjugate gradient backpropagation (ANN(3)); K-Nearest Neighbors (KNN), and Support Vector
Machine (SVM). These algorithms have different characteristics with respect
to noise sensitivity, the speed of learning, and the speed of prediction. For
instance, SVMs are known to be very accurate but also sensitive to noise [47].
ANNs predict rapidly, but the speed of learning is low, while KNN provides
rapid learning, but are considered difficult to interpret [58]. These classifiers
are typically employed in the context of complex recognition or prediction
applications, especially when there is a lack of labeled samples, a lack of time
for training and testing, or even a lack of appropriate hardware for timely
assessment of the quality of classification models. These same conditions are
present in typical Fog computing scenarios, as shown in Fig. 1, in which
heterogeneous devices with limited computing and storage capabilities must
interoperate in real time to ensure compliance with the QoS requirements
of time-sensitive applications. The investigation of data-driven approaches
(e.g., based on deep learning models) for constrained processing scenarios
[59, 60, 61] as in our target application is left for future work.
5.4. Performance evaluation
This section focuses on two main subtasks of the evaluation process: measurements of the performance and statistical significance of the performance
metrics. The hardware configuration used for both the dataset generation
and the experiments carried out was: Intel Core i7 processor, 12GB of RAM,
1 TB of storage and Windows 10 operating system. First, the performance
of each classifier is evaluated under ideal conditions, that is, without noise.
Each classifier is assessed by measuring its accuracy and efficiency. Then,
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the performance of each classifier is assessed in the presence of noise. In this
case, the robustness of each classifier in two different scenarios is assessed:
when noise is introduced into the training set, and when noise is introduced
in the testing set. In both cases, with and without noise, Wilcoxon’s signedrank test is employed to determine whether or not the difference in accuracy
between two classifiers is statistically significant. Inserting noise in the training data set is designed to evaluate the robustness of the classifier trained
by the specific data set. Inserting noise in the test data set aims at assessing
the robustness of a classifier in the face of data sets with no evident data
relationship, for which data relationships are not so evident.
A stratified 10 -Fold Cross-validation (10 -FCV) [62] protocol was adopted.
In this protocol, there are 10 partitions, each with the same proportion of
samples belonging to each class. Nine of them are used for training, and the
remaining fold is used for testing. This process is repeated 10 times, with
each of the 10 folds used exactly once as the testing data. Finally, the 10
results obtained from each one of the test partitions are combined to produce
a single average value representing accuracy. Table 4 summarizes the results
obtained from the accuracy estimation for each classifier assessed without
noise.
Table 4: Accuracy estimation results.
Classification
Technique
ANFIS
DT
ANN(1)
ANN(2)
ANN(3)
KNN
SVM

Testing
Average
Average
Accuracy (%)
Time (s)
99.271
0.048
99.986
0.029
100
0.032
100
0.035
100
0.031
100
0.073
100
0.044

Table 4 shows that the average accuracy results for the testing process
were close to 100%, except for the ANFIS was only 99.2% accurate. The
shortest prediction time was obtained with the DT algorithm, while the KNN
took the longest time. One possible explanation is that the DT algorithm
divides the input space, matching the way the attributes were defined and
assigned to each CoS by using intervals. The way the synthetic dataset was
created may have led to application instances with properties which were
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easy to model, thus boosting the performance of the evaluated classifiers.
A two-tailed Wilcoxon signed-rank test with a significance level of 0.05
was also applied to the observations obtained from the different classifiers
with no attribution of noise. The results revealed that the accuracy level of
the classification obtained from the DT, ANN(1), ANN(2), ANN(3), KNN,
and SVM were approximately the same. In contrast, observations obtained
from the ANFIS reveled statistically significant differences in relation to the
observations obtained from the other classifiers.
An attribute noise was introduced into the original dataset to check the
effect of noise on the classifiers. Corrupting the data impacts directly on the
significance of the attributes for the purpose of classification [47]. Moreover,
attribute noise includes erroneous attribute values, which is one of the most
common types of noise in real-world data [49].
Noise is introduced into each partition in a controlled manner, i.e., a
certain percentage of the values of each attribute in the dataset were altered.
To this end, the steps employed by the authors in [47] were followed. To
corrupt each attribute Ai , a certain percentage of the examples in the dataset
were chosen, and the Ai value of each was assigned a random uniform value
from the domain Di of the attribute Ai .
Noise was introduced into the training partitions to create a noisy data
set from the original, as follows:
(i) Noise as a percentage of the original value was introduced into a copy
of the full original dataset.
(ii) The two datasets, the original and the noisy copy, were partitioned
into 10 equal folds, i.e., each with the same number of examples of
each class.
(iii) The training partitions are built from the noisy copy, whereas the test
partitions were formed from examples from the noise-free dataset.
Noise was introduced into the testing partitions following the same steps
described above, except that in Step iii the testing partitions are built from
the noisy copy, while the training partitions were formed from examples from
the noise-free data set.
The methodology followed in this subsection presents two differences concerning the methodology described in [47]. First, the one proposed here includes the same number of examples of each class in the percentage of values
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of each attribute in the data set to be corrupted. Second, the introduction of
attribute noise was extended to a second simulation scenario in which accuracy and robustness were estimated for each one of the individual classifiers
using a clean training set and a testing set with attribute noise. Introducing
attribute noise into the training set while maintaining the testing set clean
enabled the assessment of the capacity of the classifier to deal with problems
in the training stage, such as overfitting. Overfitting occurs when the model
is too tightly adjusted to data offering high precision in known cases, but
behaving poorly with unseen data. Conversely, introducing attribute noise
into the testing set while maintaining the training set clean, enables us to
assess the robustness of the trained model.
After introducing noise, the accuracy of classifiers is determined by means
of 5 runs of a stratified 10-Fold Cross-Validation (FCV). Hence, a total of
50 runs per dataset, noise type, and level are averaged. Ten partitions make
the noise effects more notable, since each partition has a large number of
examples (1,400). The robustness of each algorithm is then estimated by
using the Relative Loss of Accuracy (RLA) given by Equation 1 is:
RLAx% =

Acc0% − Accx%
,
Acc0%

(1)

where RLAx% is the relative loss of accuracy at a noise level of x%. Acc0%
is the test accuracy in the original case, that is, with 0% of induced noise,
and Accx% is the test accuracy with a noise level x%.
Next, the robustness of the classifiers when the noise has been introduced
for the two mentioned scenarios will be evaluated.
5.4.1. Classification using a training set with attribute noise and a clean
testing set
Table 5 shows the average performance and robustness results for each
classification algorithm at each noise level, from 0% to 50%, on training
datasets with uniform attribute noise.
As can be observed in Table 5, the DT is the most robust classifier for all
noise levels. On the other hand, the ANN(1), ANN(2), and ANN(3) present
high robustness for noise levels (10-30%). Conversely, the RLA of classifiers
based on neural networks rises linearly to 9% when the noise level is 50%. The
least robust classifier is the ANFIS, for which the loss of accuracy increases
exponentially as the proportion of noise level rises, to the point that when
the noise level is 50%, its RLA is above 21% of that a clean dataset.
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Table 5: Test accuracy and RLA results of classifiers trained with noisy datasets.
Noise
Level (%)
0
10
30
50
0
10
30
50

ANFIS

DT

ANN(1)

ANN(2)

ANN(3)

KNN

SVM

99.271
94.429
84.900
78.564
0.04878
0.14477
0.20859

99.986
99.986
99.950
99.979
0.00000
0.00036
0.00007

100.000
99.911
99.676
90.807
0.00089
0.00324
0.09193

100.000
99.950
99.800
91.370
0.00050
0.00200
0.08630

100.000
99.921
99.691
91.419
0.00079
0.00309
0.08581

100.000
99.800
99.029
99.193
0.00200
0.00971
0.00807

100.000
99.997
99.836
99.600
0.00003
0.00164
0.00400

Fig. 7 shows the accuracy ratio and testing time when training takes
place with both clean datasets, and those disrupted by uniform attribute
noise levels of 10%, 30%, and 50%. A marker identifies each classification
algorithm, and a different color identifies each noise level. The light- bands
indicate the areas of the greatest accuracy or the slowest testing times, and
the light-purple intersection of these bands indicates the area where the best
results for both accuracy and testing time are found.
The DT algorithm takes only 25 milliseconds for classification with the
greatest accuracy for up to 1,400 applications simultaneously arriving at the
edge, when training has taken place using datasets with a uniform attribute
noise level of 50%.
Table 6 presents the results of a two-tailed Wilcoxon signed-rank test
(considering a significance level of 0.05) to verify statistical differences between the accuracy results of classifiers trained with noisy datasets. Each cell
shows the results of the statistical tests between a single classifier with the
others for the four levels of noise (nl). Left ‘←’and up ‘↑’arrows indicate the
most accurate, while an empty cell refers to “no statistical difference between
the pairs of classifiers”in that row and column.
Table 6 shows the effect of noise data sets in training. The performance
of ANFIS is the least accurate. ANN(1), ANN(2), and SVM produce a
similar performance while the DT outperform most of the results of the rest
of classifiers when it is trained using datasets with an attribute noise level
equal to or greater than 30%.
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Table 6: Statistical test for the accuracy of classifiers trained with noisy datasets. nl
denotes the percentage of noise level present in the training dataset.

ANFIS

DT

ANN(1)

ANN(2)

ANN(3)

KNN

SVM

nl
0
10
30
50
0
10
30
50
0
10
30
50
0
10
30
50
0
10
30
50
0
10
30
50
0
10
30
50
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←
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Figure 7: Accuracy rates concerning the testing time for classifiers trained with both clean
and noisy datasets.

5.4.2. Classification using a clean training set and a testing set with attribute
noise
Table 7 shows the results for average performance and robustness for each
classification algorithm at each noise level, from 0% to 50%, from the testing
of datasets with uniform attribute noise.
As evinced in Table 7, for all classifiers, accuracy decreases exponentially
with an increase in the noise level of the testing dataset. In this situation,
the most robust classifiers are ANN(2), DT, ANN(3), ANN(1), and KNN.
Fig. 8 illustrates the results of the classification algorithms when both
accuracy and testing time are considered with both clean and noise datasets
(levels of 10%, 30%, and 50%). A marker identifies each classification algorithm, and a different color identifies each noise level. The light-blue bands
indicate the areas of the greatest accuracy rates or the slowest testing times,
and the light-purple intersection of these bands indicates the area where the
best results were obtained when considering both accuracy and testing time.
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Table 7: Test accuracy and RLA results of classifiers tested with noisy datasets.
Noise
Level (%)
0
10
30
50
0
10
30
50

ANFIS

DT

ANN(1)

ANN(2)

ANN(3)

KNN

SVM

99.271
72.214
41.343
27.414
0.273
0.584
0.724

99.986
85.693
63.114
47.264
0.143
0.369
0.527

100.000
83.570
59.464
45.381
0.164
0.405
0.546

100.000
86.131
63.860
48.564
0.139
0.361
0.514

100.000
84.031
60.467
46.176
0.160
0.395
0.538

100.000
84.093
59.971
44.764
0.159
0.400
0.552

100.000
81.79
55.403
40.799
0.189
0.446
0.592

Figure 8: Accuracy rates concerning the testing time for classifiers tested with both clean
and noisy datasets.

The DT algorithm takes less than 30 milliseconds for classification for
with the greatest level of accuracy, up to 1,400 applications simultaneously
arriving at the edge, when the input is a noise dataset as long as the noise
level does not exceed 10%.
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Table 8 presents the results of a two-tailed Wilcoxon signed-rank tests
(considering a significance level of 0.05) to verify the statistical differences between the accuracy of the different classifiers when tested with noisy datasets.
Each cell shows the result of the statistical test between the pairs of classifiers
with different percentages of noise (nl). Left ‘←’and up ‘↑’arrows indicate
the greatest accuracy while an empty cell refers to “no statistical difference
between the pair of classifiers”in that row and column.
Table 8: Statistical test for the accuracy of classifiers tested with noisy datasets. nl denotes
the percentage of noise level present in the testing dataset.
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The effect of noisy data set in testing is shown in Table 8. The performance of ANFIS is the least accurate. Moreover, the DT produces the most
accurate classification results in classifications independent of the presence
of noise.
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5.5. Classification model
The final step of the proposed methodology is the selection of a classifier.
The results indicate that the DT was the most accurate and robust classifier.
The decision tree algorithm does not need to assess all the attributes
to classify an application since various services have exclusive features. For
example, mission-critical applications are the only ones for which reliability
takes on a “critical”value. Therefore, assessing certain features makes classification a more efficient process. This is an attractive characteristic which
makes Decision Tree an ideal algorithm for the classification of applications
in Fog computing. Moreover, the Decision Tree algorithm is easy to interpret,
fast for fitting and prediction, and does not use much memory. Given these
characteristics, the Decision Tree algorithm can be run by devices such as
routers, switches, and servers, located on the first Fog layer of the reference
architecture introduced by the OpenFog Consortium in [2]. After classification, the output of the classifier serves as input for the scheduler, also
located at the first Fog layer, which decides where the application should be
processed.
6. Conclusions
This paper has introduced the use of ML classification algorithms as a
tool for QoS-aware resource management in Fog computing. First, potential
Fog computing applications are grouped in seven CoS according to their QoS
requirements. A synthetic database of Fog applications is built from the definition of the intervals that each QoS requirement relevant for a specific Class.
At this point, the dataset is pre-processed to convert prior useless data into
new data that can be used by ML techniques. Next, a set of popular ML
algorithms is selected and puts through the training and testing processes,
using the examples in the synthetic database to measure the degree of accuracy and efficiency in their prediction of the CoS to which the application
belongs. For this, the synthetic database is contaminated with three different
levels of attribute noise. For each noise level, the classifier conducts training
and testing to measure the degree of robustness.
This ML-based classification methodology allows the implementation of
CoS to manage the traffic in Fog, which constitutes a first step in the definition of QoS provisioning mechanisms in the C2T continuum. Moreover,
the integration of IoT, Fog, and Cloud requires efficient management strategies capable of facilitating resource management tasks such as scheduling,
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allocation, and federation. The classification of Fog applications resolves all
these issues; moreover, it is easy to implement into existing devices, and
represents a new way of self-adaptive and cognitive network mechanisms
[63, 64, 65, 66, 67], which are fundamental for the deployment of autonomic
Fog systems in environments with limited availability of processing resources.
For future work, an ML-based classification algorithm will be integrated
into the Fog network scheduler, thus enabling the network scheduler to prioritize processing requests. It will also allow more delay sensitive demands
to be satisfactorily fulfilled. We also suggest the inclusion of other feature
selection methods such as Relief-F, CFS, MCFS, and the Student’s t-test
in the pre-processing stage for future classification studies in the context of
Fog computing. Moreover, we recommend a broad study on the distribution
of noise for data analysis oriented to parameters related to Cloud/Fog/edge
applications as well as network traffic.
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