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Revisao de Seméaforos

» Contadores especiais para recursos compartilhados
» init: inicia o contador com nimero de recursos
disponiveis
» wait: decrementa, bloqueando o processo se nao
existerem recursos disponiveis
» signal OU post: incrementa ou desbloqueia

» Exclusdao mutua
» Sincronizagao



Varios produtores e consumidores

semaforo cheio = 0, vazio = Nj;

semaforo lock_prod = 1, lock_cons = 1;
Produtor: Consumidor:
while (true) while (true)

item = produz();
wait(vazio);
wait(lock_prod);
f=(+1)9Y%N;
buffer[f] = item;
signal (lock_prod);
signal (cheio);

wait(cheio);

wait (lock_cons);
i= ({1 +1)9%N;
item = buffer[i];
signal (lock_cons);
signal(vazio);
consome (item) ;



Mutex locks

= Exclusao muatua
» pthread_mutex_lock
» pthread_mutex_unlock



Variaveis de condicao

= Sincronizagao

pthread_cond_wait

pthread_cond_signal

pthread_cond_broadcast

» precisam ser utilizadas em conjunto com mutex_locks
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Thread 0 acorda Thread 1

int s; /* Veja cond_signal.c */
Thread 1:
mutex_lock(&mutex) ;
if (preciso_esperar(s))
cond_wait(&cond, &mutex);
mutex_unlock (&mutex) ;

Thread 0:

mutex_lock(&mutex) ;

if (devo_acordar_thread_1(s))
cond_signal (&cond) ;

mutex_unlock(&mutex) ;



Produtor-Consumidor

int ¢ = 0; /* Contador de posigBes ocupadas */
mutex_t lock_c; /* lock para o contador */

cond_t pos_vazia; /* Para o produtor esperar */
cond_t pos_ocupada; /* Para o consumidor esperar */



Produtor-Consumidor

Contador Gnico

int £ = 0;

Produtor:
mutex_lock(&lock_c);
if (¢ == N)

cond_wait (&pos_vazia, &lock_c);

mutex_unlock(&lock_c);
f = (£+1)%N;
buffer[f] = produz();
mutex_lock(&lock_c);
c++;
if (¢ == 1)

cond_signal (&pos_ocupada) ;
mutex_unlock(&lock_c);



Produtor-Consumidor

int i = 0;
Consumidor:
mutex_lock(&lock_c);
if (¢ == 0)
cond_wait (&pos_ocupada, &lock_c);
mutex_unlock(&lock_c);
i = (i+1)%N;
consome (buffer[il) ;
mutex_lock(&lock_c);
if (¢ == N-1)
cond_signal (&pos_vazia);
¢
mutex_unlock(&lock_c);



Pelo menos uma thread é acordada

int s; /* Veja cond_signal_n.c */
Thread i:
mutex_lock(&mutex) ;
while (preciso_esperar(s))
cond_wait(&cond, &mutex);
mutex_unlock (&mutex) ;

Thread 0:

mutex_lock(&mutex) ;

if (devo_acordar_alguma_thread(s))
cond_signal (&mutex) ;

mutex_unlock(&mutex) ;



POSIX Programmer’s Manual: pthread cond wait ()

Version ???

The pthread_cond_signal() function shall unblock at least
one of the threads that are blocked on the specified
condition variable cond (if any threads are blocked on
cond) .

Multiple Awakenings by Condition Signal 0n a
multi-processor, it may be impossible for an
implementation of pthread_cond_signal() to avoid the
unblocking of more than one thread blocked on a condition
variable. For example, consider the following partial
implementation of pthread_cond wait() and
pthread_cond_signal(), executed by two threads in the order
given. One thread is trying to wait on the condition
variable, another is concurrently executing

pthread cond_signal(), while a third thread is already
waiting.



POSIX Programmer’s Manual: pthread cond wait ()

pthread_cond_wait (mutex, cond):

value = cond->value; /* 1 */

pthread_mutex_unlock(mutex); /* 2 */

pthread_mutex_lock(cond->mutex); /* 10 */

if (value cond->value) { /* 11 %/
me->next_cond = cond->waiter;
cond->waiter = me;
pthread_mutex_unlock(cond->mutex) ;
unable_to_run(me);

} else
pthread_mutex_unlock(cond->mutex); /* 12 x/

pthread_mutex_lock(mutex); /* 13 */

pthread_cond_signal (cond) :
pthread_mutex_lock(cond->mutex); /* 3 */
cond->value++; /% 4 */
if (cond->waiter) { /x 5 */
sleeper = cond->waiter; /* 6 %/
cond->waiter = sleeper->next_cond; /* 7 */
able_to_run(sleeper); /* 8 */

}

pthread_mutex_unlock(cond->mutex); /* 9 */



POSIX Programmer’s Manual: pthread cond wait ()

Com esta alteragao garante que acorda apenas uma thread? Veja
pthread_cond wait.c

pthread_cond_wait (mutex, cond):
pthread_mutex_lock(cond->mutex); /* <=== Pega este lock primeiro */
value = cond->value;
pthread_mutex_unlock(mutex);
if (value == cond->value) {
me->next_cond = cond->waiter;
cond->waiter = me;
pthread_mutex_unlock(cond->mutex);
unable_to_run(me) ;
} else
pthread_mutex_unlock(cond->mutex) ;
pthread_mutex_lock(mutex) ;

pthread_cond_signal(cond) :
pthread_mutex_lock(cond->mutex) ;
cond->value++;
if (cond->waiter) {
sleeper = cond->waiter;
cond->waiter = sleeper->next_cond;
able_to_run(sleeper);

pthread_mutex_unlock(cond-)mutex);



Locks simples

Estrutura protegida por um mutex lock

typedef struct estrutura {
mutex_t lock;
Tipol campol;
Tipo2 campo2;
Tipo3 campo3;
} Estrutura;

» Como escrever as fungdes que fazem acesso a estes
campos?



Locks simples

Funcoes atdbmicas

void funcaol(Estrutura *xe) {
mutex_lock(&e->lock) ;
/x .. x%/

mutex_unlock(&e->lock);

void funcao2(Estrutura *e) {
mutex_lock(&e->lock);
/x ... %/

mutex_unlock(&e->lock) ;



Locks simples

E se funcao?2 invocasse funcao1?

void funcao2(Estrutura *e) {
mutex_lock(&e->1ock) ;
/* ... x%/
if (condicao)
funcaol(e);
/x .. x/

mutex_unlock(&e->lock);



Deadlock de uma thread s6

void £() {
mutex_lock(&lock) ;
mutex_lock(&lock) ;
}

Veja o codigo: deadlock.c



Locks simples

E se funcao?2 invocasse funcao1?

Possiveis solugoes:
» Replicacao de cédigo
» Funcao auxiliar nao atébmica
void funcaol(Estrutura xe) {
mutex_lock(&e->lock) ;

aux_funcaol(e);
mutex_unlock(&e->lock) ;



Locks recursivos

void £() {
mutex_lock(&lock) ;
/* faz alguma coisa */
mutex_unlock(&lock);

}

void g() {
mutex_lock(&lock) ;
£0O;

/* faz outra coisa */
mutex_unlock(&lock) ;



Locks recursivos

Implementacgao a partir de locks simples e variaveis de condi¢ao

typedef struct {

mutex_t lock; /* Mutex para esta estrutura */

cond_t cond; /* Ponto de espera pelo rec_lock */
pthread_t thr; /* Indentificador da thread */

int c; /* Nimero de vezes que obteve o lock */

} rec_mutex_t;

Veja o cédigo: 1r.h



rec_mutex_lock()

int rec_mutex_lock(rec_mutex_t *rec_m) {

pthread_mutex_lock(&rec_m->lock) ;

if (rec_m->c == 0) { /* Lock livre */
rec_m->thr = pthread_self();
rec_m->c = 1;

} else /* Lock ocupado */
if (pthread_equal(rec_m->thr, /* Mesma thread */

pthread_self()))
Trec_m->c++;

else {
/* Thread deve esperar */



rec_mutex_lock()

else {
/* Thread deve esperar */
while (rec_m->c != 0)

pthread_cond_wait (&rec_m->cond,
&rec_m->lock) ;
rec_m->thr = pthread_self();
rec_m->c = 1;
}
pthread_mutex_unlock(&rec_m->lock);
return O;



rec_mutex_unlock()

int rec_mutex_unlock(rec_mutex_t *rec_m) {
pthread_mutex_lock(&rec_m->lock) ;
rec_m->c--;
if (rec_m->c == 0)
pthread_cond_signal (&rec_m->cond) ;
pthread_mutex_unlock(&rec_m->lock);
return O;

}

Veja os cédigos: 1r.c e testerlock.c



Verificagao de erros

rec_mutex_unlock()

int rec_mutex_unlock(rec_mutex_t *rec_m) {

pthread_mutex_lock(&rec_m->lock) ;

if (rec_m->c == [
Ipthread_equal (rec_m->thr,

pthread_self())) {

pthread_mutex_unlock(&rec_m->lock_var) ;
return ERROR;

}

else

/x ... %/



Locks recursivos

Implementacao sem varidveis de condi¢ao

typedef struct {
pthread_t thr;
mutex_t lock;
int c;

} rec_mutex_t;



rec_mutex_lock()

int rec_mutex_lock(rec_mutex_t *rec_m) {
if (!pthread_equal(rec_m->thr,
pthread_self())) {
pthread_mutex_lock(&rec_m->lock) ;
rec_m->thr = pthread_self();
rec_m->c = 1;
}
else
rec_m->c++;
return O;

}



rec_mutex_unlock()

int rec_mutex_unlock(rec_mutex_t *rec_m) {
if (!pthread_equal(rec_m->thr, pthread_self())
|l rec_m->c == 0)

return ERROR;

rec_m->c--;

if (rec_m->c == 0)
rec_m->thr = 0;
pthread_mutex_unlock(&rec_m->lock) ;

return O;

}

Veja o cédigo da glibc pthread mutex_lock.c



Mutex lock?

Cadigo incorreto

int mutex = 0; /* mutex livre */

void pthread_mutex_lock(pthread_mutex_t &mutex) {
while (mutex !'= 0);
mutex = 1;

void pthread_mutex_unlock(&mutex) {
mutex = O;

}



Mutex lock

Implementacdo: cmpxchg

cmpxchg(var, old, new)
» var «+ new se var == old
» retorna valor de var antes da operagao

int mutex = 0; /* mutex livre */

void pthread_mutex_lock(pthread_mutex_t &mutex) {
while (cmpxchg(&mutex, 0, 1) != 0);
}

void pthread_mutex_unlock(&mutex) {
mutex = 0;

}

Veja o cddigo spin.c



Futex (Fast Userspace Mutex)

Prototype

long sys_futex (
void *addri,
int op,
int wvall,
struct timespec *timeout,
void *addr2,
int val3);

int syscall(SYS_futex, addrl, FUTEX_XXXX,
vall, timeout, addr2, val3);



FUTEX WAIT

/* Retorna -1 se o futex n&o bloqueou e
0 caso contrario */
int futex_wait(void *addr, int vall) {
return syscall(SYS_futex, addr, FUTEX_WAIT,
vall, NULL, NULL, 0);}

» Bloqueio até notificagao
» Nao ha blogqueio se *addr1 !'= vall
» Veja o codigo ex0.c



FUTEX WAKE

/* Retorna o nimero de threads acordadas */
int futex_wake(void *addr, int n) {
return syscall(SYS_futex, addr, FUTEX_WAKE,
n, NULL, NULL, 0);}

» Quantas threads acordar?
> 1
> X
» INT_MAX (todas)

» Veja os codigos exl.c e ex2.c



Mutex lock

Implementacdo: cmpxchg e futex

int mutex = 0; /* mutex livre */

void pthread_mutex_lock(pthread_mutex_t &mutex) {
while (cmpxchg(&mutex, 0, 1) != 0)
futex_wait (&mutex, 1);

void pthread_mutex_unlock(&mutex) {
mutex = O;
futex_wake (&mutex, 1); /* Como evitar esta  */
/* chamada se ninguém */
/* estiver esperando? */

}

Veja o0 c0digo spin-futex.c



Mutex lock

Implementagao: evitando chamadas a futex_wake desnecessarias

int mutex = 0; /* mutex livre %/
int nw = 0; /* threads esperando */

void pthread_mutex_lock(pthread_mutex_t &mutex) {
atomic_inc (&nw) ;
while (cmpxchg(&mutex, 0, 1) != 0)
futex_wait (&mutex, 1);
atomic_dec (&nw) ;

void pthread_mutex_unlock(&mutex) {
mutex = 0;
if (aw > 0)
futex_wake (&mutex, 1);



Mutex: proposta com incrementos atdmicos e bug

class mutex {
public:
mutex () : val (0) { }
void lock () {
int c;
while ((c = atomic_inc (wval)) != 0)
futex_wait (&val, ¢ + 1); }
void unlock () {
val = 0; futex_wake (&val, 1); }
private:
int wval;

};

Veja o c6digo mutex1.c



Mutex: proposta com bug

v

atomic_inc como descrito no artigo:

» Incrementa atomicamente val
» Retorna valor anterior

Garante exclusao mutua

Se afila ndo estiver vazia, uma thread ira conseguir pegar
o lock apés um unlock.

Se nao ha espera, a ultima chamada de sistema é
desnecessaria

Livelock
Overflow (232)

v

v

v

v
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Mutex: segunda proposta

» Significado para val
» 0: unlocked
» 1: locked, sem espera
» 2: locked, com espera
> cmpxchg(var, old, new)
» var < new se var == old
» retorna valor de var antes da operagao

» by Ulrich Drepper



Mutex: segunda proposta

class mutex {

public:

mutex () : val (0) { }

void lock () {

int c;

if ((c = cmpxchg (val, 0, 1)) != 0)

do {
if (¢ == 2 || cmpxchg (val, 1, 2) != 0)
futex_wait (&val, 2);

} while ((c = cmpxchg (val, 0, 2))!= 0);



Mutex: segunda proposta

void unlock () {
if (atomic_dec (val) != 1) {
val = 0;
futex_wake (&val, 1);
}
}
private:
int val;

};



Implementacao da glibc

» Tipos de lock
» Fast
Com verificacao de erros
Recursivos
Robustos
Adaptativos
Com controle de prioridade

» Elisao de locks
» Veja Lock Elision Guide

vV vy vy VvVYyy


https://www.gnu.org/software/libc/
https://sourceware.org/glibc/wiki/LockElisionGuide

Motivagao para uso de elisao de locks

LOCK (locks->error_lock);

if (local_error > multi->err_multi)
multi->err_multi = local_err;

UNLOCK (locks->error_lock) ;

Thread 1 Thread 2
LOCK (hash_tbl.lock); LOCK (hash_tbl.lock);
var = hash_tbl.lookup(X) var = hash_tbl.lookup(Y)
if (lvar) if (!var)
hash_tbl.add(X); hash_tbl->add(Y);
UNLOCK (hash_tbl.lock) UNLOCK (hash_tbl.lock);

Fonte: Speculative Lock Elision: Enabling Highly Concurrent Multithreaded Execution
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