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ABSTRACT

Many companies use the Internet as a basis for their ser-
vices, defining Service Level Agreements (SLA) with their
respective Internet Service Providers (ISP). However, the
current Internet works in a best effort manner, that points
toward the concept of network virtualization and Software
Defined Networks (SDN) to support the Future Internet.
Within this context, this work proposes a similarity model
and a similarity metric that enable the client to negotiate
protocols for SDN and Virtual Networks (VN). The pro-
posed model enables the free competition among providers
and allows the client to compare protocols offered by the
providers to identify which ones best fulfill the requested
requirements. Experiments showed the effectiveness of the
proposed model.

Categories and Subject Descriptors

C.2.1 [Computer Communication Networks]: Network
Architecture and Design;

C.2.2 [Computer Communication Networks]: Network
Protocols

General Terms

Management, Standardization

Keywords

Similarity, Network Virtualization, Software Defined Net-
works, Negotiation, Future Internet.

1. INTRODUCTION

Internet has been growing and many companies use it as
a basis for their services. Currently, there is no guarantee
of service level on the Internet. Hence, there is a consensus
that it needs to be updated, creating the “Future Internet”.
Along with this, the Network Virtualization (NV) arises as
one of the important technologies for the Future Internet.
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NV is a technology that enables the deployment of multiple
environments over the same physical infrastructure [3]. The
flexibility of virtualization allows users and providers to ne-
gotiate several virtual services, with aspects related to both
resources and features utilized, thus being the customization
a characteristic of Virtual Networks.

Following the same way, the idea of Software Defined Net-
works (SDNs) arises as an important approach to be part
of the Future Internet [6]. SDN is a network architecture
which decouples the control plane and the forwarding task,
enabling the programmability of the network [5].

The SDN and NV approaches can be merged using tech-
nologies as Flowvisor [16], which enables the slicing of the
SDN in layers with configured resources and an independent
network controller in each slice. With this, the Internet Ser-
vice Provider (ISP) can isolate the slices in the SDN and
deploy the functionalities that the client requests, as for ex-
ample packet routing, resource reservation, and others. In
this work, we consider VNs as networks that can be deployed
as both SDN as well as with traditional virtualization ap-
proaches.

Based on the fact that different applications have distinct
network requirements, when deploying a VN, the client ne-
gotiates a Service Level Agreement (SLA) with the ISPs to
choose which one has the best proposal (i.e., the VN that
best fits its requirements). Providers have different infras-
tructures and protocols to perform several tasks in the net-
work, and some of these protocols could be private and oth-
ers public. As an example, for a routing task one provider
could utilize the Open Shortest Path First (OSPF), while
other provider utilizes Routing Information Protocol (RIP).

The client is not necessarily concerned about which pro-
tocol is being used by the ISP. Actually, the client wants
a protocol with some properties, which defines its behavior
as a whole, according to the type of the application. For
example, the client may want a protocol that has a low con-
vergence time and is scalable. To the best of our knowledge,
there is no protocol characterization model that enables the
comparison between protocols of the same kind (which focus
in the same task).

Within this context, this work proposes a protocol similar-
ity model and a similarity for virtual networks negotiation.
Our proposal focuses on two aspects of VN negotiation: (i)
it describes a model to characterize the main kind of pro-
tocols that can be customized in a VN/SDN; and, (ii) it
proposes a metric to evaluate the similarity between pro-
tocols of the same kind. The proposed model enables the
free and fair competition between providers and allows the
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client to identify which protocols offered by the providers
best fulfill the requested requirements.

For example, if an ISP has an infrastructure based on
an SDN technology, our similarity model allows it to send
SLA proposals since it can describe a VN in the same way
as a traditional ISP with a TCP/IP network. The ISPs
with distinct infrastructure technologies can offer an equiv-
alent service to the client, since they can deploy the features
requested by the client independently of the infrastructure
technology by following the similarity model.

This paper is organized as follows. Section 2 presents re-
lated work regarding similarity models and virtual networks
negotiation, while Section 3 describes the proposed similar-
ity model. Section 4 presents some basic concepts about
similarity. In Section 5 the proposed approach to measure
the similarity between virtual networks is introduced. A
case study is shown in Section 6, and Section 7 summarizes
the paper and presents future work.

2. RELATED WORK

In this section we describe some important works related
to protocols similarity, protocols behavior analysis and vir-
tual networks negotiation.

Kwon [12] analyzes the behavior of sensor network proto-
cols, aiming to exhibit nontrivial variability that can result
in a different performance of WSN testbeds.

Kalai et al. [10] describe a model to represent similarity
among a set of items, aiming to reflect a human notion of
similarity. It is constructed based on human-performed simi-
larity evaluations of adaptively-chosen items, where multiple
users were asked to judge similarity among items.

Zaheer et al. [17] show V-Mart, an open market model
for automated service negotiation in Network Virtual Envi-
ronments for Virtual Network Providers (VNP) and Infras-
tructure Providers (InP). For InPs, V-Mart fosters an open
competition environment through auctioning, and the VNP
can disseminate a request for quotation when it desires to
set up a VN.

Gomes et al. [9] propose an SLA negotiation protocol for
virtual networks, which negotiates the network resources
and the protocol stack of VNs. However, it does not formal-
izes a model for a fair comparison between network protocols
offered by different ISPs in the VN/SDN context.

None of the papers found in the literature focuses on the
definition of a similarity model to allow a free and fair com-
petition in the behavior of a virtual network negotiation,
which is the proposal of this work.

3. SIMILARITY MODEL

Methods for calculating similarity among objects have
been applied in many areas. The most popular approach
is to define a features vector that represents the properties
of the object according to its kind, where each position of
the features vector represents a property of the object.

In this work, we apply a binary features vector approach,
i.e., the positions of the features vector represent the pres-
ence or absence of a property, usually depicted by the values
1 and 0, respectively.

A kind represents the focus of the network protocol, i.e.,
which tasks this protocol performs. Kinds are used to al-
low the client/provider to identify in the negotiation process
which protocols have the same applicability. For example,

we cannot compare the OSPF with the MPLS in a nego-
tiation process. So, identifying MPLS as label switching
protocol and OSPF as a routing protocol, each protocol will
be compared only with protocols of the same kind.

So, based on recently works [4, 14, 15], we modeled the
properties of the main kinds of protocol that can be cus-
tomized in a VN/SDN. Note that the modeling of proper-
ties needed in the diverse kinds of network protocols is not
restricted to the set presented in this work. The set of fea-
tures vectors definition that is part of the proposed similarity
model is presented next in Subsections 3.1 to 3.4.

3.1 Routing Protocols

In this section the main properties that characterize the
behavior of routing protocols are described. A routing proto-
col specifies how nodes communicate with each other, propa-
gating information that allows them to select routes between
any two nodes on a computer network [11].

In the network virtualization context, we focus on pro-
tocols which exchange routing information within a single
routing domain. The most popular protocols are [1]: OSPF,
RIP, Interior Gateway Routing Protocol (IGRP) and Inter-
mediate System to Intermediate System (IS-IS).

Deciding what kind of protocol to use without consid-
ering other options can severely limit the client’s choices,
who must consider which protocol (or protocols) best suits
his/her needs, and then use a preference for one type over
another. The main properties that define a routing protocol
behavior, and thus should be considered to characterize a
routing protocol are:

1. Convergence Time: This property represents the amo-
unt of time taken by the protocol to adapt when chan-
ges in the network occur. If the protocol is considered
of fast convergence time, the features vector has the
value 1, and if it is considered slow it gets the value 0.

2. Resource consumption: Refers to the amount of router
memory and processing that is used by the protocol.
When a protocol has a low resource utilization, the
protocol gets the value 1, and the value 0 otherwise.

3. Network Consumption: Represents how much network
resources the routing protocol consumes. It consid-
ers the network bandwidth consumed by the protocol
messages, focusing in the size of the messages and fre-
quency of message exchange between the nodes. If a
protocol has a low network consumption, the protocol
assumes the value 1, assuming 0 otherwise.

4. Multiple Paths: In this property, it is evaluated how
well the protocol deals with multiple paths to a des-
tination. In this property, a protocol gets a value 1
if it supports a multipath approach, and the value 0
otherwise.

5. Scalability: an important property is how well the net-
work protocol will scale with the size of the network.
Therefore, a protocol assumes value 1 if it scales well,
and 0 if it does not.

6. Loop avoidance: if a protocol prevents a loop route, it
gets a value of 1, and 0 otherwise.

Using the properties cited in this section, a features vec-
tor for each routing protocol can be generated. For example,



we can define the following features vector to characterize
the RIP, OSPF, IS-IS and IGRP protocols: RIPfeqtv =
[0,1,0,0,0,0], OSPFfearv =[1,0,1,1,1,1], IS — [ Sfeqrv =
[1,0,1,0,1,1] and IGRPjeqrv = [0,1,0,1,0,0]. Each posi-
tion of the features vector represents a property enumerated
before, so the first position represents the convergence time,
the second the resources consumption, and so on.

3.2 Management Protocols

A network management protocol acts on the operation
of devices such as routers and switches as well as PCs and
servers. The Network Management Protocol describes an
application layer protocol and a set of data objects [11].

The most popular management protocol is the Simple
Network Management Protocol (SNMP). SNMP is a stan-
dard protocol for managing devices, widely applied to the
management and monitoring of network devices. In general,
two versions of SNMP are used: version 1' and version 32.

The set of network management properties cited before is
described to specify the model. So, for the following proper-
ties, a protocol gets the value 1 if it can support the specific
kind of management, and gets the value 0 otherwise.

1. Fault Management: The goal of fault management is
to recognize, isolate, correct and log faults that happen
in the network, providing a way to the administrator to
identify possible planning, configuration and hardware
problems.

2. Configuration management: The goals of configuration
management include gather, store, and update config-
uration from network devices in an easy way, and track
changes in the network devices configurations.

3. Administration management: Its goals are to admin-
ister the set of authorized users by establishing users,
passwords, and permissions.

4. Performance management: Enables the manager to de-
termine the efficiency of the current network configura-
tion. The network performance addresses the percent-
age utilization, error rates, and response time issues.

5. Security management: This property represents the
control access to configure the network. Usually, it
can be achieved with authentication and encryption
approaches.

6. Secure Transmission: Messages among administration
agents are encrypted, ensuring that it cannot be read
by unauthorized entities.

Using SNMPv1 and SNMPv3 for example, the following
features vector is produced according to the set of properties
listed in this section: SNM Pvlfearv = [1,1,1,1,1,0] and
SNMPvlfearv =[1,1,1,1,1,1].

3.3 Label Switching

Label Switching is a technique to switch the network pack-
ets at a lower level. This label switching technique is much
faster than the traditional routing method where each pa-
cket is examined before a forwarding decision is made [8].

"http://tools.ietf.org/html/rfc1157
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The most widely used approach of label switching is the
MultiProtocol Label Switching (MPLS)®. One of the main
benefits of MPLS is the elimination of the dependence on
a particular data link layer technology. Another important
benefit is the removal of the need for multiple layer-2 net-
works to satisfy different types of traffic [8].

Next, the main properties that should be considered to
characterize a label switching technique are shown. This
set of properties defines the protocol behavior. In all the
following properties, a protocol gets the value 1 if it can
support that specific kind of management, and gets the value
0 otherwise.

1. Traffic Engineering (TE): This property allows the ISP
to establish alternative paths for the traffic based on
certain criteria. With that, the usage of the network
resources can be optimized.

2. Tunneling: Is the process that encapsulates a payload
protocol in another network protocol. Applying the
tunneling approach the information of the packets can
be transmitted, not necessarily inside the same net-
work, through a secure path.

3. VPN Support: This property enables the deployment
and administration of VPNs in the ISP backbone. Usu-
ally, VPN enhances some services, as for example: (i)
real time applications; (ii) data hosting network com-
merce; and others.

4. Class of Service (CoS): This property allows the ISP
to provide differentiated types of service across the
network. This differentiation can satisfy the diverse
requirements of the applications by applying distinct
approaches according to its CoS.

5. Local Protection (or Fast Reroute): This property cha-
racterizes a local restoration network resiliency mech-
anism, which each path passing through the network
has a backup path. It provides faster recovery in situ-
ation of device(s) failure(s).

6. Connection-Oriented Packet-Switched (CO-PS): It re-
presents the support of a communication mode that
establishes a session before any traffic flows through
the network, delivering packets in order and with the
desired throughput. It guarantees some QoS require-
ments usually necessary for multimedia applications.

Using the properties cited in this section, a features vec-
tor for Label Switching can be generated. For example,
we can define the following features vector to character-
ize the MPLS-TE * and MPLS-FR®: MPLS — TEfearv =
[1,1,0,1,0,0] and MPLS — FRfearv = [1,1,0,1,1,0].

3.4 Resource Reservation

A Resource Reservation (RR) protocol is applied to spec-
ify qualities of service of the network for particular applica-
tions or flows [8].

The Resource Reservation Protocol (RSVP)® is often used
when a client wants an RR protocol. RSVP is a unicast

3http:/ /www.ietf.org/rfc/rfc3031
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and multicast signaling protocol, developed to establish and
maintain reservation state in each network device through
a path of a flow [7]. Recently, the Next Steps in Signaling
(NSIS)” IETF working group was created to evolve the RR
approaches, aiming mainly to support multiple signaling.

Next, the main properties that should be considered to
characterize an RR protocol, and therefore define its behav-
ior, are shown. For all the following properties, a protocol
gets the value 1 if it supports the specific kind of manage-
ment, and gets the value 0 otherwise.

1. Self-Routing: This property refers to the capacity of
the protocol to define the route where resources will
be reserved.

2. Custom Specification: This property relates to the ca-
pacity to customize the information used to identify a
flow.

3. Traffic Engineering: This property deals with the abil-
ity of integrating the resource reservation protocol with
traffic engineering technologies.

4. Channel Security: This property represents a secu-
rity association to be created between the endpoints
through some authentication approach. The channel
security can provide many different types of protection
in the signaling, as integrity, replay protection and en-
cryption.

A features vector for RSVP-TE® can be constructed as
follows: RSV P — TEfearv = [0,1,1,0].

3.5 General Aspects

The proposed set of features vectors definition allows a fair
competition between the providers in an environment where
VN negotiation occurs. Usually, the client wants a network
with an infrastructure that best fits the requirements of the
applications that flow through the virtual network. So, when
the client specifies a set of protocols to be deployed in the
virtual network, he/she wants the virtual network to have a
set of properties that characterize its behavior.

Therefore, the proposed similarity model raises the pos-
sibility of a provider to offer a certain protocol (private or
not) that is not necessarily exactly the same required by the
client. The provider can offer the protocol considered most
similar to comply with the properties requested for that kind
of protocol.

Using the similarity model, the client specifies the set of
properties that he/she desires through the features vector.
At the same way, each provider receives the features vec-
tor, and measures the similarity between the requested fea-
tures vector and the available protocols, then choosing which
available protocol best fits the client’s specification.

4. SIMILARITY MEASUREMENT

Similarity is defined as a quantitative degree of how sim-
ilar two objects are. Binary similarity metrics are used spe-
cially for the measurement of similarity in binary data sets
(attributes are either 1 or 0). Each binary similarity metric
has its own properties and features, since each one focus on
different aspects of similarity measurement.

"http://tools.ietf.org/html/rfc4080
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The Operational Taxonomic Unit (OTU) has often been
used to present binary similarity and dissimilarity measure-
ments [2]. Given a set of n attributes for each object to be
analyzed, we associate each variable a, b, ¢, d presented in Ta-
ble 1 with the number of times each pair (7, ) of attributes
corresponds to the line/row combination of “presence” and
“absence”.

Thus, a is the number of attributes where both variables
¢ and j have 1 (or presence) as their value, meaning positive
matches, b is the number of attributes where the value of
variables ¢ and j is (0,1), meaning i absence mismatches (or
positive mismatches), ¢ is the number of attributes where
the value of variables ¢ and j is (1,0), meaning j absence
mismatches (or negative mismatches), and d is the number
of attributes where both variables ¢ and j have 0 (or absence)
as their value, meaning negative matches.

Table 1: OTU for binary data [2]

OTU 1 or Presence | 0 or Absence
1 or Presence a b
0 or Absence c d

The sum of a + d represents the total number of matches
between variables ¢ and j, while b 4+ ¢ represents the total
number of mismatches between variables 7 and j. The total
sum of the table, a+b+c+d, is always equal to the number
of attributes in the features vectors (n). In this work, the set
of properties of the requested protocol is represented by the
features vector ¢, and the protocol offered by the provider is
represented by the variable j.

4.1 Popular Similarity Metrics

Different similarity metrics estimate different aspects of
taxonomic relationships between two objects. Some met-
rics only account for positive matches, some include nega-
tive matches, while some apply weights on either matches
or mismatches or both.

Some similarity metrics only account for positive matches,
some include negative matches, while some others apply
weights on either match or mismatch or both. Three of the
most popular binary similarity metrics are Jaccard (S7),
Sokal & Michener (Ssar) and Lance & Williams (Spw)
[2,13], which are presented in Equation 1.

The Jaccard coeflicient excludes the negative matches (d).
Therefore, it is defined as the ratio of the number of positive
matches (a) to the total number of attributes minus the
number of negative matches ((a+b+c+d)—d). The Sokal &
Michener similarity metric is defined as the ratio of the total
matches (including negative matches) to the total number
of attributes. Both metrics try to evaluate which properties
are present in the analyzed feature vectors, where Jaccard
uses only the positive matches and Sokal & Michener uses
both positive and negative matches.

In contrast, distance-based metrics calculate the dissimi-
larity /distance between two binary features vector, where
the distance is estimated by the number of mismatches.
Thus, the larger the distance, the lesser is the similarity.
The Lance & Williams (LW) distance metric has a range
from 0 to 1.

Each similarity metric has its own properties and fea-
tures. Different binary similarity metrics estimate different
aspects of taxonomic relationships between two feature vec-
tors. Clearly, applying different binary metrics can lead to
different results even for the same two objects.
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S. PROPOSED SIMILARITY METRIC

As shown in the previous section, different similarity met-
rics estimate different aspects of relationships between ob-
jects. In this work, the considered objects are the protocols
for the virtual networks, characterized by the features vector
according to the definitions presented in Section 3.

Usually, the client requests a set of protocols that he/she
wants to have deployed in the VN, and the providers answer
this request offering a protocol that is not always exactly the
one desired by the client. A protocol is a set of properties
that define its behavior.

To evaluate how appropriated the offered protocol for the
VN is, we must consider the requested properties that are
met by the offered protocol, denoted by a, as a good point.
In contrast, we must assess as a bad point the properties
that are not fulfilled by it, represented by b.

Moreover, if the offered protocol has some properties that
were not requested by the client, it just adds functionali-
ties to the requested one, representing a good point in the
similarity calculation process.

Hence, we developed a similarity metric, called Scorr—v
that gives a higher importance for the presence of the re-
quested properties, considering the absence of some desired
properties and extra properties as equivalent, since the ab-
sence of a property can be suppressed by another one not
specified by the client.

The Scorr—v N metric is shown in Equation 2. If the cal-
culated similarity yields a negative value, it is rounded up
to zero, making the metric be in the range [0,1]. The metric
is molded to consider the presence of a requested property
equivalent to three extra properties, aiming to enhance the
capacity of a provider to deploy the set of requested prop-
erties (represented by a).

SCOTT'—VN = 22172_"_2 (2)

The behavior of the proposed metric is plotted in Figure
1. For easy visualization, Figure 1 limits the feature vector
size to ten properties, omitting the unconsidered negative
matches. Note that the total sum, a + b+ ¢+ d, is equal to
the number of properties in the feature vectors (n), so the
gaps in the graphs are cases where the properties have not
appeared because they are part of the negative matches (d).

6. CASE STUDY

This section details a case study to evaluate the capacity
of the similarity model to represent the client’s requirements
and its capacity to identify, among a set of available proto-
cols, which one is more suitable for the client’s desire. The
client’s request specifies the properties of the protocol, i.e.,
the features vector.

We assume that the providers do not have exactly what
the client requests. With that, we can analyze the similarity
measure process of the proposed similarity model.

The case study presents a negotiation of a routing pro-
tocol. The routing protocol negotiation was chosen due to
its applicability in the current scenario of virtualization of
traditional TCP/IP networks as well as SDNs, using for ex-
ample approaches like the RouteFlow [14]. For example, if

a+b+c+d ;

Spw =1— bt (1)
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Figure 1: Behavior of Sc,r»—v N metric.

an ISP has a network infrastructure with RouteFlow, it can
use the proposal of this work to offer to a client the Routing
as a Service (RaaS) approach, since the client can measure
the effectiveness of the RouteFlow. This shows the capacity
of the proposal to allow a fair and free competition between
the ISPs with different network technologies.

In the case study, a client requests the IGRP protocol and
four providers offer different options. The IGRP protocol
was chosen to exemplify a situation where a private proto-
col is requested and not all providers could deploy it. How-
ever, this does not mean that the providers can not deploy
a network with the properties presented in this requested
protocol. So, the proposed similarity model is applied to
designate to the client which offered protocol best reflects
the properties of the requested one.

The protocols offered to the client are: RIP, IS-IS, OSPF
and a “Generic” routing protocol. In this case, the Generic
protocol is a protocol with fast convergence time, low general
consumption (network and resources), support multipath,
has a good scalability, and avoids loops. It deploys all the de-
sirable features, so it has the features vector Genericfeqatv =
[1,1,1,1,1,1].

As we can see in the features vector shown in Section
3.1, the IGRP protocol deploys just two features: (i) low
resource consumption and (ii) multipaths support. So, Table
2 presents the measurement information regarding to IGRP
and the offered protocols, which are the base for similarity
definition.

Table 2: OTU Measurements for IGRP

[ Protocol [a [b[c[d
RIP 11104
OSPF 1{1(4]0
IS-IS 0121410

Generic [ 2[0(4]0

Table 3 shows the similarity values computed by each
similarity metric (presented in Section 4) and the proposed
Scorr—v N metric (described in Section 5), where the highest
values provided by each metric are highlighted in bold.

Based on information presented in Table 3, it is observed
that, despite the proposed Scorr—v N Which determines the
Generic protocol, all metrics choose the RIP protocol as best



Table 3: Similarity Measurements for IGRP
| Routing | RIP | OSPF | IS-IS | Generic |

Stw 0.66 | 0.28 0.00 0.50
Ssm 0.83 | 0.16 0.0 0.33
Sy 0.50 | 0.16 0.00 0.33
Scorr—vn | 0.50 0.75 0.33 1.00

option for IGRP protocol. It happens because the RIP pro-
tocol has one of the two requested properties (represented
by a) and it does not has all the four non required properties
(represented by d), enhancing the OTU values used in the
similarity metrics, as shown in Table 2.

Thus, it is noted that existing similarity metrics are not
suitable for the virtual networks negotiation context, since
it favors the protocol which has common properties, where
it does not necessarily represents the aggregation of func-
tionalities to the network.

On the other hand, the proposed Scorr—v N metric focuses
on the deployed properties, identifying when a protocol is
more beneficial to the client: the more properties deployed
by the protocol the higher quality in the provided service.

In the same way, if the Generic protocol did not exist,
the Scorr—v N metric would consider the OSPF protocols
the more suitable option, not the RIP as existing metrics.
This fact shows that the proposed metric can identify the
protocol that best fits the desired properties, even when not
all properties could be deployed by the offered protocols.

Therefore, the similarity model offers the client the oppor-
tunity to deploy, in a negotiated virtual network, the proto-
col that best fits the desired properties, and consequently is
the most suitable option for the client’s application.

The proposed similarity model enables the client to choose,
from a set of protocols offered by ISPs, which one is most
similar to the required protocol, providing to the client the
capacity to deploy a virtual network that best fits his/her
applications. With that, the client has the opportunity to
shape the VN according to a certain traffic class, and the
application that will be part of it.

7. CONCLUSION

This paper presents a similarity model for virtual networks
negotiation. The proposed model tackles two main aspects
in the context of virtual networks negotiation: (i) the free
competition between providers, since ISPs with different in-
frastructure technologies can deploy the same properties for
the VN; and (ii) allows the client to compare and identify
which protocol offered by the providers best fulfills requested
requirements.

A case study was performed to analyze the effectiveness
of the proposed model in fulfilling the requirements defined
by the client, where the consistency of the proposal was
assessed.

As future work, we intend to deeply analyze the protocols
properties to apply a weighted approach in the similarity
measure, enhancing the particularities of each type of pro-
tocol.
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