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Abstract. Vehicular Ad Hoc Network (VANET) is a subclass of Mobile
Ad Hoc Networks which provides wireless communication among vehi-
cles as well as between vehicles and roadside devices. Providing safety
and user comfort for drivers and passengers is a promising goal of these
networks. Some user applications need a connection to internet through
gateways which are in the road side. This connection could generate an
overhead of control messages and also the handover time among gate-
ways can affect the performance of these applications. This paper pro-
poses an architecture for intra- and inter-system management for virtual
environments in vehicular networks, supporting user-driven applications.
More specifically, we consider applications that depend on virtual envi-
ronments which must be constantly updated, such as online gaming. To
efficiently support these applications, the proposed architecture includes
an extension of the 802.21 protocol to cope with the virtual environ-
ment updates. NS3 simulations were performed to evaluate the proposal
over the proxy MIPv6 considering VANET and LTE networks as base
stations. We observed that the proposed mechanism that extends the
802.21 protocol had a shorter handover time and lower packet loss when
acting with the presented architecture.
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1 Introduction

Vehicular Ad Hoc Network (VANET) is a subclass of Mobile Ad Hoc Networks
which provides wireless communication among vehicles as well as between ve-
hicles and roadside devices. These networks have been of particular interest to
the communication research area for several years. The benefits from researching
in this area are twofold: (i) communication and automatic cooperation between
vehicles offer great potential in reducing the number and impact of road acci-
dents; (ii) user-driven applications can improve comfort for car, bus, and train
passengers, as well as assist drivers to transit efficiently on the roads. For these
reasons, Intelligent Transportation Systems (ITSs) that aim to streamline the
operation of vehicles, manage vehicle traffic, assist drivers with safety and other
information, along with provisioning of convenience applications for passengers,
are no longer confined to laboratories and test facilities of companies [1].
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One way to classify vehicular network applications is to split them into two
main categories [2] : safety and user (non-safety). Safety applications comprise
public safety, traffic management, traffic coordination, and driver assistance.
User applications include traveler information support and comfort. Comfort
class involves applications that target the entertainment of the passengers, which
include games, multimedia information exchange, among others.

In this paper we focus on user-driven applications, more specifically in appli-
cations that depend on virtual environments which must be constantly updated,
such as online gaming. These applications are characterized by five interrelated
requirements: interactivity, consistency, fairness, scalability, and continuity [3].
To achieve these requirements, related applications require a certain level of QoS.
In gaming, the most important QoS metrics are end-to-end delay, throughput,
and packet loss [4].

The way that virtual environment participants are connected directly affects
levels of delay, packet losses, and throughput. For example, participants can be
connected through the Internet. In vehicular networks, internet access needs a
gateway that could use wireless technologies. This access can be through Ded-
icated Short-Range Communications (DSRC) or Long Term Evolution (LTE)
gateways placed along the road. A vehicle willing to access the Internet first prop-
agates a query looking for gateways. Gateways receiving the query can respond to
the requesting vehicle, which chooses one responder based on pre-defined criteria
and starts to interact with it. This exchange of messages between the gateway
and the vehicle may cause a high overhead that can impact on the virtual en-
vironment. Besides the overhead, the time of exchange from an access point to
another can also affect the levels of delay, packet losses, and throughput.

This paper presents and evaluates a multi-access wireless network architec-
ture focused on vehicular networks with support for collaborative virtual envi-
ronments. The proposed architecture provides connection for applications such
that the requirements of interactivity, consistency, scalability, and continuity in
the virtual environment do not suffer significant impact due to handovers during
mobility. The architecture considers the current state of active networks involv-
ing the mobile node to perform the selection of the network that best fits the
application requirements. Our goal is to decrease the amount of control mes-
sages in the network thereby increasing the flow of useful packets and decreasing
the amount of lost packets. To achieve this, we extended the 802.21 protocol by
adding a new field to it so that each node also knows which applications are
running, their users, and who is using the same applications in other nodes.

This paper is organized as follows. Section 2 describes concepts and tech-
nologies involved in vehicular networks (VANETs). Then, mobility management
strategies and how to implement them in a heterogeneous environment, as well
as the IEEE 802.21 standard, are presented. Section 3 discusses related work.
Section 4 presents the proposed architecture for mobility management for ve-
hicular networks, while Section 5 presents an analysis of the results, followed by
the conclusion in Section 6.
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2 Background

This section presents some basic concepts involved in this paper, introducing
VANETs and mobility management.

2.1 VANET

Vehicular Ad Hoc Networks (VANETs) are aimed at communication between ve-
hicles and / or between vehicles and roadside infrastructure [5]. They can use cell
phone towers or even an outside access bridge for such communication. In 1999,
the Federal ommunications Commission (FCC) allocated a frequency spectrum
for inter-vehicle communication and between vehicles and roadside infrastruc-
ture, establishing rules and licensing services for the Dedicated Short Range
Communications (DSRC) at the 5.9GHz band [6]. This protocol is an extension
of IEEE 802.11, the 802.11p, being a technology for the vehicle environment at
high speed. The physical layer (PHY) is adapted from the IEEE 802.11a PHY,
and the multiple access control (MAC) layer is very similar to the IEEE 802.11
MAC [7].

Applications on the focus of this work, such as games, require quite modest
data rates when compared to the DSRC data rate offer (6 Mb/s), with the
majority of games generating under 100 Kb/s per player [8]. In [9] the authors
set up a worst-case network load scenario based on the formula provided in [10],
where the throughput k(n) obtainable by each node n capable of transmitting W

bits per second. If a game generates 100 Kb/s per player with 25 players in a game
(n = 25, W = 6 Mb/s), the formula gives the achievable per-node throughput
of 1 Mb/s, which is an order of magnitude higher than game requirements.

Devices suffer frequent disconnections and access point changes on their route
due to: (i) low network data transmission rate; (ii) high speed vehicles can acheive
on a highway; and (iii) decision-making that changes the device’s route [11].
Therefore, it is currently a challenge to smoothly change access points in a way
that the user does not notice any inconsistency in his/her application [12].

2.2 Mobility Management

Mobility management is the module responsible for maintaining the mobile nodes
connection, and it contains two main components [13]: location management and
handover management. The location management allows the system to track the
location of mobile nodes between two consecutive communications. The han-
dover management allows mobile devices to exchange the network keeping the
connection alive.

When a device connected to an access point (AP) moves away from the cov-
erage area, the signal level of the device suffers degradation. When approaching
another access point with a stronger signal level, a mechanism is needed to keep
the network connection status of the device, transferring the responsibility for
communicating to the new access point [14].
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There are two types of handovers [15]. Handovers that occur between access
points of the same technology are called horizontal handovers. Handovers that
occur between access points belonging to different networks (eg Wi-Fi to 3G)
are called vertical handovers. Thus a vertical handover occurs between hetero-
geneous cells of access networks that differ in many aspects such as bandwidth,
signal frequency, etc. These particular characteristics of each network make the
implementation of vertical handovers more difficult when compared with that of
horizontal handovers. In this scenario, it is difficult to integrate various network
technologies due to the limitations of each technology to ensure the minimum
requirements for the application. Therefore, to jointly run a simulation envi-
ronment as a collaboration of various network technologies and protocols that
change over time turns into a major challenge.

2.3 Vertical Handover

In order to help in vertical handovers, the IEEE 802.21 provides a standard
to assist the implementation of vertical handovers. The IEEE 802.21 [16] is a
recent effort to allow the transfer and interoperability between heterogeneous
network types. The goal of IEEE 802.21 is to improve and facilitate the use of
mobile nodes, providing uninterrupted transmission in heterogeneous networks.
To achieve this objective, the delivery procedures may use information collected
from the mobile terminal and / or network infrastructure. At the same time,
several factors may determine the decision of delivery: continuity of service,
application class, quality of service, negotiated quality service, security, etc. The
most important tasks of the IEEE 802.21 are: the discovery of new networks in
the environment and the selection of the most appropriate network for a given
need.

The core of the 802.21 is the Media Independent Handover Function (MIHF).
The MIHF has to be implemented in all devices compatible with the IEEE 802.21
(in hardware or software). This function is responsible for communicating with
different terminals, networks and remote MIHFs, and also for providing infor-
mation services to higher layers. The MIHF defines three different services: Me-
dia Independent Event Service (MIES), Media Independent Command Service
(MICS) and Media Independent Information Service (MIIS) [17].

The MIES provides sorting, filtering, and event report corresponding to the
dynamic changes that occur in the link, such as its features, condition, and qual-
ity. The MICS enables MIH users to manage and control relevant features of the
link for handover and mobility. The MIIS provides the ability to obtain necessary
information for the handover, such as a neighborhood map, information about
the link layer, and availability of services through the information elements (IE)
to assist in decision making of the handover.
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3 Related Works

Horizontal and vertical handover issues have received substantial attention. In
particular, many of the recent projects are dealing with handover in heteroge-
neous wireless networks (vertical handover). This section presents some proposals
for mechanisms and architectures that, in some way, perform vertical handover
to integrate wireless networks transparently to the mobile user, vehicular or not.

Yang et al. [18] used a cross-layer protocol designed for WiMax mesh net-
works, called Coordinated External Peer Communication (CEPEC), to provide
Internet access services in a motorway environment. To support Internet access,
CEPEC separates the road in Multi-segments, and uses the shared channel to re-
transmit packets. Each segment has a Segment Head (SH) to perform gathering
of local packets and retransmission of aggregated packets.

Mussabbir et al. [19] extended the FMIPv6 with the IEEE 802.21 networks on
vehicle networks. The authors proposed an improvement in the FMIPv6 mech-
anism to support Network Mobility (NEMO) in vehicular environments, and
used the IEEE 802.21 protocol to achieve better performance in the transmis-
sion through the use of a cache to store and maintain the network information.

Chiu et al. [20] presented a cross-layer design to accelerate base station
changes, called Vehicular Fast Handover Scheme (VFHS), where the physical
layer information is shared with the MAC layer to reduce delay. The VFHS
main idea is to use the vehicles approaching from the opposite side to accumu-
late information from the physical layer and MAC that flows to relay vehicles,
which in turn transmit the information to vehicles that are temporarily discon-
nected. Inactive vehicles can thus perform a fast delivery when they enter the
transmission range of an approaching relay vehicle.

Lee et al [21] proposed an improved multicast handover procedure that opti-
mizes multicast group management by utilizing the context of consumer mobile
node running multicast applications. They developed analytical models to eval-
uate the proposed multicast handover procedure compared with the base one.
The authors demonstrated that the proposed multicast handover procedure min-
imizes the service interruption time and prevents the multicast packet loss during
handovers.

In the proposed architecture, we use mechanisms to benefit from network
monitoring resources from the 802.21 protocol. These mechanisms capture infor-
mation from the network to make the best decision in performing the handover,
always taking into consideration the network requirements as well as vertical han-
dover techniques. This is done by extending the 802.21 protocol, adding more
information to its information service in order to know what kind of application
users are running.

4 The proposed architecture for mobility management

The proposed architecture considers a common infrastructure for multiple access
technologies in a transparent way. We created a multi-access wireless network ar-
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chitecture using the Wi-Fi, Vehicular, WiMax, and LTE technologies, providing
a continuous and transparent connection for the user to obtain low inconsis-
tency in the virtual world. The architecture is intended to provide connectivity
to the application and ensure that its requirements are guaranteed. To accom-
plish this, the architecture inputs are the state of the network and application
requirements. The requirements are: throughput of the network, packet delay,
transmission time and number of lost packets.

4.1 Protocols Used

Information on the state of the network is obtained through the 802.21 protocol,
used as a base in the architecture. This information is used to choose the best
network for performing the handover. Unlike other protocols, the 802.21 protocol
is not tied to any network wireless network technology, it can interact with any
network interface to obtain the status of networks, both locally and globally,
i.e., the node can know the states of its links as well as the state of other nodes
through exchange of messages between nodes. The Proxy Mobile IP version six
(PMIPv6) is also part of the proposed architecture, handling with addresses of
each node in the completion of the handover, thereby informing the base station
the need for a redirection of messages.Differently from Mobile IPv6 and some
protocols based on MIPv6, such as the network mobility basic support protocol,
the PMIPv6 has a lower overhead on the wireless link than the MIPv6 [22].
Besides this, the PMIPv6 reduces the signaling delay and removes the movement
detection team present in NEMO protocol [23].

The 802.21 protocol is supported by PMIPv6. While 802.21 captures the
network state information and verifies if the base station is available for a new
connection, the PMIPv6 performs the exchange of the node address and handles
the mechanisms necessary to perform the redirection of these packets to this new
address. We used UDP as the transport protocol, which needs no confirmation
on receipt of messages, thereby decreasing the amount of traffic on the network.

4.2 Proposed Architecture

The proposed architecture differs from the existing ones by extending the 802.21
protocol. We added another field to the 802.21 protocol that defines what appli-
cations the node is using, thus allowing faster searches for nodes that are part
of the same application.

The architecture is divided into two modules: a module embedded in the
vehicle (Figure 1(a)) and another module that acts in the access points (Fig-
ure 1(b)).

The focus of the architecture is on applications that need to show representa-
tions of virtual environments to multiple mobile users. Besides gaming, another
application of the architecture is on rescue or hostile environments, where teams
can be assisted by mobile applications that mimics a disaster map or a hostile
territory.
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(a) Vehicular architecture (b) Access point architecture

Fig. 1. Components of the proposed architecture.

A mobility management module, called Vehicle MIH, contains a requirement
management module, which receives the minimum network requirements that
the application needs to run, and also stores information about users who are
using the same application. The Vehicle MIH module (Figure 1(a)) has also a
module for link selection, which receives the network status information and de-
cides whether it will perform a handover and, if so, to which network it should
connect. Both the requirement management module and the link selector module
send commands to the MIHF module. An MIHF module is an extension of the
functions of the 802.21 protocol. This module has the vehicle network informa-
tion service (Vehicle IS), which contains information about the vehicle network
state as well as the proposed additional field that informs what applications the
node is currently using. The MIHF also features the standard Event module
of the 802.21 protocol to inform whether the link is active or not. In the link
layer, we can use Wi-Fi, WiMax, LTE, or 802.11p (for communication between
vehicles).

In the access point architecture (Figure 1(b)), the network layer has the
PMIPv6 protocol for handling node addresses and the prefix of the access point
required for routing messages. It also has an MIHF module that has the standard
functions of the 802.21 protocol, but with the additional field that identifies
applications that nodes are using. In the link layer we can also use Wi-Fi, WiMax,
LTE, or 802.11p.

4.3 Architecture operation

Figure 2 shows the steps performed when the application is started. First of all,
the requirement manager receives the application requirements (step 1), then
transmits these requirements to the link selector (step 2), and the link selector
sends all the settings to the MIHF (steps 3 to 7). After this first stage, the appli-
cation will look for other participants by sending a request to the management
module which registers it in MHIF and also sends a search request for the ap-
plication information (steps 8 to 10). The MHIF sends an information search to
base stations, which checks if there are any nodes connected to them that are
attending the same application. If there exist connected nodes using the same
application, the base station sends a request to such nodes in order to verify
whether they are still participating (step 11). The nodes receive this informa-
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tion, forward it to the MHIF, which forwards it to the management. Then, the
management creates its participant table (steps 11 and 12).

After the completion of the search for participants in a particular application,
the verification for participants who are in the same area of interest is started.
The application sends a message to all participants to check who is sharing the
same area of interest and, after receiving the responses, it sends the request
to all participants who have confirmed their request to receive and send the
information of the environment update. Figure 2 shows these steps.

Fig. 2. Steps performed when an application starts.

Figure 3 illustrates the steps when a handover is necessary. In this case, the
model of link selection receives an event of going down of the MHIF (step 14),
then the node sends a request to its base station, which in turn sends requests
to other base stations. After that, the base stations respond with information
about their states, and then the current base station forwards it to the node that
made the request (steps 15 to 17). The node, through the link selector, verifies
which is the best base station that complies with the application requirements.
The application is responsible for providing its priorities so the link selector
is able to decide to which network to connect. The base station that has the
lowest levels and complies with the limitations of delay and throughput of the
application is to be chosen. After that the node sends a connection request to its
base station that will transfer the request to the selected station (steps 18 and
19). If the selected station responds with a confirmation, the PMIPv6 protocol
will terminate the handover process, and the MIHF model will inform that the
link is ready for use (steps 20 to 22).

To maintain the active nodes, the requirement manager periodically sends an
information request to the MHIF, which forwards it to all access points to find
information about the network status. In other words, the requirement manager
verifies the type field to check which applications are running, to make sure
that the nodes are sharing the same game or simulation. To exit the game or
simulation, the requirement manager sends a release message that goes through
the whole architecture removing all the information about that application. This
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Fig. 3. Steps performed when a handover is necessary.

message is also passed to all access points so they can inform their connected
nodes that the participant left the game/simulation.

5 Simulation Environment and Result Analysis

The proposed architecture has been implemented in the Network Simulator (NS-
3). We used the PMIPv6 model that was developed by Hyon-Young Choi [24],
and the 802.21 model [25].

As application, we modified the overlay support for collaborative virtual en-
vironments on vehicular networks [26], which is based on Gnutella [27]. In this
scenario, it is assumed that the collaborative virtual environments are divided
into hexagons of equal size, generating a set of cells. Users in the same cell form
a group of participants with the same interest, being part of what is known as
an area of interest. This division of the virtual environment aims to reduce the
amount of messages that will travel across the network, thereby facilitating the
achievement of the networking requirements of a collaborative virtual environ-
ment. These network requirements of the application, such as delay, throughput
and packet loss, were used in the experiments to make a decision to handover.
They were drawn from previous experiments [26] and from the work of Tonguz
et al. [28]. In our simulations the link selector will choose the network which pro-
vides the following characteristics, in this order: network with lowest message
delay; network with highest throughput; network with lowest packet loss in all
base stations.

Simulations aimed to evaluate the average handover time and the distribution
of connections among network interfaces. Therefore, we chose to not have any
node out of reach of any access point. The architecture was evaluated using four
metrics: throughput, packet loss, packet delay time, and the handover time.

For the simulation scenario we used: the RandomWaypoint mobility model,
50 vehicles using the overlay support for collaborative virtual environments, as
well as a wired node and a router connecting two base stations (one Wi-Fi and
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one LTE). We used the default parameters of the modules NS3 to configure both
the LTE and the WI-FI base stations. These base stations were in the middle
of the map, which is 5,000 x 5,000 meters. We conducted several tests with the
speed of the vehicles set to 5, 10, 15, 20, and 25 meters per second. At the
beginning of each test, all nodes were connected to the LTE access point. We
performed 10 simulations for each scenario and we calculated 99% confidence
intervals. Some intervals do not appear in the figures because they are too small,
though.

Figure 4 shows the average throughput of each interface. We observe that the
proposed architecture has a better balance between wireless networks, because
the extension of 802.21 protocol provided more relevant information about the
state of the network. In other words, the extension of 802.21 provided important
data for the best selection of the network, so that the application requirements
could be guaranteed. However in the case where we only use the PMIPv6 pro-
tocol, most of the connections were managed by the LTE, since the handover
mechanism did not have enough information to make the best network choice.

Fig. 4. Throughput per Network Interface

As show in Figure 5, the mechanism that uses the extension of 802.21 protocol
provides a little better throughput in the network due to the low packet loss at
the time of the handover, and also due to low packet loss during the exchange
between areas of interest in the virtual environment. We also observe a drop in
network throughput when the speed increases to 25 m/s. This occurs because
there is an increase in the number of lost packets, as seen in Figure 6.

The amount of lost packets over the network was higher when using only the
PMIPv6. It presented more packet losses during the exchange from an area of
interest to another in the virtual environment, and also during handover. This
occurs because the architecture with only the PMIPv6 protocol spends more time
in searching who is using the same application, besides the higher handover time
compared to our architecture, as shown in Figure 7.
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Fig. 5. Throughput

Fig. 6. Packet Loss

Besides the data showed in the figures, we also observed in the simulations
that for vehicles with a speed of 20 m/s there was an average of 96 disconnections
due to the handover, with an average disconnection time of 0.008s. The mecha-
nism that uses only the PMIPv6 protocol presented 54 percent more packet loss
on average than the 802.21 protocol at the time of handover, with an average
delay of more than 1.7s.

Figure 7 shows that the handover time of the proposed mechanism, which
uses the extension of 802.21 protocol, is smaller than the other mechanism,
because the extension of 802.21 protocol eliminates the need for some messages
at the time of changing to a new network. The handover time caused a small
impact on the packet delay, as shown in Figure 8. We can observe from this
figure that the mechanism that used only the PMIPv6 presented greater delay
in the delivery of packets than the proposed mechanism. This occurs due to
the different handover times and also due to the amount of lost packets, which
require some retransmissions.
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Fig. 7. Handover Time

Fig. 8. Packet Delay

In summary, the graphs shown that the proposed architecture achieved a
better balance between connections, a shorter handover time, and also smaller
packet delay compared to the architecture that only has the PMIPv6 protocol.
This improvement is fundamental for the interactivity, which refers to the delay
between the generation of an event in a node and the time at which other nodes
become aware of that event. Also, it influences consistency, which regards to
uniformity of the current virtual world state viewed by all participants.

6 Conclusion

We present and evaluate a wireless multi-access network architecture for vehic-
ular networks to support collaborative virtual environments. The architecture
considers people on the move using applications of virtual world representation
without losing the connection, switching between different access networks.
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The architecture and the proposed extension of the 802.21 protocol presented
a better performance than using only the PMIPv6 protocol, showing shorter han-
dover times and lower packet loss due to elimination of some messages when per-
forming the search for new networks. An increase of packet losses in the PMIPv6
occurs during the periods of disconnection, as well as during handover. With the
management and use of the extension of the 802.21 protocol and its additional
information, a better balance between networks was obtained. Thus, the link
selection mechanism can make better decisions when performing handover.

As future work we intend to perform new simulations to verify the impact
in the time inconsistency of the virtual environment. The next handover mecha-
nism will be the diagonal, which allows to use more than one network interface
simultaneously, thereby increasing the rate of packet delivery.
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