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Abstract

In this paper, we introduce a new image descriptor for

broad Image Categorization, the Progressive Randomiza-

tion (PR), that uses perturbations on the values of the Least

Significant Bits (LSB) of images. We show that differ-

ent classes of images have a distinct behavior under our

methodology, and that using statistical descriptors of LSB

occurrences and enough training examples, the method al-

ready performs as well or better than comparable existing

techniques in the literature. With few training examples, PR

still has good separability, and its accuracy increases with

the size of the training set. We validate our method using

four image databases with different categories.

1. Introduction

Image Categorization is the body of techniques that dis-
tinguish between image classes, pointing out the global se-
mantic type of an image. Here, we want to distinguish the
class of an image (e.g.,
Bayesian network to distinguish indoor from outdoor im-
ages [11, 18]; histogram and DCT coefficients features
to differentiate city images from landscape images [19];
bag of features [13, 10, 8]; and first- and higher-order
wavelet statistics to distinguish photographs from photo-
realistic images [12]. In addition, Fei-Fei et al. [4] have
used a Bayesian approach to unsupervised one-shot learn-
ing of object categories; Heidemann [9] has presented an

approach to establish image categories using histograms,
colors and shape descriptors with an unsupervised learning
With fewer training examples, the method also provide very
good performance and interesting properties for association
with other image descriptors for broad images categoriza-
tion purposes such as those described earlier in this paper.

In order to validate the multiclass classification as a com-
plete self-contained classification procedure, we have used
a 40,000-image database with 12,000 outdoors, 10,000 in-
doors, 13,500 art photographs, and 4,500 computer gener-
ated images (CGIs). with three different classification ap-
proaches: Naı̈ve Bayes Dense Codes using the binary clas-
sifier Bagging of Linear Discriminant Analysis (NBDC-
BLDA), All Pairs majority voting of the binary classifier
BLDA (All-Pairs-BLDA), and SVMs [1]. In addition, we
have tested the PR descriptor in three other categorization
scenarios: one to provide another interpretation of the first
experiment, one for 3,354 FreeFoto images categorization
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into nine classes and finally, one for categorizaton of 2,950
image of fruits into 15 classes.

2. Progressive Randomization descriptor (PR)

Small perturbations in the LSB channel are impercepti-
ble to humans [21] but are statistically detectable for image
analysis. Some researchers have used LSBs for Steganaly-
sis [6, 17]. Here, we introduce the Progressive Randomiza-
tion descriptor for Image Categorization. It is a new image
descriptor that captures the difference between broad-image
classes using the statistical artifacts inserted during the per-
turbation process. Our experiments in Section 3 demon-
strate that different types of images do have a distinct be-
havior under the PR.

Algorithm 1 summarizes the three stages of PR applied
to Image Categorization: the randomization process (Sec-
tion 2.2); the selection of feature regions (Section 2.3); and
the statistical descriptors analysis (Section 2.4).

Algoritm 1 The PR descriptor
Require: Input image I; Percentages P = {P1, . . . Pn};

1: Randomization: perform n LSB pixel disturbances

of the original image ⊲ Sec. 2.2

{Oi}i=0...n. = {I, T (I, P1), . . . , T (I, Pn)}.

2: Region selection: select r feature regions of each im-
age i ∈ {Oi}i=0...n ⊲ Sec. 2.3

{Oij} i = 0 . . . n,

j = 1 . . . r.

= {O01, . . . , Onr}.

3: Statistical descriptors: calculate m descriptors for
each region ⊲ Sec. 2.4

{dijk} = {dk(Oij)} i = 0 . . . n,

j = 1 . . . r,

k = 1 . . . m.

4: Use {dijk} ∈ R
(n+1)� r� m in your favorite machine

learning black box.

2.1. Pixel perturbation

Let x be a Bernoulli distributed random variable with
Prob{x = 0}) = Prob({x = 1}) = 1/2, B be a sequence
of bits composed by independent trials of x, p be a percent-
age, and S be a random set of pixels of an input image.

Given an input image I of |I| pixels, we define the LSB
pixel perturbation T (I, p) the process of substitution of the
LSBs of S of size p × |I| according to the bit sequence B.
Consider a pixel pxi ∈ S and an associated bit bi ∈ B

L(pxi)← bi for all pxi ∈ S. (1)

where L(pxi) is the LSB of the pixel pxi.

2.2. The randomization process

Given an original image I as input, the random-
ization process consists in the progressive application
I, T (I, P1), . . . , T (I, Pn) of LSB pixel disturbances. The
process returns n images that only differ in the LSB from
the original image, and are identical to the naked eye.

The T (I, Pi) transformations are perturbations of differ-
ent percentages of the available LSBs. Here, we use n = 6
where P = {1%, 5%, 10%, 25%, 50%, 75%}, Pi ∈ P de-
notes the relative sizes of the set of selected pixels S. The
greater the LSB pixel disturbance, the greater the resulting
LSB entropy of the transformation (Figure 1).
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Figure 1. Average entropy behavior for images of each category
under the PR descriptor.

2.3. Feature region selection

Local image properties do not show up under a global
analysis [21]. We use statistical descriptors on local regions
to capture the changing dynamics of the statistical artifacts
inserted during the randomization process (Section 2.2).

Given an image I , we use r regions with size l× l pixels
to produce localized statistical descriptors. In Figure 2, we
show the m = 8 overlapping regions we use in this paper.
The curse of dimensionality keeps us from adding too many
regions — we have found out, experimentally, that eight
regions are a good tradeoff.
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Figure 2. The eight overlapping regions used in the experiments.



2.4. Statistical descriptors

The LSB perturbation procedure changes the contents of
a selected number of pixels and induces local changes of
pixel statistics. An L-bit pixel spans 2L possible values,
and has 2L� 1 classes of invariance under pixel perturba-
tions (Section 2.1). Let’s call these invariant classes pair of

values (PoV).
When we disturb all the available LSBs in S with a se-

quence B, the distribution of 0/1 values of a PoV will be the
same as in B. The statistical analysis compares the theoret-
ically expected frequency distribution of the PoVs with the
observed ones after the perturbation process. We apply the
χ2 (chi-squared test) [22] and UT (Ueli Maurer Universal
Test) [14] to analyze the images.

2.4.1 χ2 test

The χ2 test [5] compares two histograms fobs and fexp.
Histogram fobs represents the observations and fexp repre-
sents the expected histogram. The procedure computes the
sum of the square differences of fobs and fexp divided by
fexp,

χ2 =
X

i

(fobs
i − fexp

i )2

fexp
i

. (2)

2.4.2 Ueli test

The Ueli test (UT ) [14] is an effective way to evaluate the
randomness of a given sequence of numbers. UT splits an
input data S into n blocks. For each block bi, it analyzes
each of the n−1 remaining blocks, looks for the most recent
occurrence of bi, and takes the log of the summed temporal
occurrences. Let B(S) = (b1, b2, . . . , bN) be a set of n
blocks such that ∪8bi

= S. Let |bi| = L be the block size
for each i and |B(S)| = N be the number of blocks. We
define UT : B(S)→ R

+ as a function

UT (B(S)) =
1

K

Q+KX

i=Q

lnA(bi), (3)

where K is the number of analyzed bits (e.g., K = N ), Q
is a shift in B(S) (e.g., Q = K

10 [14]), and

A(bi) =

(
i 6 ∃i0∈ N, i0 < i→ bi′ = bi,

min{i0: bi′ = bi} otherwise.

3. Experiments and results

In this section, we describe how we train, test and
validate PR descriptor for Image Categorization. We
validate the multiclass classification as a complete self-
contained classification procedure in Experiment 1. In
that experiment, we use a 40,000-image database with

12,000 outdoors, 10,000 indoors, 13,500 art photographs,
and 4,500 computer generated images (CGIs) with three dif-
ferent classification approaches.

The images in Experiment 1 come from five main
sources: Mark Harden’s Artchive1, the European Web
Gallery of Art2, FreeFoto3, Berkeley CalPhotos4, and from
The Internet Ray Tracing Competition (IRTC)5. Figure 3
show some examples of each category.

Outdoors Indoors CGIs Arts

Figure 3. Outdoors × Indoors × CGIs × Arts.

We also validate the PR descriptor in three other cate-
gorization scenarios. In Experiment 2, we provide another
interpretation of Experiment 1 using a second carefully as-
sembled image database. In Experiment 3, we perform
a 9-class image categorization using 3,354 FreeFoto pho-
tographs. Finally, Experiment 4, we perform a 15-class
image categorization using 2,950 images of fruits.

3.1. Experiment 1

We compare our method to the state of the art two-class
separation approaches in the literature [3, 12, 11, 18, 16]
using a simple Bagging ensemble of Linear Discriminant
Analysis (BLDA) [7]. Furthermore, we also perform
multiclass image-categorization, separating Outdoor pho-

tographs, Art images, Photorealistic Computer Generated

Images, and Indoors photographs. Here, we use the BLDA
classifier with 13 iterations and 10-fold cross validation.

3.1.1 Two-class classification

Cutzu et al. [3] have addressed the problem of differen-
tiating photographs of real scenes from photographs of
art works. They validated over a database with 6,000 pho-
tographs from FreeFoto and 6,000 photographs from Mark
Harden’s Artchive and from Indiana Image Collection6.

The authors have used color and intensity edges, color
variation, saturation, and Gabor features in a complex clas-
sifier. We use a similar image set reported in [3]. We have
selected 12,000 photographs and 13,500 art photographs to-
talizing 25,500 images.

1http://www.artchive.com
2http://www.wga.hu
3http://www.freefoto.com
4http://calphotos.berkeley.edu
5http://www.irtc.org
6http://www.dlib.indiana.edu/collections/dido



NBDC-BLDA Predictions

Arts CGIs Indoors Outdoors

Arts 88.3% ± 1.13% 5.48% ± 0.53% 6.22% ± 0.81% 0.00% ± 0.00%
CGIs 30.0% ± 2.08% 57.0% ± 2.07% 13.0% ± 1.22% 0.00% ± 0.00%

Indoors 8.17% ± 0.59% 6.34% ± 0.37% 85.47% ± 0.65% 0.02% ± 0.03%
Outdoors 0.00% ± 0.00% 0.10% ± 0.14% 0.00% ± 0.00% 99.9% ± 0.14%

Table 1. Experiment 1. PR multiclass Image Categorization using NBDC-BLDA.

All-Pairs-BLDA Predictions

Arts CGIs Indoors Outdoors

Arts 89.4% ± 1.04% 4.41% ± 0.49% 6.16% ± 0.80% 0.00% ± 0.00%
CGIs 33.66% ± 2.36% 53.3% ± 2.09% 13.0% ± 1.22% 0.00% ± 0.00%

Indoors 8.97% ± 0.54% 5.58% ± 0.34% 85.44% ± 0.62% 0.01% ± 0.03%
Outdoors 0.00% ± 0.00% 0.06% ± 0.07% 0.02% ± 0.05% 99.9% ± 0.11%

Table 2. Experiment 1. PR multiclass Image Categorization using All-Pairs-BLDA.

SVM Predictions

Arts CGIs Indoors Outdoors

Arts 86.4% ± 1.16% 2.10% ± 0.43% 11.5% ± 0.85% 0.00% ± 0.00%
CGIs 36.2% ± 2.32% 45.3% ± 1.55% 18.2% ± 1.34% 0.20% ± 0.20%

Indoors 17.5% ± 1.28% 4.90% ± 0.41% 77.6% ± 1.47% 0.00% ± 0.00%
Outdoors 0.02% ± 0.03% 0.37% ± 0.18% 0.01% ± 0.03% 99.6% ± 0.21%

Table 3. Experiment 1. PR multiclass Image Categorization using SVM.

same place. There is no intersection among the images in
this scenario with the scenario presented in Experiment 1.
In this experiment, there are at least 400 different cam-
eras with many different compression scenarios. Figure 6
presents the results using the All-Pairs BLDA multiclass ap-
proach with 13 iterations.

We show that the results using PR descriptor are not bi-
ased due to possible different compression levels. The re-
sults are better than the priors of each class (about 25%
per class), so we how the PR descriptor provides separa-
tion among classes. Even with few training examples, the
descriptor still presents a good performance. The more ex-
amples we provide in the training phase, the better the clas-
sification performance (Figure 6).

3.3. Experiment 3

Here, we select 3,354 images from FreeFoto and divide
them into nine classes8. Figure 7 shows some examples of
each category. Sky and Clouds category represents sunny
and clear days. Cummulonimbus Clouds comprises images
associated with heavy precipitation and thunderstorms. The
other categories are self explanatory.

We do not pre-process any image. All images come from
FreeFoto and were originally stored in JPEG format with 72
DPIs using similar compression levels. Figure 8 presents
the results for this experiment using the All-Pairs BLDA
multiclass approach with 13 iterations.

The PR descriptor generalyzes from the priors (about 1
9

8The source path of each image can be supplied under requirement.

Trees / Forests Ocean Sky and Clouds Flowers Leaves

Sunrise / Sunset Commulonimbus Snow Mountains Water Streams

Figure 7. 9 FreeFoto categories.

for each category). The accuracy increases with the number
of training examples (left plot of Figure 8). The more im-
ages in the training phase, the more accurate the classifica-
tion. This suggests that PR descriptor can be combined with
other image descriptors for categorization purposes. The
average standard deviation σ is bellow 5%. For all classes,
the classification results are far above the expected priors
(2σ minimum).

3.4. Experiment 4

In this experiment, we perform categorization of images
of fruits and we want to show that the PR results are not
biased due to camera properties. Here, we have used the
same camera and setup in the capture. The JPEG compres-
sion level is the same for all images.

We personally acquired the 2,950 images at our local
fruits and vegetables distribution center (CEASA), using a
Canon PowerShot P1 camera, at a resolution of 1024× 768
against a white background. Figure 9 depicts the 15 dif-
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Figure 11. Experiment 4. Fruits categorization using All-Pairs BLDA(13) .:. 15 classes. Left plot: average performance for variable
training sizes. Right plot: class’ performance for 140-sized training sets.

other classes, and that Indoors and Arts are harder to dif-
ferentiate amongst each other, as both use artificial illumi-
nation.

To show that the separability is not due to different pat-
terns of luminance/color amongst classes, we have devised
an experiment to measure the expected value of the Ueli
descriptor conditioned to the luminance of the region.

We use a local sliding window to calculate local lumi-
nance and Ueli, and compute them on all possible 32× 32-
pixel windows in 300 examples of each class to estimate the
E[UT |Lum, Class], the conditional expectation of Ueli for
given luminance and class.

We approximate the continuous function using his-
tograms of expected values of UT for each class HE

i ,
i ∈ {Outdoor, Indoor}

HE
i ← E[Ueli|L ∈ 1 . . . 255], (4)

where E[.] is the statistical expectation, and L is the lumi-
nance such that L = (0.3 ∗R) + (0.59 ∗G) + (0.11 ∗B).

The upper plot of Figure 12 displays the Ueli conditional
expectation for unmodified Outdoors and Indoors classes.
There is a consistent difference between classes, showing
that the separability of the LSB statistical descriptors is not
due to different class patterns of luminance.

We also observe the effect of the limited dynamic range
on the statistical descriptor. Luminance components that
are too small are squished to zero, while color components
that should be very high are clamped to the maximum (255
in the 8-bit case). In these extreme cases, there is no ran-
domness, and the Ueli value goes down to zero. As we cal-
culate the expected values in sliding windows, the decrease
along the borders of the dynamic range demonstrate the de-
crease of the randomness as more elements of the window
are clamped to an extreme value.

Further validation with high dynamic range cameras, and
with illumination controlled experiments (both out of the

scope of this work), would help us have a better understand-
ing of the technique.

5. Conclusion and remarks

We have introduced a methodology that captures the
changing dynamics of the statistical artifacts inserted during
a perturbation process in each of the broad-image classes of
our interest.

We have applied and validated the Progressive Ran-
domization framework to the Broad-Images Categorization

problem. Unlike other approaches of the literature, our
method works in a multiclass scenario and differentiates
several broad-classes of images using a single descriptor
that has a relatively small dimension.

The most important features in the PR descriptor are its
low dimensionality and its unified approach for different ap-
plications (e.g., the class of an image, the class of an object
in a restricted domain) even with different cameras and il-
lumination.

We have showed, experimentally, that different classes
do have a distinct behavior under PR. Our conjecture is that
the interaction of different light spectrum with the camera
sensors induces different patterns in the LSB field. PR does
not consider semantical information about scenes.

With enough training examples, the PR descriptor can be
used as a complete self-contained classification procedure.
However, huge training sets are not always available. In this
case, with few training examples, PR descriptor presents
two interesting properties that indicate that it can be com-
bined with other image descriptors such as those described
earlier in this paper. First, it generalyzes from the priors
even for small training sets. Second, the accuracy increases
with the number of training examples.

Here, we illustrate the use of PR descriptor using LSB
statistics. However, we can use other image channels be-
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Figure 12. Dynamic ranges of the conditional Ueli descriptor given the luminance variation. Original image set, and the same image set
with perturbations of 10%, 25%, and 50%, respectively. The plots are in different scales.

sides the LSB. Also, we can select image regions rich in
details and analyze how they are affected using PR descrip-
tor. Furthermore, we can use other statistical descriptors
besides χ2 and UT such as kurtosis and skewness.

Future work include the application of PR to detect art-
forgery, and to perform analysis and recognition of the type
of sensor that took a picture.
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