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Abstract— The ever-increasing number of gadgets being used
to create digital content, as well as the easiness in sharing, editing,
and republishing this content, brings the problem of dealing with
a large amount of digital objects (e.g., images or videos) whose
content is very similar. Some issues faced by investigators of
digital crimes when analyzing this type of data include finding
the original source of a suspect image, and the responsible for
first publishing it. It is also challenging to determine how these
objects are related to each other. Recent efforts in developing
algorithms to find automatically the underlying relationship
among groups of digital media objects with similar content have
been explored in the multimedia phylogeny field. A tree structure
is used to represent the relationship among these objects, inspired
by the phylogenetic trees in biology. Discovering whether these
objects came from the same source or from different sources is
fundamentally a clustering problem: 1) related objects belong
to the same cluster (tree) and 2) unrelated objects should fit in
different clusters. In this paper, we address the problem of finding
these clusters in sets of semantically similar images, prior to tree
reconstruction. We propose the combination of manifold learning
and spectral clustering approaches, which have been successfully
used in different applications embedding the original data into
a lower, but meaningful, dimensional space. Experiments with
more than 40 000 test cases show that the proposed approach
improves the accuracy in finding the correct number of trees in
the set, as well as the reconstruction of the phylogeny trees.

Index Terms— Image forensics, multimedia phylogeny,
manifold learning, phylogeny forests, spectral clustering.

I. INTRODUCTION

DATA clustering is one important strategy to deal with
a large amount of unlabeled data. The main goal of

clustering is to distinguish to which group (cluster) each
data item belongs, usually based on some similarity measure
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calculated among them. Therefore, objects in the same cluster
have higher similarity to each other than to objects assigned
to a different one. Due to its importance, methods for finding
good clusters have been the focus of investigation from several
researchers [1]–[5].

In this work, we take advantage of data clustering
techniques in the multimedia analysis context, as a first and
important step to further improve algorithms in multimedia
phylogeny [6]. Inspired on the study of the evolutionary history
of an organism or a group of organisms in Biology, multimedia
phylogeny aims at finding the evolutionary structure that better
describes the history of modifications of a set of digital objects.
In this sense, clustering is helpful to group objects coming
from the same source (root), while placing unrelated objects in
other clusters, as they probably belong to a different phylogeny
tree. With improvements in this step, the performance of
the algorithms for phylogeny trees reconstruction increases
as a consequence. When there are m different trees to be
reconstructed, the problem is known as phylogeny forests
reconstruction [7], [8]. Nevertheless, if there is only one tree
in the group, the algorithm should also make this distinction.

Our main goal is the reconstruction of image phylogeny
forests, considering images that inherit content from a single
parent (i.e., an image resulting of the composition of more
than one source is not included). A new approach using
manifold learning and spectral clustering is devised to obtain
a better representation of the data points distribution and,
hence, produce good image clusters. Both are graph-based
approaches that work with the idea of dimensionality
reduction, that is, the mapping of data from a high-dimensional
space D onto a lower dimension d . In general, through
dimensionality reduction methods, it is possible to simplify
the original problem, eliminate redundancy, and improve data
visualization.

Finding the low dimensional structure embedding the
original high-dimensional data is a strategy that has been
used in many research domains. In Computer Vision, for
instance, it can be used for shape, appearance, and motion
parametrization [9]–[11], face recognition [12], [13], or image
categorization [14]–[16], with data sets consisting of a large
number of samples, each of them composed by several
features. More recently, dimensionality reduction has also
found applications in Deep Learning, for performing
semi-supervised learning [17], and for learning the manifold
of 3D brain images [18].

In Figure 1, we present an overview of our proposed
approach. Similar to other algorithms in image phylogeny,
we begin with a set of n semantically similar images, from
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Fig. 1. Our algorithm starts with a set of n semantically similar images, from which we do not have any knowledge about their phylogenetic relationship.
(a) A dissimilarity function dissim(Ii ,I j ) calculates the amount of residual between the best transformation of Ii to I j , for all pairs (i, j) of images, resulting
in an n × n asymmetric matrix M (small values indicate a closer and more plausible relationship). (b) These values are used to construct a neighborhood
graph, from which we (c) calculate the shortest-path distances between all pairs of nodes, resulting in a new n × n matrix of distances S. (d) By applying
spectral clustering on S, we calculate the number of connected components k, and cluster the images in a lower dimension (n × k) using k-means algorithm.
Finally, in (e) we reconstruct each IPT using a minimal spanning tree algorithm [6], [19].

which we do not have any knowledge about how they are
related to each other. The algorithm starts with (a) the
calculation of the dissimilarity between each pair of images,
generating an n × n asymmetric dissimilarity matrix M .
Previous works in IPFs [7], [8] go directly to Step (e), sorting
the dissimilarity values, and using a threshold to delimit
the number of edges used to reconstruct the forest. In our
proposed approach, we add new steps to this pipeline, using
the dissimilarity values to (b) construct an intermediary graph
representation, using the input data points as vertices of the
graph, and whose edges are defined according to a proximity
criteria (k-NN or ε-neighborhood, for instance). Subsequently,
we (c) calculate the shortest-path distance between all pairs of
points, resulting in a new matrix of distances. This matrix is
used to (d) determine the number of connected components k
of the graph, that is, the set of its connected subgraphs, which
is equivalent to partition the graph in k clusters. Afterwards,
as we have the images correctly grouped, we can finally
reconstruct the phylogeny forest using a minimal spanning tree
algorithm. The phylogeny trees are graphically represented
by directed acyclic graphs (DAGs), as Figure 1 (e) depicts,
in which the reconstructed forest is composed by two trees.
Nodes E and F are the roots of these trees, and the directed
edges show the direction of the parent-child relationship.

II. DEFINITIONS AND NOTATIONS

In this section, we present an overview on multimedia
phylogeny, along with a general idea of how manifold learning
and spectral clustering algorithms are used herein.

A. Multimedia Phylogeny

Over the past years, it is noteworthy the exponential increase
of data being published every day on the Internet. These
include not only new content, but also exact copies of digital
documents, as well as their modified versions in different
levels of editing. Early works exploring a tree structure
to represent the relationship among transformed versions of
a document include the approach of Joly et al. [20] for

content-based copy detection of videos, and the work of
Kender et al. [21], which makes an analogy of how videos
from YouTube evolve in the Internet from a genetic viewpoint.

Multimedia phylogeny emerged in this scenario as a new
approach to infer ancestor and descendant relationships among
objects from the same population, going beyond conventional
near-duplicate detection methods [6]. Solutions in this field can
be strategically used in several applications, such as tracing the
illegal distribution of copyrighted multimedia files or finding
the original document among a set of related ones.

Consider, as an example, the case of an image I being
published by one user in a social network. After some time,
other users may download this image and create new versions,
by changing its color or applying any combination of image
transformations, such as cropping, scaling, rotation, etc.
All near-duplicates generated from I may also be downloaded
and modified again by other users, in an uncontrolled manner.
This continuous process creates several ramifications, but
with each step retaining the transformations applied in
previous steps, creating a parent-child relation among
the near duplicates. Multimedia phylogeny analyzes this
evolutionary process, looking for causal and ancestry
relationships, the type of transformations, and the order in
which they were applied [6]. Although being a relatively
new research field, several approaches have been developed
targeting at different phylogenetic structures and media types,
such as Image Phylogeny Trees (IPTs) [6], [22], [23] and
Forests (IPFs) [7], [8], multiple parenting relationships [24],
large-scale scenarios [25], audio phylogeny [26], and video
phylogeny [27], [28].

In image phylogeny, the relationships among a set of related
digital objects are represented by DAGs, with weights on each
directed edge, calculated from the dissimilarity function

dissim(Ii ,I j ) = min
T−→

β

|I j − T−→
β

(Ii )| point-wise comparison L,

(1)
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for all possible values of the parameter
−→
β in a family of

transformations T [6]. This function measures the amount of
residual between the best transformation from image Ii to
image I j , according to T , and I j itself. Currently, T includes
re-sampling, cropping, affine transformation, brightness and
contrast changes, gamma correction, and compression [6].

To estimate
−→
β , feature points are calculated for each pair

of images, using SURF [29]. Affine warping and cropping
parameters for image Ii with respect to I j are robustly
estimated using RANSAC [30], and pixel color normalization
parameters are calculated using the color transfer technique of
Reinhard et al. [31]. Then, one of the images is compressed
with the same compression parameters as the other. Finally,
both images are uncompressed and the point-wise comparison
L is made by using the standard minimum squared error. More
details can be found in previous works [6]–[8].

Since the result of some of the operations appplied on the
images are not symmetric (an image that underwent cropping
or lossy compression is probably descendant from one that
has not, for instance), the result is an asymmetric dissimilarity
matrix M , with smaller values for similar images and larger
values for more distinct images (with more significant trans-
formations). As a subsequent step, those values are used to
reconstruct a phylogenetic tree, using either heuristic-based [6]
or optimum branching solutions [19], [23].

When dealing with multiple objects having similar
semantic content but that are not directly related to each other
(e.g., images taken at different points in time or with different
cameras), instead of one tree, several trees (a forest) exist in
the set being analyzed. To deal with this type of structure,
it is possible to either give to the algorithm the number k
of trees to reconstruct, or use a strategy to automatically
decide this number. Since it is very unlikely k is known
in real-case scenarios, a robust approach should be able to
correctly identify if the set is composed by only one or by
several trees, without requiring any input from the user.

In the literature, IPF approaches were developed upon
the existing IPT framework [6], [23], with strategies
devised to automatically find k. They extended the
heuristic-based solution Oriented Kruskal to the Automatic
Oriented Kruskal (AOK) [7], and the Optimum Branching
approach to the Automatic Optimum Branching (AOB) and
Extended Automatic Optimum Branching (E-AOB) [8]. These
approaches introduce a threshold γ to control the number of
edges to be included in the forest, whose calculation is based
on the variance of processed edges. Results were promising,
specially when considering a fusion of the aforementioned
approaches [8].

In this context, it is worth mentioning that there are
two tasks of utmost importance when dealing with IPFs:
(i) finding the correct number of trees and (ii) grouping
elements belonging to the same tree on the same clus-
ter. Both tasks are interconnected and directly affect the
IPF reconstruction.

Through controlled experiments, Dias et al. [7] showed
that when the Oriented Kruskal algorithm is fed with the
correct number of trees k, it can successfully find the roots
of the trees in 90.0% of the cases when the semantically

similar images come from the same camera, and in 91.7% for
images from multiple cameras (for forests up to five trees).
Without knowing k, the performance decreases with the
number of trees. On the other hand, experiments performed
by Costa et al. [8] showed the importance of having the
correct separation of the image groups: with AOB algorithm,
the optimum branching B is first split into k groups, each
group corresponding to one tree in the forest. Although it was
possible to correctly estimate the number of trees, the topology
of each individual tree was not accurate in some cases, since
it had been done considering all edges of B . Nonetheless,
since the images were already separated in groups, an iterative
execution of the optimum branching algorithm in each group
separately (E-AOB) was enough to solve this problem.

In this paper, we focus on the development of a new
approach for IPFs toward obtaining the correct number of
trees k prior to the reconstruction step. Earlier, there was
not an explicit image clustering phase; the nodes of the trees
were simply connected according to a threshold γ. Once this
threshold was reached, the topology of the trees were already
set, with exception of E-AOB, which had an additional step
for refining the trees. AOB played the role of grouping the
images to be used as input to E-AOB algorithm which, in turn,
improved the results by analyzing each group individually
to reconstruct its corresponding tree. That was our first hint
toward the design of a new approach that could better capture
the nature of the relationship among the images.

B. Manifold Learning

Manifold learning is a mathematical tool for Nonlinear
Dimensionality Reduction (NLDR), whose main goal is the
projection of one topological space onto another, in which the
data distribution is more regular than originally [32]. More
formally, given a data set X with n samples xi , ..., xn ∈ R

D

embedded on a manifold M, manifold learning consists
in finding the corresponding coordinates yi , ..., yn ∈ R

d

(d < D), through a mapping f : x �→ y that preserves certain
properties of M. This strategy has been successfully applied
to a number of applications in face recognition [33], [34],
hyperspectral image classification [35]–[37], speech
processing [38], [39], and motion tracking [40].

Approaches for learning nonlinear manifolds can be either
global or local, depending on which geometric characteristics
are preserved. Some examples are Isomap [41], LLE
(Local Linear Embedding) [42], Laplacian Eigenmaps [43],
Diffusion Maps [44], Hessian Eigenmaps [45], and their
variations [46]–[50]. It is possible to summarize these
algorithms in three steps:

1. Search the nearest neighbors of each data point,
and construct a weighted graph representing this
neighborhood;

2. Transform this graph into another representation, keeping
local or global properties in the manifold;

3. Compute the low dimensional graph-embedding.
Step (1) finds which points are neighbors on M, according

to some criteria (usually k-NN or ε-neighborhood). The result
is a weighted graph G = (V , E), with the vertices V being the
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input data points X , and E indicating the set of edges e(i, j)
connecting neighbor points (xi , x j ). The weight w(xi , x j ) of
each edge can be the distance between each pair of points, as
measured by the Euclidean distance, for instance.

In Step (2), the main goal is to transform this data into a
suitable input for the next step, in a global (preserving the
geometry of the data at all scales), or in a local manner (small
neighborhood), in the form of a square symmetric matrix, also
called feature matrix [51]. For instance, Isomap computes a
global optimal approach by constructing an embedding using
the length of the shortest path between all pairs of vertices
in G, returning an n ×n symmetric matrix of graph distances.

Lastly, in Step (3), a low dimensional graph-embedding is
computed, using the set of eigenvectors associated with the
top or bottom few eigenvalues of the feature matrix.

Among the aforementioned approaches, Isomap is the
simplest NLDR method. Once the nearest-neighbor graph is
constructed, Isomap estimates the geodesic distance between
all pairs of points, that is, the length of the shortest curve on
the manifold connecting two points [48]. These distances are
stored in a new n × n matrix S, in which the final step of
graph embedding is performed by applying multidimensional
scaling (MDS) [52]. We take advantage of the simplicity and
intuitiveness of Isomap, and use its main idea as a foundational
step for our approach, keeping its first and second step: the
neighborhood graph construction and the calculation of the
geodesic distances. In addition, as it tends to give a more
faithful representation of the global structure of the data, it is
more appealing for the phylogeny forests clustering problem.
To complete our proposed approach and solve the third step
mentioned above (graph embedding), we use the matrix of
distances S as input to a spectral clustering algorithm, building
an undirected weighted graph, and mapping its nodes onto
the spectral space formed by the smallest eigenvectors of the
Laplacian of this graph, further discussed in Section II-C.

C. Spectral Clustering
Spectral clustering (SC) has its origin on the spectral graph

theory, a field dedicated to the study of graphs through the
eigenvalues and eigenvectors of matrices naturally associated
with them [53], [54]. Spectral methods are closely related
to manifold learning and dimensionality reduction, as these
approaches include the solution of a sparse eigenvalue
problem.

The core idea of SC is to consider clustering as a graph
partitioning problem, i.e., a graph is divided into k disjoint
groups such that nodes more similar to each other remain
connected. Since it makes few or no assumptions regarding
the shape of the clusters, SC became a popular approach,
being able to handle clusters with convex regions, intertwined
spirals, arbitrary nonlinear shapes, and clusters with holes,
outperforming traditional clustering algorithms such as
k-means [55], [56]. Some applications where it has been
successfully used include image segmentation [57], [58],
clustering of words [59], [60], and medical image
analysis [61].

The main tool used in spectral clustering is the Laplacian
matrix L, which is a matrix representation of a graph G,

basically defined by the difference of the diagonal matrix of
the vertex degrees of G and its adjacency matrix [62], [63].
The eigenvalues and eigenvectors of L are used to find
many properties in the graph [53]–[56]. For instance, one
important property directly related to the IPF problem and
spectral clustering is the multiplicity of the 0 eigenvalue – it
corresponds to the number of connected components in the
graph, which is a good estimate of the number of clusters
(trees) of the IPF being analyzed.

In general, SC algorithms follow the steps below:
1. Construct an undirected similarity graph including all data

points as nodes of this graph;
2. Embed the data points into a lower dimensional space d ,

using the eigenvalues and eigenvectors calculated from
the graph Laplacian;

3. Cluster the data points in d using k-means, for instance.
In Step (1), the algorithm receives as input an n × n

symmetric similarity or affinity matrix A, whose values deter-
mine how close two points are in the space. A common
approach to measure the affinity between the points uses
the Gaussian kernel based on the Euclidean distance, with
width σ to control the size of the neighborhood. To construct
the similarity graph, k-NN or ε-neighborhood can be applied
on A to connect the closest neighbors, with the nodes of
the graph being the input data points, and the weight of
the edges being their similarity values. Once the graph is
constructed, the Laplacian of this graph can be calculated.
In its standard version, spectral clustering uses the normalized
graph Laplacian to transform data before clustering [55],
which is given by

L = D
−1/2

G × (DG − W ) × D
−1/2

G . (2)

In this equation, DG is a diagonal degree matrix whose
element DG (i, i) is the sum of the i -th row of a n × n weight
matrix W , which can be either an adjacency matrix or a matrix
containing the similarity values.

With the calculation of the eigenvalues λi in Step (2), such
that 0 = λ1 ≤ λ2 ≤ ... ≤ λn , the number of clusters k of the
set can be obtained by checking the multiplicity of λi that are
equal to 0. Subsequently, the corresponding k eigenvectors vi

of λ1 to λk are used to project the data onto a lower
dimensional space, using a matrix U ∈ R

n×k containing the
eigenvectors v1 to vk as columns. Let (ui )i={1..n} ∈ R

k be
the vector corresponding to the i -th row of U . In Step (3),
cluster ui using k-means algorithm, for instance, with each
point being classified in one of the output clusters U1, ..., Uk .

As spectral clustering uses the top eigenvectors of a
feature matrix, in our implementation, we simply consider the
geodesic distance matrix S calculated by the two first steps in
Isomap as being our affinity matrix A. All subsequent steps
follow the standard SC algorithm, whose output are clusters
that correspond to the trees of the image phylogeny forest.

III. IMAGE PHYLOGENY FORESTS THROUGH MANIFOLD

LEARNING AND SPECTRAL CLUSTERING

In previous works, the trees belonging to an IPF are
reconstructed iteratively, with edges being added to them at
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Algorithm 1 IPF Clustering Using Manifold Learning and
Spectral Clustering
Input: n semantically similar images, n × n dissimilarity matrix M, and the

τ value, used to construct the neighborhood graph.
Output: reconstructed IPF f orest
1: Get the value of the n-th smallest dissimilarity e, and calculate ε = τ ×e.
2: Construct graph G encompassing all images, such that images mi and

m j are connected if di j < ε.
3: Set the graph’s edge weights to di j .
4: Compute the shortest-path distances between all pairs of points using

Dijkstra’s algorithm [67], starting at each mi . The result is an n × n
matrix S, with S(i, j) storing the geodesic distance from node i to j .

5: Symmetrize matrix S, obtaining S′, and calculate the normalized graph
Laplacian L using Equation 2, with W = S′.

6: Perform a spectral decomposition on L and select the k eigenvalues, such
that λ1, ..., λk = 0. In this case, k represents the number of connected
components of the graph.

7: Compute the first k eigenvectors v1, ..., vk of L , and construct a new
n × k matrix U , with the eigenvectors as columns.

8: Let (ui )i={1..n} ∈ R
k be the vector corresponding to the i-th row of U .

Cluster ui using k-means and assign each of them to one of the output
clusters U1, ..., Uk .

9: Reconstruct IPF in f orest using the Optimum Branching algorithm [19].
10: return f orest

each step according to a threshold. In this paper, our main goal
consists in obtaining a good clustering of images belonging to
the same tree prior to the reconstruction step.

Our proposed framework is divided in three main steps,
detailed in Algorithm 1: (i) estimation of the pairwise geodesic
distances of the data points on the underlying manifold, using
as input the dissimilarity matrix M; (ii) projection of the data
onto a low dimensional space using spectral clustering, which
provides the number of trees in the phylogeny forest, later used
in the k-means algorithm to place each image in its cluster;
and (iii) reconstruction of each tree in this forest.

A. Calculating Point Distances on the Underlying Manifold

In the multimedia phylogeny framework [6]–[8], [22],
[23], [25], the calculation of an asymmetric n×n dissimilarity
matrix M is the starting point to reconstruct phylogeny trees
and forests. Up to this point, all approaches have considered
the full matrix for the phylogeny reconstruction.

Different to all existing phylogeny methods, our
implementation starts by first creating a sparse graph G
from M (similar to Isomap). Considering mi : {m1, ..., mn}
data points in M with pairwise dissimilarities di j , there are
different strategies to construct G, the most common being the
k-NN or the ε-neighborhood graph [55]. In the first approach,
an integer k is selected and each point has exactly k neighbors,
which are the k closest points to itself; in the second approach,
a real number ε is selected, and G is constructed by connecting
the neighbor points whose distances are smaller than ε. In our
implementation, the ε-neighborhood graph presented better
results, with ε = τ × e, where τ is a parameter obtained from
a training dataset (see Section IV), and e is the n-th smallest
edge of the set. The edges of the graph are weighted by the
dissimilarity values from M , such that we connect only points
whose di j < ε. The result of this step can be also a set of
disconnected subgraphs. Subsequently, we applied Dijkstra’s
algorithm for each mi as the starting node to infer a matrix S
with the shortest-path distances between all pairs of points.

B. Image Clustering

After obtaining matrix S, the next step consists in applying
the SC algorithm to find the number of clusters (trees in the
forest), as well as assigning each point to its corresponding
cluster. However, most of the work found in SC deals with
symmetric matrices, and since S is an asymmetric matrix,
it is necessary to design a strategy to make it symmetric.
A common approach calculates a symmetric matrix S′ from
the original asymmetric matrix S by making S′ = S + ST [64].
Once matrix S′ is obtained, we calculate the normalized
Laplacian L using Equation 2, with W = S′. To define
the number of connected components, we calculate the
eigenvalues of L, and the graph is partitioned according to
the multiplicity of eigenvalues that are equal to zero [53].
In practice, we have to numerically decide which eigenvalues
are close enough to zero. Finally, we apply Ng’s algorithm [65]
that uses k-means on the projected subspace of eigenvectors.

C. IPF Reconstruction

In the phylogeny problem, k represents the number of trees
in the forest, and each cluster encloses all images that belong
to the same tree in a phylogeny forest. To reconstruct these
trees, we simply used the Optimum Branching algorithm [19],
taking as edge weights the values from matrix S.

D. Algorithm’s Complexity Analysis

In Algorithm 1, Line 1 takes O(n2) to obtain the n-th
smallest dissimilarity value to calculate ε. Lines 2-3
describes the construction of the neighborhood graph G, and
takes O(n2) in the worst case, as all values of M (excluding
the main diagonal) are compared to ε. The computation
of pairwise shortest-path distances on G in Line 4, using
Dijkstra’s algorithm as implemented by the Boost Library,1

takes O(m + n log n), for a graph with m edges and
n vertices. As it is executed n times, each time starting from
one of the input data points, the resulting complexity is
O(mn + n2 log n). For the spectral decomposition described
in Lines 5-7, the most expensive step is the eigen
decomposition. We used the GSL library,2 which solves
the eigen-system through symmetric bidiagonalization and
QR factorization [66], running in O(n2). In Line 8, the appli-
cation of k-means in the matrix resulting from the eigenvalue
decomposition of L, costs O(ntk), where n is the number
of input data points, t is a fixed parameter representing the
number of k-means iterations, and k is the number of clusters.
The forest reconstruction in Line 9 uses an implementation
that follows Tarjan’s description3 [19], running in O(m log n).
In the worst case, considering m = �(n2) and t as a constant
independent of the input size, the approach’s complexity
is O(n3).

E. Step-by-Step Example

Consider the set with n = 16 semantically similar images
illustrated in Figure 2. Given the dissimilarity matrix M in

1http://www.boost.org
2http://www.gnu.org/software/gsl/
3http://edmonds-alg.sourceforge.net
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Fig. 2. Step-by-step example: (a) The dissimilarity matrix M is transformed to a sparse matrix by keeping only the edges lower than a threshold ε. The
n-th smallest edge used to calculate the value of ε is highlighted in red and, in bold, we highlight the edges kept for the graph construction. The next step
consists in (b) computing the matrix of shortest-path distances S between all pairs of points. Highlighted values in S indicate which values from M changed
after this calculation. In (c), SC is applied on the symmetrized version of S. Since the number of eigenvalues λi = 0 is four, this is the number of connected
components in the graph. Once each point is placed in its cluster using k-means, (d) the phylogeny trees are reconstructed.

Figure 2(a), we start by sorting the edges in ascending order to
obtain the value of the n-th smallest edge e. In this example,
e = 0.121, and its value is used to define the threshold
ε = τ × e = 3.25 × 0.121 = 0.393 (by default, τ = 3.25,
learned in a training dataset). Therefore, all edges whose
values are higher than ε are eliminated from M . The
next step consists in calculating the shortest-path distances
among all pairs of nodes, creating a new matrix S, depicted
in Figure 2(b). After calculating a symmetric version of S,
we apply spectral clustering on it, as shown in Figure 2(c):
first, we calculate the normalized Laplacian matrix using
Equation 2, and obtain its eigenvalues to decide the number of
clusters. Since λi = 0 in four of the cases, this is the number
of connected components of this graph. Subsequently, we
calculate the eigenvectors corresponding to the eigenvalues
λ1 = ... = λ4 = 0 and stack them column-wise to form a
15×4 matrix. This new matrix is clustered using the k-means
algorithm, with k = 4 (number of connected components or
number of trees in the forest), with each point being assigned
to one of the clusters. Lastly, we use the optimum branching
algorithm to reconstruct the trees, resulting in the forest
depicted in Figure 2(d).

IV. EXPERIMENTS AND RESULTS

This section presents the methodology used to evaluate our
proposed approach. In a controlled setup, quantitative metrics
were used in three different scenarios, with results being

compared to the current state-of-the-art approach. In addition,
a qualitative evaluation was performed in an uncontrolled setup
using real cases of images published on the Internet.

A. Datasets and Evaluation Metrics

In our setup, we used two types of datasets: a controlled
dataset, in which we know a priori the ground-truth of the
image relationships, and a real cases dataset, with seman-
tically similar images collected from the Internet, and from
which we often do not have a prior knowledge about their
relationship. In the latter case, although we do not have the
ground-truth, we can perform a qualitative analysis of the
results.

1) Controlled Dataset: In this scenario, we performed
experiments considering the standard and publicly avail-
able datasets provided by previous works in IPFs [7], [8].
Images in this dataset comprise two different scenarios:
with a single camera (OneCam), as well as with different
cameras (MultCam), both cases having similar scene semantics
(the main content of the image is the same, but with small
variations in the position or the camera parameters). For com-
pleteness, we also included forests with one tree, and used an
expanded training set. Therefore, our training set is composed
by the Training Dataset + Dataset A (following the nomen-
clature used in [7] and [8]), which comprises images from
single and multiple camera scenarios, three different scenes,
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three different cameras, three images per camera, five forest
sizes, four different tree topologies, and ten random variations
of parameters for creating the near-duplicate images. In total,
2 × 33 × 5 × 4 × 10 = 13, 500 forests were used to find the
parameters ε and τ for the neighborhood graph construction,
and the width σ of the Gaussian kernel for spectral clustering.

To find the value of parameter ε, we studied the behavior
of Algorithm 1 using the training dataset, varying this thresh-
old in the interval [2..4], separated by steps of 0.25. From this
experiment, we defined τ = 3.25. Regarding the parameter σ ,
we followed the steps of a standard SC algorithm, described
in Section II-C, in the interval [1..5], separated by steps of 0.5.
Best results were obtained with σ = 1.5.

To evalute the proposed approach, we used Dataset B,
which comprises images randomly selected from a set
of 20 different scenes, 10 different cameras, 10 images per
camera, 10 different tree topologies, 10 random variations of
parameters for creating the near-duplicate images, and forests
with 10 trees each. The family of image transformations T
considered are the same used in previous approaches [6]–[8].
For each of the cases, single and multiple cameras, a total
of 2,000 forests within this set were randomly selected with
forests of size |F | = {1..10}. Therefore, this set comprises
2 × 2, 000 × 10 = 40, 000 test cases.

2) Real Cases Dataset: For evalution in real case scenarios,
we used three different datasets:
(a) 10 Different Target Image Groups From the Internet: This

dataset was originally used to evaluate the reconstruction
of IPTs [6]. It comprises images from 10 different
target image groups from the Internet that became
viral at the time of their publishing. Their descritption
can be found in Table II (TG1 to TG10), and in the
supplementary material. The number of images across all
groups is 187, and evaluation is performed by creating
a direct descendant for each image using five variations
of parameters in T . In total, this dataset comprises
187 × 6 = 1122 images.

(b) The Situation Room: This dataset was introduced in
the first work of IPFs [7], and comprises the image
taken by the White House photographer Peter Souza
on May 1st, 2011, and its variants, collected from the
Internet (this episode is also known as The Situation
Room). For this experiment, 98 near-duplicate images
were collected through Google Images and manually
classified in different patterns considering: cases of
inserting the Italian soccer player Mario Balotelli (ID a*),
text overlay (ID b*), watermarking (ID c*), face swapping
(ID d*), insertion of a joystick (ID e*) and hats (ID g*),
and changes in the image size without splicing (ID n*).

(c) The Ellen DeGeneres’ Selfie Taken at the 2014 Oscar:
In this work, we introduce a new dataset composed
by images related to the selfie taken by the host
Ellen DeGeneres and some famous actors during the
86th Academy Awards held on March 2nd, 2014. The
original image became increasingly popular right after
it was posted on her Twitter account. To this day, it has
been retweeted more than three million times, and in
addition to the retweets, several edited versions of this

picture appeared on the Internet, with cases of text
overlay, face swap, and insertion of other people and
animals in the picture. This dataset is a clear example of
an IPF, as the images are semantically similar but they
were either taken with different cameras or in different
points in time. We manually collected 44 pictures from
Twitter, blogs, and news websites, and divided it in five
groups (Figure 6):

– Group a*: Edited versions of the picture posted at
DeGeneres’ Twitter account (@TheEllenShow).

– Group b*: The moment the selfie was being taken
but from the viewpoint of another camera.

– Group c*: Similar to group b*, but with slight
differences on the posture of the people in the
picture. For instance, Angelina Jolie moves her arms
and Brad Pitt straightens his back.

– Group d*: Similar to group b* and c*, but the main
differences are on their facial expressions.

– Group e*: The moment before the selfie was taken,
when the people on the picture starts gathering.

3) Evaluation Metrics: To evaluate the reconstructed
IPFs with respect to their ground-truth in the controlled
scenario, we consider the four quantitative metrics proposed
by Dias et al. [7], adapted from the evaluation of IPTs [6].
The ground-truth comprises the parameters used to construct
the artificial forests, informing the image relationships
(which nodes are the roots, which are the correct edge
connections, etc.).

Considering IPFO the ground-truth forest and IPFR the
reconstructed forest, the roots and leaves metric evaluate if the
same images are pointed as roots and leaves, respectively, in
IPFO and IPFR. The edges metric tests if the same edges (i, j)
exist in both sets, and the ancestry metric checks if, for each
image, the ancestors (parent, grandparent, etc.) are the same
in both sets. The evaluation metric

EM(IPFO, IPFR) = SO ∩ SR

SO ∪ SR
(3)

calculates the intersection of the result returned by the
reconstructed forest IPFR with respect to the ground-truth
forest IPFO, and normalizes it by the union of both sets.
SO and SR represent the elements in IPFO and IPFR,
respectively. In the example of Figure 3, (a) illustrates the
ground-truth forest, whose roots are nodes {0, 1, 2}, and
(b) illustrates the reconstructed forest, with the corresponding
score of each metric calculated using Equation 3.

In addition to these metrics, we also included the metric
depth to assess the average depth in which the correct roots
of the forest are identified. This metric measures the average
distance, in number of edges, between each of the original
roots in IPFO and the reconstructed roots in IPFR, and vice
versa. This calculation is done in both ways to also take into
account the cases when a non-root is misjudged as a root
in IPFR. The lower the average depth, the better. When the
algorithm finds the roots of the trees at depth zero, it means
all of them were correctly identified. This metric is also useful
to measure false positives cases, i.e., nodes wrongly placed as
roots in the reconstructed forest.
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Fig. 3. Evaluation metrics used for IPFs. In green, parts of the trees that coincide with the ground-truth, and in red otherwise. (a) Ground-truth IPFO.
(b) Reconstructed forest IPFR.

In the example in Figure 3, we first calculate the depth of the
roots in IPFR with respect to the IPFO. Since {0, 1, 2} are the
roots of IPFO, and are also correctly found as roots in IPFR,
then the depth of each root is 0, and hence, depth(IPFR = 0).
However, the fact that {6} is misdjudged as a root is not con-
sidered in this case. To penalize this non-root placed as a root,
we also calculate the depth of the roots in IPFO with respect
to the IPFR, which is depth(IPFO) = (0 + 0 + 0 + 2)/3 =
0.667 (nodes {0, 1, 2} have depth zero, but node {6} is two
edges away to be a root in IPFO. The result is averaged by the
number of roots in IPFO). The final result for the metric depth
is the average of both values, that is, depth(IPFO, IPFR) =
depth(IPFR)+depth(IPFO)

2 = (0 + 0.667)/2 = 0.333.

B. Results and Discussion

1) Controlled Scenarios: We performed the evaluation of
the reconstructed phylogeny forests in three different setups:

• Using Only the Shortest-Path Distances (SPD): We con-
struct the neighborhood graph G and the shortest-path
distances matrix S, but we do not apply spectral clustering
on S. Instead, since our goal is the construction of
minimal spanning trees, these distances are used as the
new weights of the edges of the graph, and given as input
to E-AOB algorithm [8].

• Using Only Spectral Clustering (SC): We first con-
struct an asymmetric similarity matrix from M , using
a Gaussian kernel with σ = 1.5 × e (obtained through
experiments in the training dataset). To calculate the
graph Laplacian, we symmetrize this similarity matrix
and apply SC on it. Lastly, we cluster the images using
k-means, and for each cluster, we apply the Optimum
Branching algorithm [19] to reconstruct the trees.

• Combining SPD With SC (SPD+SC): Combination of
approaches (i) and (ii), implemented by following the
steps described in Algorithm 1.

In Table I, we present the results obtained for each setup
described above, along with results from the state-of-art

approach for IPF reconstruction (Fusion AOK × AOB ×
E-AOB) [8]. To compare these results, and assess whether
their means differ, a Wilcoxon signed-rank test was performed,
as all results are in the same interval, involving repeated
measures, and can be paired. We found statistical difference
among metrics roots, leaves, and ancestry for SPD
and SPD+SC. These results are statistically significant,
at 95% confidence level, in favor of the methods proposed
in this paper (represented by the blue circles in the last row).
On the other hand, for metric edges, no statistical difference
was found (represented by the green dashes). The SC used
alone presented no statistical difference with respect to the
Fusion, in both, OneCam and MultCam scenarios, except for
the metric edges in the latter case. For metric leaves, it was
not possible to infer statistical difference.

In the first setup using only SPD, we obtained a good result
for all number of trees evaluated, except for the case with
one tree. This can be explained by the fact that, in the final
step, we used E-AOB with the threshold γ [8] for the forest
reconstruction. With this threshold, a forest that originally has
only one tree ends up, in some cases, being split into two or
more trees. We can also observe these results in the Fusion [8],
which presents lower results for forests with one tree as well.

On the other hand, for experiments using only SC, as the
number of trees increases, the performance of the algorithm
decreases, showing that simply using a symmetric version
of the dissimilarity matrix as input is not enough to solve
the problem. Since our data is naturally asymmetric, this
symmetrization step may induce the clustering to errors. As the
number of data points n increases, a clustering present in
the original asymmetric data may become partially or com-
pletely invisible after symmetrization [64], [68]. This problem
is more noticeable for the OneCam case. However, with the
combination of both approaches, SPD+SC, we are able to
obtain improvements specially for forests with a low number
of trees, as presented in the corresponding column of Table I.
For metric depth, SPD+SC also shows robustness in finding
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TABLE I

IPF RECONSTRUCTION COMPARISON: FUSION [8], SPD, SC, AND SPD+SC. BEST RESULTS ARE IN BOLD. (A) SEMANTICALLY

SIMILAR IMAGES FROM THE SCENARIO USING A SINGLE CAMERA (OC). (B) SEMANTICALLY SIMILAR

IMAGES FROM THE SCENARIO USING MULTIPLE CAMERAS (MC)

Fig. 4. Comparison regarding the estimated number of trees for (a) OneCam and (b) MultCam scenarios.

the correct root, as well as against false positive roots (cases
where a non-root is misdjudged as a root) as, on average,
the depth value is very low (depth(OneCam) = 0.121, and
depth(MultCam) = 0.072), meaning we are nearly getting
all roots of the IPF correctly. To avoid cluttering Table I, we
only presented results for the SPD+SC case. The score for the
other methods are described in the supplementary material.

For a better comparison among the number of trees k
returned by each method, and to highlight the importance
of estimating it correctly, consider the graphics in
Figure 4. They show the average of the number of trees
returned by the evaluated approaches against the Fusion
proposed by Costa et al. [8]. In the OneCam case, up to
forests with four trees, this Fusion returns, on average,
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TABLE II

RESULTS FOR SPD+SC IN THE UNCONTROLLED SCENARIO FOR THE 10 DIFFERENT TARGET IMAGE GROUPS FROM THE INTERNET

TABLE III

	error (SPD+SC, FUSION [8]) FOR DATASET B

more trees than expected, with forests having one tree
being the most prone to error. All other approaches return,
on average, less or almost the expected number of trees.
For forests with more than four trees, excluding SC, the
approaches behave similarly, but with SPD and SPD+SC
achieving better estimation of the correct value of k. In fact,
SC only outperforms the other approaches for forests with
one tree. In the MultCam case, a better performance is
observed for all methods, with the proposed approaches
obtaining better results than the state-of-the-art approach.
Overall, with SPD+SC, we obtained significant improvements
when calculating the correct number of trees for both, OneCam
and MultCam scenarios.

Similar to the comparison made by Costa et al. [8],
we present results for the error reduction 	error between
SPD+SC and the Fusion [8], calculated for metrics roots,
edges, leaves, and ancestry. For instance, for metric roots

	errorroots(S P D + SC, Fusion)

= 1 − (S P D + SC)roots

1 − Fusionroots
− 1. (4)

A 	error < 0 value means that our algorithm SPD+SC
performed better than the Fusion, reducing the error according
to the percentage shown in Table III.

TABLE IV

RESULTS FOR F={5}, EACH TREE HAVING A DIFFERENT NUMBER OF

NODES RANDOMLY CHOSEN IN THE INTERVAL [5], [20]

Furthermore, Table IV shows that the number of nodes
in the trees does not affect the forest reconstruction.
We performed experiments with forests having five trees, each
tree having the number of nodes randomly chosen considering
a minimum of five and a maximum of 20 images. In total, we
created 500 forests, using 50 phylogenies, with 5 variations for
each phylogeny in each of the cases, OneCam and MultCam.

2) Real Case Scenarios: Our experiments in these scenarios
include only a qualitative evaluation of the proposed approach,
since we often do not have any prior knowledge about the
existing relationships among the images.

Table II presents the results for the dataset comprising the
10 different target image groups from the Internet, using the
proposed SPD+SC approach. The evaluation is performed by
artificially generating a near-duplicate and comparing the tree
before the insertion of this artificial node with the tree after
the insertion of such duplicate. This way, we are able to assess
the robustness of the phylogeny methods used.

Following the notation used by Dias et al. [6], we evaluated
five error metrics, described at the bottom of Table II. Results
show that our approach finds the correct relationship of the
artificial node, with no further change to the original tree,
in P = 71.10% of the cases. Similar to the results in
Dias et al. [6], the target groups TGi∈{1,6} presented the
worse results, but even for them, the solution achieves a
reconstruction rate of P ≥ 55.56%. In addition, our approach
finds the correct parent of the artificial node in about 75.36%
of the cases (Er1=24.64%), and in only 7.09% of the cases
it changes the original tree structure. Finally, only in 4.65%
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Fig. 5. Reconstructed phylogenetic forest for The Situation Room scenario.

of the cases it inserts the artificial node in another position
that is not as a leaf of the tree, and in 1.63% of the cases our
approach changes the original root after the insertion of the
artificial node.

For The Situation Room scenario, Figure 5 shows the
reconstructed forest obtained with our approach. The algorithm
correctly identified image with ID 0000 (the White House
version) as the root of one of the trees. Furthermore, images
with IDs n0001, n0002, and n0004 were correctly grouped
under image 0000, as the only difference among them is on
the image resolution. Althought the expected result was that
all images were grouped under the same tree (with image 0000
as the root), it is worth mentioning that this dataset is mostly
composed by images with splicing, which is in fact a special
case of IPFs (multiple parenting phylogeny [24]). Thus, our
approach separated the images into several trees, but with most
of the images classified in their correct group. Images from
groups with ID c* and e* were the exception (along with
isolated cases of images from other groups), being grouped
under the same tree, as the difference among the images were
very subtle (watermarking and splicing of a small joystick in
Obama’s hand). Regarding the other trees, our algorithm was
robust enough to group together most of the related images.

Figure 6 depicts the reconstructed IPF for the DeGenere’s
selfie dataset. The images are correctly organized according
to their groups, with the roots (for the cases we know which
are the correct roots) also correctly identified. For instance,
node a00 is the picture originally posted at DeGeneres’ Twitter

account,4 and it is correctly reconstructed as the root of
images a01 to a07 in the same group. The tree with image a09
as root should also be placed as a child of node a00, but it has
a splicing of a cat in the picture, and the algorithm ended up
classifying it in another tree. However, all the images grouped
as child of this node are correctly grouped, since image a09
is actually a montage also extracted from a Twitter’s official
account (@RealGrumpyCat5), and a10, a11, and a12 are all
variants of this image. Groups b*, c* and d* are the hardest
to analyze, since there is a subtle difference among them.
Although all of them are placed on the same tree, we can see
by the color of the nodes that all images belonging to the same
group are together, which would help the work of a forensics
expert. If we change the threshold τ, we can correctly separate
these groups’ trees (see supplementary material), albeit the
algorithm also removes more nodes from the trees and place
them as isolated nodes. Finally, group e* is correctly grouped
in a separate tree as the nodes in yellow show.

3) Computational Time: Table V shows a comparison
among the average time (in miliseconds) for the IPF
reconstruction for all forest sizes. For a fair comparison, results
for the Fusion [8] in this Table were computed again following
the same protocol used to calculate the computational time
of the SPD+SC approach. In all cases, it is possible to notice
that the computational time of the new approach was reduced

4https://twitter.com/TheEllenShow/status/440322224407314432/photo/1
5https://twitter.com/RealGrumpyCat/status/440335332265848835/photo/1
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Fig. 6. Reconstructed phylogenetic forest for the DeGeneres’ 2014 Oscar Selfie, and the respective groups in which the images were divided into: (a) the
selfie, and (b)-(f) the same occasion taken from other cameras at different times.

TABLE V

AVERAGE TIME (milisec.)

in more than half: for the case with the largest number
of trees, |F | = {10}, the proposed approach takes on average
0.195 seconds, against 0.485 seconds of the former approach,
for instance. The experiments were performed in a machine
with processor Intel Xeon E5645, 2.40 GHz, with 16GB of
memory, and running Ubuntu 12.04.5 LTS.

Finally, to allow reproducibility of our experiments,
the test cases and the entire source code will be freely
available. The datasets are registered on the address: http://fig
share.com/articles/Image_Phylogeny_Forests_Reconstruction/
1012816 under the accession number http://dx.doi.org/
10.6084/m9.figshare.1012816. The source code and documen-
tation are available in a public repository at http://repo.recod.
ic.unicamp.br/public/projects.

V. CONCLUSIONS

Multimedia phylogeny is a research field with several
applications in digital forensics, helping investigators to find
the publisher of an illegal or abusive content, or the original
document among a set of related ones, for instance.

In this paper, we explored a new approach for dealing
with image phylogeny forests, aiming at correctly separating

semantically similar images in their respective groups, each
group representing one phylogeny tree. We used a modified
version of Isomap algorithm as a pre-processing step, creating
an intermediary graph representation of our input data.
We later used this new representation with spectral clustering,
grouping the images on their corresponding phylogeny trees.

Our approach was first validated and compared with the
state-of-art method presented in the literature [8] using quanti-
tative metrics in a controlled scenario. We used a cross-dataset
validation protocol in our experiments, training the algorithms
in one dataset with different acquisition conditions, and testing
them in another dataset, larger and much more complex. Thus,
we were able to evaluate our results in realistic conditions
and their behavior in such situations, showing that the method
generalizes well for different images.

Through the evaluation in real case scenarios, we were
able to validate our method regarding different aspects: the
phylogeny reconstruction after the insertion of artificial nodes
(10 different target image groups from the Internet), correct
identification of image similarities in several image groups,
and their classification accordingly (The situation room and
The Ellen DeGeneres’ selfie taken at the 2014 Oscar),
validation of the parameters used for the manifold learning,
and correct identification of the roots of the trees (for the
cases we knew the images source).

The results show that our new approach is a competitive
solution for image phylogeny forests reconstruction, achieving
better or equivalent performance when compared to the
state-of-the-art approach. The use of a sparse version of the
dissimilarity matrix to better determine the neighborhood
relationship among the images allowed us to work with
less data without affecting the accuracy of the phylogeny
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trees reconstruction. Furthermore, with the inclusion of
experiments with only one tree, we showed that our algorithm
is able to deal with IPTs and IPFs without distinction. Another
advantage of the new framework is that there is no need
to generate any perturbation on the dissimilarity matrix nor
combine different phylogeny approaches, as done by the
Fusion [8], which requires three different algorithms (AOK,
AOB, and E-AOB).

We achieved a significant improvement on the metric roots,
considered one of the most important for forensic purposes,
allowing an investigator to get closer to the source of the
content distribution, and find the potential culprits behind
it. The metric ancestry also presented good results, being
important to trace the chain of suspects involved in an illegal
activity, for instance. However, depending on the nature of
the problem, other approaches might be more appropriate. For
instance, if metrics edges and leaves are more important to
some investigation, or if we are dealing with a very large
set of images, SPD approach might be more efficient than
the proposed SPD+SC, since the latter includes an eigen
decomposition in the SC step, while SPD only computes the
shortest-distances and reconstruct the trees using E-AOB.

With the improvements obtained on the IPF reconstruction,
we can further improve other methods that include this recon-
struction step in its pipeline, such as the multiple parenting
problem recently tackled by Oliveira et al. [24]. The extension
to other types of media, such as video and text, is also possible
given a proper calculation of their dissimilarity matrix.

As future work, one interesting problem to be explored is
how to deal with asymmetric matrices in the SC step. Most
of the existing approaches use symmetric matrices, with few
works dealing with asymmetric data. In these cases, the feature
matrix is symmetrized before applying spectral clustering, as
we have also done in this paper, which can be the cause of the
low performance for a large number of trees for the case of
SC used alone. Therefore, it is paramount to develop methods
that can deal with an asymmetric Laplacian matrix, not only
for the multimedia phylogeny framework, but also to improve
this type of clustering in other research fields.
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