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Abstract

In 2009, Gentry [Gen09b] constructed the first fully homomorphic encryption

(FHE) scheme, solving a conjecture that remained open since 1978 when it was

proposed by Dertouzos et al [RAD78]. The cryptographic construction is impor-

tant because it allows to compute arbitrary algorithms over encrypted data. It is

based on hard problems over ideal lattices and hence is part of the post-quantum

cryptography. In this document we describe the construction under the assump-

tion that the approximate GCD problem is hard, following the same blueprint

originally described in Gentry’s work. We think the AGCD-based scheme al-

lows an easier understanding of the concepts involved in the construction of

FHE cryptosystems. Even though no FHE proposal till now turned out to be a

practical scheme, we are going to show how to build somewhat homomorphic

encryption (SHE) based on the learning with errors (LWE) problem, which can

be used to evaluate a restricted class of algorithms over encrypted data. We also

discuss lattice attacks to homomorphic encryption schemes and how the choice

of parameters is determined based on the best-attack effort estimation. We com-

pare variants of the main construction and show that each one has advantages

and disadvantages depending on the application and on the concrete scenario

under which the cryptosystem is implemented.
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1 Introduction

After Edward Snowden revelations in 2013, concernment should be growing about

how private the internet is and how it will be in the future. It became clear that

cryptographic standards where influenced by governments and that companies co-

operated in this process of implementing systems that we suppose are secure and

private, but in practice turn out to be severely flawed. Privacy is essencial to grant

the well-functioning of a democratic state and hence everyone should be worried

with the way the internet is being built. Rogaway [Rog15] recently argued that the

cryptographic community should be paying more attention to problems related to

the privacy of users, rather than to the security of companies.

In the cloud computing scenario, conventional encryption schemes can be used

to provide privacy to sensitive information, but normally at the cost of losing basi-

cally all the functionality, because data must be in the clear in order to do something

interesting with it, as for example computing a function or evaluating an algorithm

that receives this data as input. In some sense, cryptography seems to be orthogonal

to functionality. However, we are going to show that fully homomorphic encryption

(FHE) allows to compute any algorithm over encrypted data and hence it is a candi-

date to solve this problem, since it reaches both privacy and maximal functionality.

Unfortunatelly, the solution has a problem, because it is too expensive in terms of

computational resources. In particular, it would be interesting to have the capacity

to design a scheme providing limited functionality (instead of maximal), but such

that it is enough for an specific purpose. It would allow us to know the minimal

overhead in the resources cost when compared to computing over the plaintext data.

Then we could decide if this resource cost is affordable or not.

Thus, the construction of FHE is a theoretical big and important advance to cryp-

tology, because many interesting techniques were used and many beautiful ideas

and concepts were introduced. Nevertheless, we must know how it could be di-

rectly used to increase privacy in practice. Thus, we first need to investigate how
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to transform FHE into practical cryptosystems. In order to do that we have to un-

derstand the inherent tradeoffs among security, efficiency and functionality of ho-

momorphic encryption schemes, where the last one is the measure of how much

homomorphic computation can be done over encrypted data. This comprehension

allows us to design more efficient systems, but with less functionality. For instance,

we will show how to construct schemes that have an upper bound on the number

of homomorphic operations that they can deal with. Such schemes are called some-

what homomorphic encryption (SHE). Therefore, the motivation to study homomor-

phic encryption is twofold: firstly, by considering the theoretical contributions and

new ideas involved in the construction of FHE, we can comprehend how expensive

it is to achieve such kind of functionality in the design of cryptographic primitives;

secondly, by understanding the hardness of the underlying problems and the algo-

rithms that solve them, we can decide how to choose parameters in order to obtain

feasible solutions to be used in practical scenarios.

Before Gentry’s work [Gen09b], many SHE proposals appeared in the literature,

many were proven to be insecure and others achieved very limited functionality.

Interestingly, there were a continuous progress in the construction of homomorphic

encryption since the definition of privacy homomorphisms by Dertouzos et al in

1978 [RAD78]. Hence, we begin the paper describing previous constructions in order

to gradually introduce notation and the semantics of our algorithms and problems.

We also give some mathematical background and general definitions. Afterwards,

we describe the construction of homomorphic encryption over the integers, using

the approximate GCD problem (AGCD), and also over lattices, with focus on the

BGV scheme, which is based on the LWE problem. For each construction we are

going to describe attacks that are used to derive concrete parameters to achieve a

certain security level.
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1.1 Organization

This document is organized as follows. In Section 2, we describe constructions pro-

posed before Gentry’s work. We also give the main definitions that compose Gen-

try’s blueprint. In Section 3, we show how to achieve fully homomorphic encryption

under the hyphotesis that the AGCD problem is hard. In Section 4 we present the

BGV scheme in detail, giving concrete parameters to instantiate the construction.

2 From 1976 till 2009

If Alice and Bob want to communicate over an insecure channel, they should use a

symmetric cryptographic scheme to protect exchanged messages against an eaves-

dropper. In order to do that, they must use a shared secret k, generated by an algo-

rithm called KEYGEN. We can define the domains K, M and C, respectively as the

key space, from where algorithm KEYGEN computes its outputs, the plaintext space

M and the ciphertext space C. Furthermore, we can define the encryption algorithm

ENC :M×K → C and the decryption algorithm DEC : C ×K →M∪{⊥}, such that

DECk(ENCk(m)) = m ∪ {⊥}, where the symbol ⊥ is used to denote the case when

the ciphertext is an invalid input to the decryption algorithm.

In 1976, Diffie and Hellman [DH76] published the famous article New directions

in cryptography, introducing the concept of public key cryptography (asymmetric

cryptography). In this model, Alice uses the algorithms KEYGEN to generate a key

pair (skA,pkA) ∈ Kpriv×Kpub. The private key skA must be maintained secret while

the public key pkA may be published. Encryption and decryption algorithms are

defined respectively by ENC :M×Kpub → C and DEC : C×Kpriv →M∪{⊥}, where⊥

is used to represent the invalid ciphertext tag, and such that DECsk(ENCpk(m)) = m,

for (sk,pk) a valid key pair. Namely, it is the output of algorithm KEYGEN. The

scheme E = {KEYGEN, ENC,DEC} is denominated asymmetric encryption scheme.

In the same article, Diffie and Hellman proposed an algorithm to use Alice and
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Bob key pairs to establish a secret key for conventional (symmetric) cryptography.

Given a groupG, such that |G| = n and a group generator g. The algorithm KEYGEN

randomly chooses a ∈ [0, n), computes A ≡ ga (mod n) and returns (skA,pkA) =

(a,A) to Alice. Analogously, Bob obtain the key pair (b, B), with b ∈ [0, n) randomly

chosen and B ≡ gb mod n. Alice uses Bob’s public key, B and her own private key

a to compute

Ba = (gb)a = gab (mod n).

Similarly, Bob uses Alice’s public key, A, and his own private key b to compute

Ab = (ga)b = gab (mod n).

In this manner Alice and Bob compute the same value, that shall be used as secret

key. Ironically, they suggested a new form of cryptography, without saying how to

construct it, at the same time that they abstractly solved symmetric cryptography

most important problem.

Two years later, in 1978, Rivest, Shamir and Adleman [RSA83] constructed a pub-

lic key cryptosystem, named RSA, using a similar idea. Shortly, given n = p.q, where

p and q are big prime numbers. The algorithm KEYGEN returns the pair (d, e), such

that d.e ≡ 1 (mod φ(n)). The encryption algorithm computes c = ENCe(m) = me

(mod n), while the decryption algorithm computes DECd(c) = cd (mod n). Correct-

ness is guaranteed because DECd(ENCe(m)) = DECd(m
e (mod n)) = me.d (mod n) ≡

m (mod n).

In special, given two ciphertexts c1 = ENCe(m1) and c2 = ENCe(m2), we have

that c1.c2 = me
1.m

e
2 = (m1.m2)e (mod n). In general, given k ciphertexts c1, . . . , ck, we

have that
∏
ci = ENCe(

∏
mi). Thus, RSA preserves the structure of multiplication

and a natural question that emerges is whether it is possible to obtain a scheme that

preserves both multiplications and additions. Mathematically, such a map is called

a ring homomorphism.
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Still in 1978, Rivest, Adleman and Dertouzos [RAD78] defined the concept of se-

cret homomorphisms as being a mapping between algebraic systems, composed by

operations, predicates and constants (preserved by the mapping). In other words,

it is a cryptographic scheme E = {KEYGEN, ENC,DEC, EVAL}, where the algorithm

EVAL is able to evaluate algebraic circuits that belong to a permitted domain, de-

noted by SC, composed by additions and multiplications over ciphertexts. Namely,

EVAL : Kpub × SC × Ck → C, such that for each circuit C ∈ SC, if c = 〈c1, . . . , cn〉 is a

vector of ciphertexts such that ci = ENCpk(mi), then we have thatm = C(m1, . . . ,mk)

andm = DECsk(EVALpk(C, c)). The set of algorithms E = {KEYGEN, ENC,DEC, EVAL}

is called fully homomorphic encryption (FHE), if SC if equivalent to the set of all

Boolean circuits. Formally it is necessary to establish conditions in order to the ob-

tain a practical cryptosystem. For example, the ciphertext must not grow too much

with respect to the size of the circuit that we want to evaluate. Furthermore, key

generation, encryption, decryption and evaluation algorithms must have polyno-

mial complexity with respect to the security parameter. In the same article, the au-

thors proposed some concrete secret homomorphisms, but they were all proved to

be insecure.

An important property to the construction of secret homomorphisms is known as

semantic security. If we know a set of plaintexts M = {m1,m2, . . . ,mk} and we wish

to determine if a ciphertext c corresponds to some mi and the encryption scheme is

deterministic, then it is sufficient to encrypt each mi and compare the result with

c. In order to have semantic security, a cryptographic scheme must be protected

against such a trivial attack, and it implies that the encryption algorithm must be

randomized, that is, each time the algorithm executes, it computes a different ci-

phertext (with high probability). RSA is a deterministic cryptosystem, then it not

semantically secure. Thus, ElGamal is an immediate alternative, because it is not

deterministic and also have multiplicative homomorphism like RSA. Specifically,

given a big prime number p, a generator g of the multiplicative group Zp, Alice’s

secret key is a value a, randomly chosen between 0 and p−1. The public key is given
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by A = ga (mod p). Given the message m ∈ Zp, and a random number k, between

0 and p − 1, we compute the ciphertext as (c1, c2) = (gk, Ak.m). To decrypt, Alice

calculates m = (ca1)−1.c2 (mod p). Given two ciphertexts, (c1, c2) and (c′1, c
′
2), we de-

fine multiplication component-wisely, namely, (c1, c2).(c′1, c
′
2) = (c1.c

′
1, c2.c

′
2). Hence,

it is easy to see that ElGamal scheme is a homomorphism, because (c1.c
′
1, c2.c

′
2) =

(gk1+k′1 , ga(k1+k′1).m). Indeed, this homomorphism maps multiplications to additions.

Interestingly, the first semantically secure homomorphic cryptosystem was pro-

posed by Goldwasser and Micali in the same paper that defined the concept of se-

mantic security [GM82]. They used the quadratic residuosity problem as the basic

element of the construction. Let N = p.q, with p and q big prime numbers. Com-

puting quadratic residues in Zp or Zq is easy, but computing it in ZN is hard if we

don’t know the factorization of N . Therefore, private key is given by (p, q), the fac-

torization of N , while the public key is given by (N, z), where z is an element of

ZN such that zp−1/2 ≡ 1 (mod N) and z is not a quadratic residue in ZN . Given a

message m ∈ {0, 1}, if m = 0, encryption algorithm returns a random quadratic

residue in ZN , otherwise, if m = 1, it returns a non-quadratic residue c such that

cp−1/2 ≡ 1 (mod N). Decryption only can be done knowing the factorization of N ,

because we can compute separately the residues in Zp and Zq, and use the Chinese

remainder theorem to calculate corresponding quadratic residue in ZN . In special,

given two quadratic residues, we know that its multiplication is again a quadratic

residue. We also have that multiplication of elements c1 and c2, such that cp−1/2
i ≡ 1

(mod N), results in an element c = ZN , such that cp−1/2 ≡ 1 (mod N) and if c1 or

c2 is a non-quadratic residue, then c is also a non-quadratic residue. Therefore, the

scheme is homomorphic with respect to multiplication and can be used as a secret

homomorphism.

Particularly important is the cryptosystem Paillier, whose security also is based

(however there is no proof of equivalency) on the factorization of N = p.q. This

scheme is constructed over the group Z∗N2 , which is isomorphic to ZN × Z∗N . Indeed,

the isomorphism is given by the relation f : ZN × Z∗N , such that:
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f(a, b) = (1 +N)a.bN (mod N2).

The public key is given by the value N , while the private key is given by the

pair (p, q). To encrypt the message m ∈ Z∗N , the value c = (1 + N)mrN (mod N2)

is computed, for a randomly chosen r ∈ Z∗N . On the other hand, the decryption

algorithm computes

m =
[cφ(N) (mod N2)]− 1

N
.φ(N)−1 (mod N).

Encryption is homomorphic with respect to addition, because

ENCN(m1).ENCN(m2) = ((1 +N)m1rN1 ).((1 +N)m2rN2 ),

= (1 +N)m1+m2 (mod N)(r1r2)N (mod N2).

Paillier’s cryptosystem homomorphism is distinct from others, not only because

f has two components, but also because operation in each component is different.

Namely,

f(a1, b1).f(a2, b2) = f(a1 + a2, b1.b2).

Another cryptosystem that allows the construction of secret homomorphisms is

called Polly Cracker, proposed by Fellow and Koblitz [FK94], where the polynomial

ring R = Fq[x1, . . . , xn] contains the ideal I generated by a public set of polynomials,

{p1(x1, . . . , xn), . . . , pk(x1, . . . , xn)}, with a common root α = (α1, . . . , αn), kept secret.

Given a message m ∈ Fq, the encryption algorithm computes the polynomial c(x) =∑
pi(x).ri(x), where ri are random polynomials, in order to obtain a random element

from I . To decrypt, it is enough to evaluate the polynomial c(x) in α. The security of

Polly Cracker is an open problem, because although attacks were found, the scheme

was adapted to resist against them.

The cryptosystem BGN [BGN05] is a practical scheme that allows the evaluation

of quadratic formulas, in other words it allows the evaluation of circuits with just
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one level of multiplications and an arbitrary number of additions. Let N = p.q and

consider the groups G and G1, of order N , and a bilinear pairing e : G × G → G1.

Given a generator g ∈ G, compute h = gp and the public key is given by (N, h, g),

while the private key is the factorization (p, q) of N . The plaintext spaceM is given

by Zp and the encryption algorithm computes c = gm+kp, with a random k and m ∈

Zp. The decryption algorithm firstly computes cq ≡ gmq (mod N) and later solves the

discrete logarithm problem (DLP) with basis gq. In order to solve the DLP efficiently,

m must correspond to an element that belongs to a set with polynomial size, instead

of any element from Zp. We have that a ciphertext multiplication corresponds to

the addition of plaintexts. Moreover, given the ciphertexts c1 = gm1+k1p and c2 =

gm2+k2p, the bilinear pairing e(c1, c2) is equal to e(g, g)m1m2+dp, for an integer d, and

corresponds to the multiplication of plaintexts.

The security of previous homomorphic constructions is related to complexity of

the ideal membership problem. In 2009 [Gen09b], Gentry utilized ideal lattices to

construct the first FHE scheme, solving a problem that remained open for more than

three decades. Because multiplications are too expensive (in a sense that we will

make clear later) and also because of the size of the public key, such a proposal is not

practical. However, optimizations were proposed in the following years [CMNT11,

CNT11, SV09, BGV11, SS10], improving FHE performance. If FHE becomes a reality,

new cryptographic primitives would emerge, providing a new kind of protection

to cloud computing environment. Thus, we must understand what is the essencial

contribution of Gentry’s work. In his seminal paper [Gen09b], we can observe that

the underlying problem that was used to construct the FHE scheme is related to a

slightly different abstract problem when compared to the previous constructions.

This abstraction is called ideal coset problem.

Shortly, it is possible to describe Gentry’s generic scheme as follows:

Key generation. The algorithm KEYGEN chooses ideals J prime with I and gen-

erates a basis BI for ideal I and two distinct basis for ideal J , namely Bsk
J and Bpk

J .

Furthermore, the distribution DBI
(m), that outputs random elements from coset
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m+ I , is determined.

Encryption. Given the message m ∈ R (mod BI), utilize the distribution DBI
(m)

to compute m′ and then compute its reduction modulo Bpk
J , as follows

c = m′ (mod Bpk
J ).

Decryption. To decrypt, we compute the value

m = [c (mod Bsk)] (mod BI).

Gentry used ideals over polynomial rings to construct a somewhat homomor-

phic scheme (SHE), in the sense that there is a limit in the number of operations that

it can homomorphically evaluate. The proposal is able to evaluate circuits composed

by many additions, but just a few number of multiplications. As operations are ex-

ecuted, a noise that is inserted during the encryption algorithm grows according

to the homomorphic operations that are computed. Putting it differently, addition

increases the noise linearly and multiplication increases it quadratically. The de-

cryption algorithm works only if this noise do not exceed certain public threshold.

Gentry used a concept he called bootstrapping to reduce such a noise homomorphi-

cally, by computing a special kind of circuit over a ciphertext whose noise is close to

achieve this threshold. Unfortunately, this transformation is resource-consuming as

we are going to see.

2.1 Gentry’s blueprint

Next we show the common definitions and theorems, upon which the FHE scheme

that we are going to present in this work is based.
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Definition 2.1. Correctness. A scheme E(KEYGEN,DEC, ENC, EVAL) is correct

if, for a determined circuit C and every key pair (sk,pk), generated by KEYGEN,

any message tuple (m1, . . . ,mt) and corresponding ciphertexts c = 〈c1, . . . , ct〉,

that is, ci = ENCpk(mi) for 1 ≤ i ≤ t, then we have that

DECsk(EVALpk(C, c)) = C(m1, . . . ,mt).

Furthermore, the algorithms KEYGEN, DEC, ENC and EVAL must have poly-

nomial complexity.

Definition 2.2. Fully Homomorphic Encryption. A scheme E is correct for a

class SC of circuits, if it is correct for each C ∈ SC. Moreover, E is denominated

fully homomorphic if it is correct for every algebraic circuit, or, equivalently, if it

is correct for every Boolean circuit.

Circuit privacy. We say that a scheme E has circuit privacy if the following func-

tions are indistinguishable:

ENCpk(C(m1, . . . ,mt)) ≈ EVALpk(C, c).

Compact homomorphic encryption. A scheme E is compact if for every circuit C,

every ciphertext vector c, considering any valid key pair (generated by KEYGEN),

then the ciphertext size generated by EVAL is polynomial in relation to the security

parameter λ and independent from circuit size.
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Definition 2.3. Augmented decryption circuit. Let E be a scheme such that de-

cryption is implemented by a circuit that depends just on the security parameter

λ. We define the augmented decryption circuit set as the set formed by two

circuits, both receive as input the private key and two ciphertexts. The first cir-

cuit, D(+)
E , decrypts the ciphertexts of c and adds the results, while the second,

D×E , decrypts its inputs and multiplies the results. Finally, we denote by DE the

decryption circuit by itself and by SD the set {D+
E , D

×
E }.

Bootstrappable encryption. Let E be a homomorphic encryption scheme. If SC

represents the circuit set for which E is correct, and if SD ⊆ SC, then E is called

bootstrappable.

Theorem 2.1. Leveled homomorphic encryption. Let E be a scheme correct for the

augmented decryption circuits, that is, E is bootstrappable, then it is possible to

construct a new scheme E (d), correct, compact and homomorphic for all Boolean

circuits of depth d. Moreover, E (d) is semantically secure if E also is.

Proof can be found in Gentry’s paper that describes the construction over ideal

lattices [Gen09b].

This new scheme has the same DE and has the same ciphertext length. The key

pair consists of d+1 keys pairs from E , together with the encryption of each bit of ski

using pki+1, what we are going to denote by ski. Namely, the private key is given

by the vector (sk1, . . . ,skd+1) and the public key is composed by
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Figure 2.3: ENCpk3((m1 +m2)× (m3 +m4))

((pk1, . . . ,pkd+1), (sk1, . . . ,skd)).

Given a circuit C that we want to evaluate homomorphically, for each level i of

the circuit C, ciphertexts are reencrypted, using pki+1 and each addition or multipli-

cation from the original circuit is substituted by an equivalent augmented decryption

circuit. Thus, there is an algorithm, denoted by REC, that reencrypts the message re-

placing the public key pki by pki+1, such that the message is always protected by at

least one encryption level.

Algorithm 2.1 Reencryption
INPUT pki+1, DE , ski = ENCpki+1

(ski) and the ciphertext tuple ci.
OUTPUT A ciphertext tuple ci+1 computed using pki+1.
c?i+1 = ENCpki+1

(ci).
ci+1 = EVALpki+1

(DE , (ski, c?i+1)).
return ci+1.

Figure 2.3 shows an example of a depth 2 circuit, with 4 messages, m1, m2, m3

and m4, such that we can define the variables c12 = (ENCpk1(m1), ENCpk1(m2)) and

c34 = (ENCpk1(m3), ENCpk1(m4)). Furthermore, we define c12+ = ENCpk2(m1 + m2)

and c34+ = ENCpk2(m3 +m4). To simplify notation, we are going to use ski to denote

the vector composed by the encryption of each bit of ski using the public key pki+1.
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Definition 2.4. Circular security. Given a scheme E , we say that E has circular

security if it is secure to encrypt each private key bit using its own public key.

If a scheme E has circular security, we can use the same key pair all along the

circuit homomorphic computation, and therefore it is not necessary to use d+ 1 key

pairs.

2.2 Security model

A cryptosystem is secure against chosen ciphertext attack (CCA2) if there is no poly-

nomial time adversary that can win the following game with non negligible proba-

bility.

Setup. The challenger obtains (sk,pk) = KEYGEN(λ) and sends pk to the adver-

sary A.

Queries. A sends ciphertexts to the challenger, before or after the challenge, who

returns the corresponding plaintexts.

Challenge. The adversary randomly generates two plaintexts m0,m1 ∈ M and

sends to the challenger, that chooses randomly a bit b ∈ {0, 1} and computes the

ciphertext c = ENCpk(mb). The challenger sends c to A.

Answer. A sends a bit b′ to the challenger and wins the game if b′ = b.

If we allow queries only before the challenge, we say that the cryptosystem is se-

cure against CCA1 adversaries (lunchtime attacks). As previously described, queries

can be interpreted as an access to a decryption oracle. If instead we only allow access

to an encryption oracle, i. e. the adversary can choose any message to be encrypted

under the same key pair, then we say that the cryptosystem is secure against chosen

plaintext attacks (CPA).

In homomorphic encryption, it is impossible to achieve CCA2 security, because

the adversary can add an encryption of zero to the encrypted message, or multiply

it by the encryption of one, and send it back to the decryption oracle. Many FHE
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schemes have as public value an encryption of the private key bits, which can be

sent to the decryption oracle before the challenge, what make such schemes insecure

against CCA1 adversaries. Indeed, a key recovery attack is stronger than an CCA1

attack and Loftus et al [LMSV11] showed that Gentry’s construction over ideal lat-

tices is vulnerable to it and presented the only somewhat homomorphic encryption

proposal that is known to be CCA1 secure. From now on, when we say that an

scheme is semantically secure, we mean CPA security.

3 Construction over the integers

In this section we will describe the construction of fully homomorphic encryption

over the integers. This version is simpler than the lattice-based version and we are

going to start viewing how to construct the framework described in last section over

the ring of integers Z. The extension to ideal lattices has many similarities with

the integer version, then it will be simpler, in terms of mathematical abstraction, to

describe the integer version.
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3.1 Symmetric somewhat homomorphic scheme

Definition 3.1. Let λ be the security parameter. The algorithm KEYGEN ran-

domly generates the private key as an odd integer p with bit-length λ2. To en-

crypt a bit m, the algorithm ENC randomly chooses r with λ bits and r is called

the noise. An integer q with λ5 bits is randomly chosen in order to compute the

ciphertext:

c = m+ 2r + pq.

The decryption algorithm computes the bit m = DECp(c) = [c]p (mod 2). It

is easy to see that the encryption is homomorphic with respect to addition and

also multiplication. However, the decryption only works if |m + 2r| is less than

or equal to p/2, because modular reduction does not change m’s parity.

Given the ciphertexts c1, c2, . . . , ck, such that ci = mi + 2ri + pqi and mi + 2ri � p,

finding p is a problem called approximate greatest common divisor (AGCD), studied

by Howgrave-Graham in the context of cryptanalysis [HG01]. The sizes of qi, p and

ri are chosen to resist against attacks described in the literature.

3.2 Asymmetric somewhat homomorphic scheme

In order to obtain an asymmetric scheme we can use encryptions of zero as the public

key, since they can be used to randomize a ciphertext by homomorphically adding

to it random elements from the public key.

The construction utilizes the following parameters, which are polynomial with

respect to the security parameter λ:

• γ is the bit-length of ciphertexts. This parameter must satisfy γ = ω(η2 log λ), in

order to avoid attacks against approximate GCD problem [HG01,CH11,Lag85,

NS01];
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• η is the bit-length of private key p, respecting the inequality η ≥ ρΘ(λ log2 λ),

because this is enough to allow the homomorphic evaluation of the augmented

decryption circuit;

• ρ is the bit-length of the noise ri. This parameter must be chosen such that the

scheme resists against brute force attack in the noise [CN12];

• τ is the number of approximate multiples of p in the public key, chosen accord-

ing to the relation τ ≥ γ + ω(log λ), allowing us to use the leftover hash lemma

to show that the public key looks like random values with respect to the private

key, and therefore we can show that the scheme is secure;

• ρ′ = ρ+ ω(log λ) is an auxiliary parameter used in the decryption algorithm.

Halevi [vDGHV10] suggests the following parameter instantiation: ρ = λ, ρ′ =

2λ, η = Õ(λ2), γ = Õ(λ5) and τ = γ + λ. Considering such a choice, we can define

the following distribution:

Dγ,ρ(p) = {pq + r | q ← Z ∩ [0, 2γ/p), r ← Z ∩ (−2ρ, 2ρ)}.

Definition 3.2. Key Generation. Obtain a random odd integer p with η bits.

For 0 ≤ i ≤ τ , compute xi = Dγ,ρ(p). Rename the indexes such that x0 corre-

sponds to the largest element. Repeat until x0 is odd and x0 (mod p) is even.

The public key is given by pk = (x0, . . . , xτ ) and the private key is given by

sk = p.

Encryption. Choose randomly a subset S ⊂ {0, 1, . . . , τ} and a random inte-

ger r in the interval (−2ρ
′
, 2ρ

′
) and compute c = [m+ 2r +

∑
i∈S xi]x0 .

Decryption. Return m = [c]p (mod 2).

Evaluation. Given the circuit C and t ciphertexts, execute the operations of

C modulo x0 over the ciphertexts, that are given by big integers, and return the

result.
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It is important to remark that the fact that p is odd allows us to decrypt as follows:

m′ = [c− bc/pe]2 = (c (mod 2))⊕ (bc/pe (mod 2)).

3.3 Correctness

Now we are going to show the correctness of the scheme from definition 3.2. How-

ever, before that, we will give some important definitions, as for example the gener-

alized circuit and permitted circuit, that will make our work easier later.

Definition 3.3. Generalized circuit. Considering a circuit C whose gates are

given by additions and multiplications modulo 2, the generalized circuit g(C) is

formed by equivalent operations, but instead of computing over bits it computes

over larger integers.

Definition 3.4. Permitted circuits. Considering a circuit C and the generalized

circuit g(C), we define the permitted circuits class, denoted by SC, as being

composed by the circuits whose inputs have absolute value at most 2α(ρ′+2) and

whose output has absolute value at most 2α(η−4).

In fact, definition 3.4 is technically important because it allows us to prove secu-

rity in a straightforward manner, because the parameter can be chosen in order to

satisfy the constraints. Indeed, a fresh ciphertext has noise whose length is at most

2ρ
′+2, while the decryption algorithm expects noise limited above by p/2. Therefore,

regarding an appropriate choice of parameters, η ensures that the scheme can eval-

uate its own decryption circuit, because it forces the augmented decryption circuit

set to be contained in the permitted circuit class. But as we will see later, correct-

ness and security establishes a trade-off with minimum requirements for both sides,

what makes constants and polynomial complexity degrees high enough to turn FHE

impractical.
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Nevertheless, this definition doesn’t captures directly what kind of circuit can be

homomorphically evaluated. In order to understand that, we need to comprehend

how addition and multiplication influences the noise growth. But this question has

an easier solution when we work with integers. In special, multiplication noise is

squared for each circuit level, while addition maintains just a linear growth. Thus,

we can interpret the circuit operations as a multivariate polynomial over the integers,

and the its degree d is related to the circuit multiplicative depth, which is given by

log2 d.

Lemma 3.1. Given a circuit C and the corresponding generalized circuit g(C), we

can construct the polynomial f(x1, . . . , xt), that is equivalent to the circuit C. Let d

be the degree of f , then if we have that |f |(2ρ′+2)d ≤ 2η−4, where |f | represents the a

summation of coefficients of f , we have that C is a permitted circuit, i. e. C ∈ SC.

Proof. According to definition 3.2, we have that c = [m + 2r +
∑

i∈S xi]x0 . Fur-

thermore, x0 is the maximum among xi, for 0 ≤ i ≤ τ , then there exists an integer k,

such that |k| < τ , satisfying the following equation

c = (m+ 2r +
∑
i∈S

xi) + kx0.

By definition of xi, we have that xi = qip+ 2ri, for |ri| ≤ 2ρ. Hence, we have that

c = k(q0p+ 2r0) + (m+ 2r +
∑
i∈S

(qip+ 2ri)),

c = p(kq0 +
∑

qi) + (m+ 2r + 2kr0 +
∑
i∈S

2ri),

c = p(kq0 +
∑

qi) + (m+ 2(r + kr0 +
∑
i∈S

ri)).

Considering that ρ′ ≥ 2ρ, τ ≤ 2ρ and τ = λ5 + λ ≤ 2λ (λ > 23 is enough to ensure

this condition), the rightmost term has absolute value at most,
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|1 + 2(2ρ
′+1 + τ2ρ+1 + τ2ρ+1)| ≤ |1 + 2(2ρ

′+1 + τ2ρ+2)|,

≤ |1 + 2ρ
′+2 + τ2ρ+3|,

≤ |2ρ′+3|.

Therefore, the scheme can evaluate polynomials whose degree respects the fol-

lowing inequality:

d ≤ η − 4− log |f |
ρ′ + 2

.�

Polynomials satisfying this condition are called permitted polynomials.

Lemma 3.2. Let (sk,pk) be a key pair generated by KEYGEN. Let c = ENCpk(m),

withm ∈ {0, 1}. Then we have that c (mod p) is of the form 2a+m, that is, c (mod p)

has the same parity of m. Moreover, |2a+m| < 2ρ
′+2.

Proof. According to definition 3.2, we have that c = [m + 2r +
∑

i∈S xi]x0 . In

addition, as before we have that x0 maximum among xi, for 0 ≤ i ≤ τ , then modular

reduction of each xi by x0 results in a negative integer. If we take the absolute value

we have that 2r by definition is at most 2ρ
′+2. �

Lemma 3.3. Considering a permitted circuit C, the output of EVALpk(C, c1, . . . , ct),

where ci are valid ciphertexts, is a new ciphertext with noise at most p/8.

Proof. The noise of EVALpk(C, c1, . . . , ct) is given by the evaluation of C over ci

individual noises, that is, we can separate the evaluation of circuit C in two steps,

because multiples of p can be combined into a unique multiple p, while isolated

evaluation of noises results in the final noise. We have that each ci noise is limited to

2ρ
′+2 according lemma 3.2, then by definition of permitted circuit, we have that the

final noise is at most 2η−4 = p/8. �

Unfortunately, the scheme E have not decryption circuit depth sufficiently short

as required and some adjustments will be necessary to make it possible.
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3.4 Security

The details of the security proof for the scheme from last section can be found in the

paper [vDGHV10], where the authors show that the existence of an attack to the pro-

posed cryptosystem leads to a solution to the approximate GCD (AGCD) problem.

Shortly, the problem consists in finding a common divisor to a set of approximate

multiples of this divisor. Supposing the existence of an algorithm to compute one

bit from the plaintext, given just the ciphertext and public parameters, we can use

binary GCD algorithm to construct a solution to the AGCD problem.

Now we can explain better why the parameter ρ′ was required. Basically, choos-

ing a noise with ρ′ = 2ρ bits, we have that the ciphertext is protected by high noise

ρ′, while the public key contains zero encryptions, achieved using low noise ρ. This

distinction is important to the security proof, because we can reduce the security of

the cryptosystem with high noise to the GCD problem over low noise.

Definition 3.5. Given parameters (ρ, η, γ) and a polynomial number of ele-

ments from the distribution Dγ,ρ(p), for a randomly chosen odd integer p, the

AGCD problem, consists in revealing p.

Theorem 3.1. The parameter choice described in definition 3.2 and the security pa-

rameter λ, any attackAwith advantage ε over the scheme E can be transformed into

an algorithm B to solve the approximate GCD problem with advatage at least ε/2.

The complexity of B is polynomial over the complexity of A, λ and 1/ε.

3.5 Attacks

The first strategy one could imagine to solve the AGCD problem is using brute force

to find the noise of an arbitrary pair of samples. Considering that the noise has ρ

bits, we must find two arbitrary noises r1 and r2 from samples x1 = q1p + r1 and

x2 = q2p+ r2, respectively, compute the GCD or x1 − r1 and x2 − r2 and verify if the

result has η bits. The complexity of this algorithm is 22ρ.
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Another immediate attack would be factoring noise-free term x0 = pq to find

p. The best algorithm available to solve this problem is Lenstra’s factoring algo-

rithm [Len87], which has complexity O(
√
η). Therefore, choosing η = λ2 we avoid

this kind of attack.

Lagarias attacks. The AGCD problem can be interpreted as the simultaneous

diophantine equations problem and we can use the Lagarias algorithm to solve it.

Shortly, the idea of the attack is very simple. We must use samples contained in the

public key, namely xi, for 0 ≤ i ≤ t, to compute the lattice given by the following

matrix:

M =



2ρ x1 x2 . . . xt

−x0

−x0

−x0

−x0


(1)

Then we reduce the lattice basis using for example the LLL algorithm as de-

scribed in the Magma code in Table 1. If the reduction is good enough we get a

vector v = 〈q02ρ, q0x1 − q1x0, . . . 〉. Thus we compute the quotient q0, from which it is

possible to obtain the private key p even in the case that x0 has a non-zero noise r0.

Other two attacks are important to be considered. For instance, the Cohn-Heninger

attack and the orthogonal lattice attack. Both are described in detail in Lepoint PhD

thesis [Lep14], where a Sage routine is presented, such that it is possible to derive

parameters using estimations for the number of operations required to run each at-

tack and thus obtaining the security level of the cryptosystem by making this attacks

run in at least 2λ operations.
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lagarias := function(X, X0, rho)
Z = IntegerRing();
t := #X;
XX := Matrix( Z, t, 1, [x : x in X] );
M := ZeroMatrix( Z, t, t );
M[1,1] := rho;
for i:=1 to t-1 do

M[1,i+1] := XX[i,1];
M[i+1,i+1] := -X0;

end for;
L := LLL(M);
q0 := (EuclideanNorm(L[1,1]))/(rho);
if (q0 ne 0) then

r0 := (X0 mod q0);
p := (X0-r0) div q0;
return p;

end if;
return -1;

end function;

Table 1: Lagarias attack

3.6 Squashing the decryption circuit

In this section we present modifications that are essential to construct a bootstrap-

pable encryption scheme, because to construct a fully homomorphic encryption scheme

we must be able to evaluate its own decryption circuit. This condition is satisfied if

decryption has multiplicative depth sufficiently low. The decryption is computed

using the equation m = [c − [c/p]]2 and division by p can not be computed using

a sufficiently shallow circuit. To solve this problem we can add information to the

ciphertext, such that the decryption algorithm has its job facilitated, but without los-

ing in security. Next we are going to present a scheme that is able to evaluate its own

decryption circuit.
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Definition 3.6. This construction uses three new parameters: κ = γη/ρ′, θ = λ

and Θ = ω(κ log λ), that is, they are all polynomial with respect to the security

parameter λ.

Key Generation. Compute sk and pk as in definition 3.2. Compute xp =

b2κ/pe, choose randomly a vector s = 〈s1, . . . , sΘ〉, with Θ bits and Hamming

weight θ. The set S is defined as

S = {i | si = 1}.

Choose randomly integers ui, where 1 ≤ i ≤ Θ, with at most κ bits, such that∑
i∈S ui = xp (mod 2κ+1). Compute yi = ui/2

κ, such that each yi is a positive

integer less than or equal to 2, with κ bits of precision after the fractional part.

Thus, we have that [
∑

i∈S yi]2 = (1/p)−∆p, for ∆p < 2−κ.

The private key is given by the vector (s1, . . . , sκ) and the public key is given

by pk and the vector (y1, . . . , yΘ).

Encryption. Compute c as in the original scheme. For 1 ≤ i ≤ Θ, compute

zi = [cyi]2, maintaining just dlog θe + 3 of precision bits for each zi. Return c and

the vector (z1, . . . , zΘ).

Decryption. Return m′ = [c− b
∑

i∈S sizie]2.

Evaluation. Addition and multiplication are computed using canonical op-

erations over the rationals.

Lemma 3.4. The modified scheme is correct for permitted circuits C ∈ SC. More-

over, given an ciphertext (z1, . . . , zΘ), generated by the evaluation of any permitted

circuit, we have that sizi − b
∑
sizie ≤ 1/4.

Proof. Given that the public key contains the vector (y1, . . . , yΘ), we know that

the values of yi were chosen respecting [
∑
siyi]2 = 1/p+ ∆p, with ∆p ≤ 2−κ.

Given a permitted circuit C, such that c∗ = EVALpk(C, c1, . . . , ct), for valid cipher-

texts ci, we have that [c∗yi]2 = zi − ∆i, with ∆i ≤ 1/16θ, because just dlog θe + 3 of

precision is maintained in relation to zi. Hence, we have that
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[(c∗/p)−
∑
sizi]2 = [(c∗/p)−

∑
si[c

∗yi]2 +
∑
si∆i]2,

= [(c∗/p)− c∗[
∑
siyi]2 +

∑
si∆i]2,

= [(c∗/p)− c∗(1/p−∆p) +
∑
si∆i]2,

= [(c∗∆p +
∑
si∆i]2.

Considering the last term, we have that |c∗∆p| ≤ 1/16, because c∗ is an cipher-

text computed by the evaluation algorithm, whose input is formed by ciphertexts of

length at most 2α(ρ′+2). Thus, the algorithm EVAL returns a value with legth at most

2α(η−4). In particular, ciphertext sizes are limited above by 2γ , then we have that c∗

has magnitude of at most 2γ(η−4)/(ρ′+ 2) < 2κ−4. Hence, as ∆p < 2−κ, we have that

|c∗∆p| < 1/16. With respect to |
∑
si∆i|, as |∆i| < 1/16θ and there is θ values of i for

which i ∈ S, then we have that |
∑
si∆i| < 1/16. Therefore, we have that

∣∣∣[c∗∆p +
∑

si∆i

]
2

∣∣∣ < 1/8.�

3.7 Bootstrappability

In the last section, we constructed an asymmetric scheme that has better decryption

circuit, in the sense that it has shorter multiplicative depth when compared to the

symmetric scheme. Now we can prove that this scheme is bootstrappable, complet-

ing the construction of a fully homomorphic encryption scheme over the integers.

Theorem 3.2. Definition 3.6 gives us an scheme whose augmented decryption cir-

cuit set, denoted by SD, is an element of the set formed by the permitted circuits, i.

e. SD ∈ SC.

Proof. The goal is to find an adequate circuit to compute the following equation:

m = c−
⌊∑

sizi

⌉
(mod 2).

We can define a new variable ai = si.zi, with 1 ≤ i ≤ Θ. Thus, ai = zi when si = 1

and ai = 0 when si = 0. By definition, ai has n = dlog θe + 3 bits of precision and
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a1,0, a1,−1 a1,−2 . . . a1,−n
a2,0, a2,−1 a2,−2 . . . a2,−n
a3,0, a3,−1 a3,−2 . . . a3,−n

...
...

...
...

aθ,0, aθ,−1 aθ,−2 . . . aθ,−n
W0 W−1 W−2 . . . W−n

Table 2: Achieving bootstrappability

there is θ non-zero values among ai. The last statement is crucial to construct this

circuit, because it allows us to reduce the number of variables we are dealing with.

This reduction is achieved by finding n + 1 = dlog θe + 4 rational numbers wj , such

that
∑
wj =

∑
ai (mod 2).

Each ai is a rational number between 0 and 2. Hence, the binary representation

of ai can be expressed as follows:

ai = ai,0, ai,−1ai,−2 . . . ai,−n.

Negative indexes are used to reinforce the fact that these bits represent binary

expansion of a rational number, that is,

ai = 2−j
n∑
j=0

ai,−j.

Before we can compute wj , we are going to define W−j as being the Hamming

weight of the vector {ai,j}θi=1, as shown in Table 2.

There is at most θ non-zero values of ai, then the value of W−j is at most θ and

defining wj = 2−jW−j (mod 2), we have that wj can be represented by dlog θe+1 bits

of precision.
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Lemma 3.5. Considering the sequence of bits
−→
b = (b1, . . . , bk), the Hamming

weight of
−→
b , denoted by H−→

b
can be computed by looking at each bit bi. If the binary

representation of H−→
b

is given by (hn, . . . , h0), such that H−→
b

=
∑

2ihi, then hi can

be writen as a degree 2i polynomial on the variables {bi}k1. Furthermore, there is a

circuit of size k2i that computes all the values of hi simultaneously.

Proof. The i-th bit of H−→
b

can be computed by δ2i , where δi represents the i-th

elementary symmetric polynomial. The degree of δ2i is exactly 2i and to calculate

simultaneously all the values of hi it is enough to compute the polynomial p(z) =∏
(z − bi), because hi corresponds to the coefficient of the term zk−i in p(z). The

following algorithm computes the bits h0, . . . , hn and can easily be transformed into

a circuit:

Algorithm 3.1 Elementary symmetric polynomials
INPUT b1, . . . , bk.
OUTPUT δ1(b1, . . . , bk), . . . , δn(b1, . . . , bk).

Initialize e0,0 = 1 and ei,0 = 0 for i = 1, 2, 3, . . . , 2n.
for j = 1, 2, . . . , k do

for i = 2`, 2`−1, . . . , 1 do
Compute ei,jbjei−1,j−1 + ei,j−1 (polynomial arithmetic).

return e1,k, . . . , e2n,k.

Polynomial multiplications are computed using the Fast Fourier Transform (FFT).

�

3.8 Security of the new scheme

In order to show that the presented construction is secure it is necessary to ensure

that the information included in the public key, (y1, . . . , yθ), can not be used to recon-

struct the private key. This problem was studied by Gentry in 2009 [Gen09a] and is

known as sparse subset sum problem (SSSP). If we choose θ sufficiently big to avoid

brute force attack this problem is hard to solve. Moreover, it is necessary to have

Θ greater than ω(κ log λ), where κ is the bit-length of the numbers included in the

public key.
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3.9 Further work

Some optimizations were proposed to improve DGHV performance [CNT12,CNT11,

CMNT11]. In 2013, Kim et al [KLYC13] used the Chinese remainder theorem (CRT)

to show how to construct a CRT-based fully homomorphic encryption, allowing to

encode more information inside each ciphertext. Recently, Cheon and Stehlé [CS15a]

showed that the AGCD problem can be reduced to the LWE problem and vice-versa,

demonstrating that both problems are in some sense equivalent.

It is possible to construct FHE using the LWE problem following roughly the

same steps describe in this section. Such kind of construction is more efficient than

AGCD-based schemes, for reasons that we will expose in next section. However, we

are not going to give the details of how to achieve bootstrapability, since we will be

concerned in the construction of practical cryptosystems. But it is important to re-

mark that LWE-based FHE schemes corresponds to the state-of-the-art and indeed

it is possible to bootstrap in less than 1 second using new techniques proposed by

Ducas and Micciancio [DM15].

4 Construction based on the LWE problem

Untill now, our goal was to obtain fully homomorphic encryption, i. e. an scheme

that allows an arbitrary number of additions and multiplications over encrypted

data, and for that reason the plaintext size was restricted to the binary set {0, 1}.

On the other hand the BGV proposal allows to compute for example using plain-

text equal to {0, 1}32, what is relevant if you want to use homomorphic encryption in

practice. Hence, we will be interested in how to choose parameters to allow multipli-

cate depth L ≤ 30. Such an scheme is called somewhat homomomorphic encryption

(SHE).

In 2011, Brakerski and Vaikuntanathan [BV11a] proposed two new ideas to help

the noise management for homomorphic schemes: dimension reduction (also known
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as relinearization or key switching) and modulus reduction. These new techniques

provided a better alternative than the one used to squash the decryption circuit in

sections 3.6, namely the utilization of SSSP problem.

These concepts are fundamental to the construction proposed by Brakerski, Gen-

try and Vaikuntanathan, called BGV [BGV11], which is a construction with better

performance in practice, as we are going to show. Previous constructions have a

worse method to deal with multiplications, because the noise grows too fast. In-

deed, BGV’s noise management avoids the exponential growth inherent in other

proposals.

The security of LWE-based cryptosystems follows originally from a quantum

reduction to GAPSVPγ in the worst case [Reg05a], where γ is a polynomial func-

tion on the LWE parameters. A classical reduction was shown by Lindner and

Peikert [LP11], but imposing a condition on the size of the modulus, namely an

exponential modulus, which was shown to be not necessary by Brakerski et al in

2013 [BLP+13].

Next we are going to define the LWE problem and present the BGV scheme,

which can be easily implemented using a library like for example NTL [Sho], for

number theoretic calculations, over GMP [pro], for efficient arbitrary precision arith-

metic.
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4.1 LWE problem

Definition 4.1. The LWE problem consists in finding the vector s ∈ Znq , given

the equations

〈s, a1〉 ≈D b1 (mod q)

〈s, a2〉 ≈D b2 (mod q)
...

Notation ≈D means a tolerance in the equality, according to a distribution

Dn,σ. Namely, 〈s, ai〉 has a distance to bi and this distance is determined by the

distribution Dn,σ, generally an n-dimensional Gaussian distribution with stan-

dard deviation given by σ. Alternatively, we can write 〈s, ai〉 = bi + ei (mod q),

where ei ∈ Dn,σ.

Gaussian distribution plays a central role, because Micciancio and Regev [MR07]

presented in 2004 a concept called smoothing parameter. This parameter permits a

different way to obtain pseudorandomness from lattices. Figure 4.4 shows a simpli-

fication of the idea. It shows centered Gaussians, with increasing standard deviation,

reduced modulo the trivial one-dimensional lattice L = Z.

Figure 4.4: Gaussian distributions modulo 1

The number of equations do not contribute a lot to the solution. There is a trade-

off between the number of equations and the execution time to find a solution to

the problem, even with an arbitrary number of equations the complexity is at least

subexponential [BKW03].

In 2005, Regev [Reg05b] presented a quantum reduction from LWE problem to

worst case problems over lattices. Moreover, this work provided what was nec-

essary to construct a new cryptosystem, whose performance is considerable better
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than other schemes based on lattices. Lindner and Peikert [LP11] showed a classical

reduction, proposing the parameter analysis that are going to be adopted here.

Lyubaskevsky, Peikert and Regev defined a similar version to the LWE problem,

but using polynomial rings [LPR10]. This construction will be denoted by ring LWE.

Concretely, let f(x) = xn + 1, where n is a power of 2. Given an integer q and an

element s ∈ R = Zq[x]/f(x), the ring LWE problem over R, with respect to the

distributionDn,σ, is defined equivalently, that is, it is necessary to find s that satisfies

the following equations:

s.a1 ≈D b1 (mod Rq)

s.a2 ≈D b2 (mod Rq)
...

where ai and bi are elements of the ring Rq. Modular reduction in Rq is the same as

reducing modulo f(x) and reducing the coefficients modulo q.

4.2 Somewhat homomorphic encryption

LetDn,σ,q be a n-dimensional spherical discrete Gaussian distribution [LPR13,LPR10]

with standard deviation σ and over the ring Zq.
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Definition 4.2. Given the security parameter λ and a secondary parameter µ,

we choose an integer q with µ bits and N = d3 log qe. The scheme E parame-

ters are given by λ, µ, n, σ, q and the ring R = Zq[x]/f(x) and f(x) a cyclotomic

polynomial.

Key Generation. Utilize the distribution Dn,σ,q to compute the polynomial

s? ∈ R. Denote by s the vector formed by the polynomials 1 and s?. The private

key is given by sk = s. Generate randomly a matrix A′ with N rows and one

column, whose elements are polynomials with coefficients uniformly chosen in

Zq. Utilize the distribution Dn,σ,q to generate N polynomials ei and compute

b = A′s? + te. Compute the matrix A of two columns, the first one equal to b and

the second one equal to−A′. The public key is given by pk = A. By construction,

we have that As = te.

Encryption. Given a message m ∈ {0, 1}t and the public key pk, we define

the matrix m′ with two rows, where the first one is the value m and the second

one is equal to zero. Generate randomly a column matrix denoted by r with N

rows composed by binary polynomials. Finally, output the ciphertext

c = ENCpk(m) = m′ + AT r (mod q).

Decryption. Compute

m = DECsk(c) = [[〈c,sk〉]q]t.

The correctness of this scheme is easily verified using the relationAs = te and the

fact that q is chosen sufficiently big such that the error do not get above q/4, similarly

to the case over the integers. Also, ciphertext addition is executed component-wisely,

while ciphertext multiplication is done by computing the tensor technique, which

will be explained in Section 4.6.
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4.3 LWE security

Gentry, Halevi and Smart [GHS12b] used the BGV scheme to homomorphically eval-

uate the AES symmetric encryption system. They based the security analysis on

Lindner and Peikert’s [LP11] work, showing that an LWE-based cryptosystem is se-

cure as long as

d > log
( q
σ

)λ+ 110

7.2
. (2)

When applied with homomorphic schemes, this relation acquires a challenging

aspect, because as the standard deviation increases, less homomorphic operations

can be evaluated, since a larger initial noise would be rapidly propagated, what

would require a larger modulus q, depending on the circuit multiplicative depth.

Thus, as the ratio q/σ determines the LWE-based cryptography security, in order to

avoid managing the growth of such weakly related functions, for instance the mu-

tually dependent values of d, q and σ, we can fix a sufficiently large minimum value

for σ, such that attacks that explore small standard deviations are mitigated [AG11].

Then we can focus on the choice of parameters d and q for a fixed standard devi-

ation, for example σ ≈ 4, what constitutes a good starting point for homomorphic

encryption and, as we are going to see later, q just needs to be chosen big enough to

accommodate the noise growth along the computation.

The Magma code in Table 3 implements a simplified version of the attack and can

be used to study the security of LWE-based cryptography for small instances.

4.4 Dimension reduction

The decryption algorithm described in Definition 4.2 is similar when compared to

ElGamal cryptosystem, because the ciphertext is formed by two polynomials, c =

[c0, c1], while the private key is given by s = [1, s?]. Hence, decryption can be repre-

sented by
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lwe_attack := function(n,m,q,A,b)
qI := ZeroMatrix(Z, m, m);
for i := 1 to m do qI[i,i] := q; end for;
A1 := VerticalJoin(Transpose(A),qI);
X, U := HermiteForm(A1);
B := RowSubmatrixRange(X,1,m);
BB := LLL(B: TimeLimit:=1);
L := Lattice(BB);
tb := Transpose(b)[1];
w := ClosestVectors(L,tb : TimeLimit:=1);
e := Matrix(Z,m,1,[b[i,1]-w[1,i] : i in [1..m]]);
return e;

end function;

Table 3: LWE attack

m = [c0 + c1s
?]q (mod 2).

If we interpret s∗ symbolically, the expression c0 +c1s
? represents a polynomial of

degree 1. To multiply two ciphertexts, c = ENCpk(m) and c′ = ENCpk(m′) = c′0 + c′1s
?,

we can compute

(c0 + c1s
?)(c′0 + c′1s

?) = c0c
′
0 + (c0c

′
1 + c′0c1)s? + c1c

′
1(s?)2.

If q is sufficiently big, as we replace s? by the private key in last expression, we

obtain a polynomial that can be used to recoverm.m′. However, multiplication gives

us back an element in higher dimension and a compact cryptosystem can not have

such an increase in the ciphertext size, then we must provide an algorithm to reduce

the dimension of the ciphertext. This task is achieved by using an algorithm called

SwitchKey, that based on public parameters, returns a ciphertext that can usually be

decrypted.
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Definition 4.3. Given a polynomial x, we define the algorithm BitDecomp, that

returns log q binary polynomials xi, where each coefficient of x is writen in bi-

nary representation and xi coefficients are the corresponding i-th bit of this rep-

resentation. Namely, we have that

BitDecomp(x) = [x0, . . . , xlog q],

such that

x =
∑

2ixi.

Furthermore, consider the algorithm PowerOf2, that returns log q polynomi-

als in the form 2ix, as follows:

PowerOf2(x) = [x, 2x, . . . , 2blog qcx].

By construction, we have that

〈BitDecomp(c),PowerOf2(s)〉 = 〈c, s〉 (mod q).
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Definition 4.4. Also, we define the algorithm SwitchKeyGen as follows:

1. given a vector of polynomials s′′, derived from private key sk, generate a

random matrix A′ with N rows and 2 columns, where N = 3 log2 q, com-

pute A = A′sk + e′, where e′ is vector of N rows whose elements are gen-

erated using distribution Dd,σ,q;

2. return B = A + PowerOf2(s′′), where PowerOf2(s′′) is added to the first

column of B.

Thus, given an expanded ciphertext c, the algorithm SwitchKey can simply

be defined as

SwitchKey(c) = BitDecomp(c)TB.

MatrixB works as an alternative to the SSSP problem, described in previous con-

structions. In other words, it is analogous to the encryption of the private key using

its own public key, such that we are again assuming circular security. Brakerski

and Vaikuntanathan [BV11b] proposed an alternative to make circular assumption

not necessary. They transformed the basic scheme in order to show that ciphertexts

encryptying functions of the secret key are indistinguishable from ciphertexts en-

cryptying zero.

4.5 Modulus reduction

Cryptosystems defined before BGV have a common problem: the noise grows quadrat-

ically with multiplications. In order to transpose this barrier, Brakerski and Vaikun-

tanathan [BV11a] proposed a new technique to manage the noise. Basically, if the

initial noise is proportional to r, after k levels of multiplications this noise would be

proportional to r2k . The proposed solution was to use a decreasing moduli chain

qi ≈ q/ri. After the first multiplication, we adjust the ciphertext c, multiplying it
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by 1/r and fixing parity if necessary, and replacing modulus q by q/r. This change

seems to bring no gain and you can not repeat this procedure arbitrarily, because

the chain decreases fastly (linearly with respect to the circuit depth) to a minimum

value. However, it is easy to show that the noise is reduced in the same proportion

1/r, that is, after the k-th multiplication, we obtain a noise proportional to rk, in-

stead of r2k . Therefore, there is an exponential gain involved in this transformation.

When this chain reaches its end, it is necessary to use bootstrapping to continue the

computation, but this subject is outside the scope of this paper.

Definition 4.5. Given a vector of polynomials x, the algorithm Scale(x, qi, qi+1)

computes the vector of polynomials x′ closest to (qi+1/qi)x, such that

x′ = Scale(x, qi, qi+1) = b(qi+1/qi)xe ≡ x (mod t).

Brakerski proposed a construction that avoids the scaling technique, called scale

invariant [Bra12]. In this construction, ciphertexts are composed by elements in the

interval (−1/2, 1/2], i. e., they are maintained in fractional form, then there is no

need for modulus switching. Moreover, the construction have a classical reduction

to lattice hard problems without using an exponential (in the degree d) modulus q.

This reduction works only for the standard LWE and the scheme presents better per-

formance only for L ≥ 20. Therefore, determining if this technique is preferable will

depend on the parameters. For some choices it will, for othe choices the modulus

switching approach will be the best option.

4.6 BGV

In this section we describe BGV scheme [BGV11], that can homomorphically deal

with circuits of multiplicative depth at most L. Hence, if we know the maximum L

necessary for a determined application, then we can derive optimal parameters for
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the utilization of the BGV scheme. Moreover, we avoid the usage of the expensive

bootstrapping method.

Definition 4.6. Setup. Given the security parameter λ and the multiplicative

depth L, compute µ = θ(log λ + logL). For i varying from L to 0, run the

SETUP(λ, (i+1)µ) algorithm of scheme ER,i, obtaining a decreasing chain of mod-

uli qi.

Key Generation. Run (ski,pki) = ER,i.KEYGEN(λ) for each level i of the

circuit. Compute s′i = ski ⊗ ski and s′′i = BitDecomp(s′i, qi). Finally, compute

Bi = SwitchKeyGen(s′′i ,ski−1), for i > 0. Output the key pair (sk,pk), where the

private key sk is formed by the values of ski, while public key pk corresponds

to the public keys pki together with Bi.

Encription. Given the message m ∈ {0, 1}t, return c = ENCpkL(m).

Decription. Given the ciphertext c, at level i of the circuit, utilize the private

key ski to compute m = DECski(c).

Consider the ciphertexts c = c0 + c1s
? and c′ = c′0 + c′1s

?. We have that addition

c+ c′ can be computed component-wisely by

c+ c′ = (c0 + c′0) + (c1 + c′1)s?,

while multiplication is done by tensor product of the ciphertexts, obtaining

c× c′ = c0c
′
0 + (c0c

′
1 + c′0c1)s? + c1c

′
1(s?)2,

where each of the coefficients is a polynomial and the vector composed by these

three coefficients is called expanded ciphertext. The algorithm Recrypt maps ex-

panded ciphertexts to regular ciphertexts and is defined in Algorithm 4.1.
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Algorithm 4.1 Recrypt

INPUT The expanded ciphertext c, the moduli qi and qi+1.
OUTPUT The ciphertext c.
c = PowerOf2(c, qi) (the following condition is valid: 〈c1, s

′′
i 〉 = 〈c, s′i〉).

c = Scale(c, qi+1, qi).
c = SwitchKey(c, qi, Bi).
return c.

4.6.1 Batch operations

In this section we will describe an important optimization to the scheme previously

presented. The idea consists in using the Chinese remainder theorem (CRT) to allow

simultaneous operations over a vector of messages. In the literature, this concept is

associated with the SIMD model, because we have the capacity of parallel computa-

tion over vectors [SV11]. This parallelism allows to encode more information inside

each ciphertext and therefore can be used to reduce the overhead of homomorphic

encryption schemes. Concretely, it is possible to reduce the computation complex-

ity per operation to a polylog overhead, achieving a big improvement with respect

to the previous constructions. However, the circuit that will be homomorphically

evaluated must have average width in Ω(λ) [GHS12a].

Furthermore, the capacity to perform additions and multiplications over vectors

is not a complete computational model. For instance, it lacks the ability to permute

vector elements. To solve this problem it is possible to use the Frobenius automor-

phisms over the ciphertext, obtaining circular rotations of the underlying vector ele-

ments. However, it is not possible to calculate every permutation using only circular

rotations. In order to get any permutation, it is used a permutation network, that

allows us to combine left and right rotations to achieve more complicated permuta-

tions. More details can be found in the work of Halevi and Shoup [HS14].

Consider the integers n (usually a power of 2) and p, such that pd ≡ 1 (mod m).

Thus Zp contain an n-th primitive root of unity ζn ∈ Zp, then the n-th cyclotomic

polynomial φn(x) is such that its degree is equal to Euler’s totient function ϕ(n) and

it can be factored into ` = ϕ(n)/d degree-d terms modulo p



Homomorphic encryption 40

φn(x) =
∏
i∈Z?

m

(x− ζ in) (mod p).

A polynomial a(x) ∈ Zp[x]/Φn(x) can be represented by a vector containing the

coefficients of the polynomial for each power of x, or it can be represented by a

vector containing the evaluations of a(x) over the n-th primitive roots of unity. Thus,

there are two possible representations: by coefficient or by evaluation. The later is

denoted by COEFS(a(x)), while the second one is denoted by EVALS(a(x)) and both

representations are related by the Vandermonde matrix Vd as follows

EVALS(a(x)) = VdCOEFS(a(x)).

If the LWE problem modulus q itself can be a product of primes pi ≡ 1 (mod n)

(and pi ≡ 1 (mod p) to obtain better noise growth), we can use the so-called double

CRT, because the elements of Zq can be decomposed with respect to the factors pi

and the factors of φn(x).

Recent utilization of cyclotomic rings is concentrated to the case where n is a

power-of-two. As argumented by Lyubashevsky, Peikert and Regev [LPR13], this

choice for n have both advantages and disadvantages. For instance, such a choice

allows us to easily adapt the classical FFT in order to transform from one repre-

sentation to another, allowing faster arithmetic over the evaluation representation,

because the operations can be computed component-wisely in linear time. In gen-

eral, choosing a power-of-two makes things simpler to understand and implement,

what explains why many constructions adopted this choice. On the other hand, it

would be better to choose n as the minimal integer satisfying Equation 2, while the

next power-of-two may be twice as far as the best possible value, what constitutes

an argument against such possibility. Nevertheless, this choice of n leads to larger

expansion factors. A work that shows many contributions related to the ring-LWE

for non-power-of-two cyclotomic rings was proposed by Gentry, Halevi, Peikert and
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Smart [GHPS12].

4.7 Setting parameters

To provide parameters for the BGV cryptosystem, we must grant that the LWE prob-

lem is hard for all the moduli qi, for 0 ≤ i < L. Also, we must garantee that the

ciphertext is decryptable for every i. These two conditions have a circular depen-

dency, but although it is not simple to satisfy all the requirements, we will show

how to find parameters that respect both of them. As previously defined, we must

choose qi with (i + 1)µ bits, for µ = θ(logL + log λ), but the hidden constant in this

expression may assume different values depending on the SHE variant we are using.

If you previously determined the circuit you want to evaluate, then you can com-

pute the minimum qL−1 and the ratio between subsequent value qi and qi−1 in or-

der to allow the correctness of the homomorphic computation. Ana Costache and

Nigel Smart [CS15b] studied the parameter choice of many variants of the BGV and

NTRU schemes, compared them, concluding that NTRU is better only for very small

plaintext size. For t > 5, we have that BGV is the better choice. They consid-

ered two algorithms for SwitchKey and the possibility of using the scale invariant

scheme. The noise growth depends on the initial noise and the number of additions

and multiplications in the circuit. The authors constructed tables of parameters for

t ∈ {2, 101, 232, 264, 2128, 2256} and L ∈ {2, 5, 10, 20, 30}. They also generalized the def-

inition of PowerOf2 and BitDecomp to allow not only base w = 2, but any power of

2, turning it possible to look for optimal values for w. Choosing parameters is not an

easy task, because we not only have the mentioned circular dependency, but also we

have many details to determine depending on the desired application, like for ex-

ample the utilization of batch operations. Nevertheless, we can describe an abstract

recipe that helps to accomplish this task:

1. stablish a value for the standard deviation σ that avoids attacks described in

the literature [AG11]. It is important to remark that this choice may or may not



Homomorphic encryption 42

consider the worst-case connection to lattice problems, since we would need to

obey the relation σ ∈ ω(
√
n) in order to have worst case reduction;

2. compute the minimal modulus qL−1 such that the scheme is correct for the

highest level. This step depends on the base w in algorithms PowerOf2 and

BitDecomp. In special, it is possible to iterate through different values for w to

encounter the optimal one;

3. compute the dimension n using Equation 2 to obtain the security of the cryp-

tosystem;

4. calculate the size of the intermediate moduli qi, for 0 ≤ i < L and verify if the

scheme is correct for all i.

Actually, we could invert our strategy, computing the minimal dimension n to

obtain the correctness, and afterwards we determine the value of qL that provides

the security according to Equation 2. If we have an special interest in some specific

value for the modulus qL, then it is possible to fix this parameter and recalculate the

others in order to get correctness and security together.

A good measurement for homomorphic encryption perfomance is the compari-

son of ciphertext size and plaintext size. But a first remark that is important to be

done is that many homomorphic encryption schemes allow parallel computation of

` slots per encryted message. Table 4 shows the ciphertext size and number of slots

of the BGV scheme for different values of L. The scale invariant scheme has smaller

ciphertext size only for big L and, for L ≤ 20, modulus switching technique has

smaller ciphertext size. However, bigger ciphertext can encode bigger plaintexts,

and depending on the target application it could be better to choose a determined

setting or another.
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Modulus Switching Scale Invariant
L size (KBits) slots size (KBits) slots
2 424 1982 792 2714
5 2488 4817 3088 8567

10 10000 9664 10192 18170
20 40832 19542 37472 37742
30 91128 29199 82448 57130

Table 4: Ciphertext size and number of slots
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