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H2-AQM - An Optimal Active Queue Management Controller

Michele M. de A. E. Lima* Nelson L. S. da Fonsecal José C. Geromel*

Abstract

This report introduces a novel AQM policy that uses an Hs optimal controller. The
synthesis of the controller uses a non-rational approach, in which the stability and per-
formance objectives of the system are completely expressed as Linear Matrix Inequalities
(LMIs). The controller stabilizes the system under diverse network conditions.

1 Introduction

The Transmission Control Protocol (TCP) changes its transmission rate according to the
estimated available bandwidth. Such change is governed by the receipt of acknowledgements
from the receiver. If three acknowledgments for the same packet are received, the packet
is considered lost and the transmission window is reduced by half. If an acknowledgment
is not received after a certain period (timeout), the packet is also considered lost, and the
transmission window is drastically reduced to one packet. During the elapsed time between
the loss of a packet and the detection of the loss by the sender, numerous packet might have
been transmitted and dropped, increasing congestion and wasting bandwidth. To ameliorate
such problem, Active Queue Management (AQM) mechanisms have been proposed.

The idea behind AQM is the early notification of incipient congestion so that TCP
senders can reduce their transmission rate before queue overflows, avoiding the degradation
of TCP performance.

Random Early Detection policy (RED) [1] is the AQM policy recommended by the
Internet Engineering Task Force (IETF) to be deployed in the Internet [2]. RED was
proposed to avoid congestion, to ensure an upper bound on the average queue size, to avert
global synchronization and to prevent bias against bursty traffic. RED estimates the average
queue size, which is compared to two threshold values: miny, and maz,. If the average
queue size is smaller than ming,, no packet is marked/dropped. If it is between miny, and
mazy, each arriving packet is marked/dropped with probability p,, which grows linearly
with the estimated queue size. Otherwise, every arriving packet is dropped. Setting RED
parameters is a major challenge. When threshold values are not correctly defined, RED can
perform even worst than the traditional tail drop policy. When ming, is too low, the link
may be underutilized and when maxy, is too high delay increases unnecessarily.
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The performance of TCP over RED is sensitive to the number of active connections.
When there is a great number of active flows, the aggregate traffic is bursty, causing large os-
cillations in queue size and, consequently, increasing jitter and link underutilization. More-
over, when the mark/drop probability value varies too much in a short period, RED fails to
mark the packets randomly, causing the global synchronization phenomenon, which is the
reduction of the transmission window size of many connections at the same time in response
to the drop of a packet. When the average queue size is larger than maxyy, all packets are
dropped/marked causing significant decrease in throughput.

To overcome the difficulties of tuning RED parameters, numerous studies based on
heuristics and simulations have been conducted. Nonetheless, such studies neither assure
that an equilibrium point can be reached nor guarantee stability of the queue size [3, 4].
On the other hand, investigations have been carried out to derive RED configuration in a
more systematic way [5, 6].

To design and develop AQM policies that ensure stability about an equilibrium point
some approaches based on Optimization and Control Theory have been proposed. In the
former, the purpose is to characterize the equilibrium conditions that can be obtained given
a network state. In policies based on Control Theory, congestion control is viewed as a
feedback control system. The aim is, thus, to capture the dynamics of congestion and
ensure stability of the queue size. In [7], the behavior of AQM queue fed by TCP sources
was modelled and in [8] the authors proposed a Proportional Integrator controller and
compared its performance to RED.

This paper presents a new AQM policy, that uses an optimal controller. A simplified
non-linear dynamic model of TCP presented in [9] is used to design this controller. The
model is linearized and the resulting system is linear with constant delay. The output that
gives the expected performance is identified, and a controller that produces the optimal
solution to achieve the target performance is developed.

The novelty of this paper is the new approach of using non-rational controllers. The use
of non-rational controllers overcomes the main difficulty of designing rational controller for
linear delay systems, which is to incorporate in the design problem the matrix multiplier
used to prove stability with respect to the delayed part of the system [10]. Furthermore,
stability and performance objectives are completely expressed as Linear Matrix Inequalities
(LMIs).

This paper is organized as follows. Section 2 describes related works. Section 3 shows
a TCP model used in the design of the proposed AQM system. In Section 4, the design
of H2-AQM, an active queue management algorithm that uses a non-rational controller, is
introduced. In Section 5, numerical results are presented. Finally, in Section 6, conclusions
are drawn.

2 Related Works

AQM policies based on Optimization Theory aim at maximizing the transmission rates of
sources while providing equal share of the available bandwidth among them [11, 12]. Utility
functions of the aggregate flows are defined to identify the equilibrium conditions for a
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network state. In the dual version of this problem, the loss rate is the dual variable. The
purpose is to achieve the minimum loss rate that assures the maximum transmission rates.
The policy Random Exponential Marking (REM) is presented as a solution for this problem
[13]. REM expresses the congestion measures as prices, computed for each link using local
information. Price values are informed to the sources through packet dropping/marking.

Policies based on Control Theory consider the intrinsic feedback nature of congestion
system. The transmission rate of the sources are adjusted according to the level of conges-
tion, determined by the queue occupancy. The notification of congestion to the sources is
done through packet dropping/marking. Therefore, controllers are responsible to determine
the appropriate value of the drop/mark probability value that stabilizes the queue size in-
dependently of network conditions, which is of paramount importance to avoid jitter and
low link utilization.

Stabilized RED (SRED) aim at stabilizing the queue size about a reference value inde-
pendently of the number of active flows. It estimates the number of active TCP connections
and compute the suitable drop/mark probability for that number of flows [14]. Dynamic
RED (DRED) has the same objective of SRED. However, it does not estimate the number
of active flows. It uses a proportional controller, with a gain determined empirically by
simulation [15].

In [8] a simplified model of the dynamic of TCP behavior [7] is used to derive the
Proportional Integrator AQM (PI-AQM), which uses a proportional integrator controller.
The plant os this controller, however, does not represent all the dynamic of the system,
making necessary the establishment of the network conditions for which the controller is
able to stabilize the system.

The H2-AQM controller, presented in this work, utilizes the same simplified model used
to derive the PI-AQM controller. Nevertheless, the plant used in the H2-AQM design rep-
resents the system in greater detail, ensuring system stability independently of the network
conditions. Another difference is that H2-AQM uses optimal controllers instead of classical
controllers such as proportional or proportional integrator. Moreover, in this work the sta-
bility and performance objectives of the AQM system are expressed and solved as Linear
Matrix Inequalities (LMIs). In other words, the computation of the controller parameters
can be performed by solving a convex problem.

3 A Dynamic Model for the TCP Behavior

A fluid-flow stochastic differential equation model for the TCP behavior was introduced in
[7]. A simplified version of this model, which suppress the timeout mechanism of TCP is
given by [8]:

WO = g = g e (- RO ()

N(t)

q(t) = —C(t)+mW(t)+wq(t); (2)
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q(t) :

R(t) - C(t) +TP7 (3)
W (t): 1is the average TCP window size in packets;
q(t) is the queue size in packets;
wq(t): is the noise produced by UDP flows;

):  is the round trip time (RTT) in seconds;

C(t): is the link capacity in packets/second;
Ty: is the propagation delay in seconds;
t): is the load factor in number of TCP connections;
): is the packet mark/drop probability;

Equation (1) describes the TCP window dynamics. The first term models the window
additive increase, while the second models its multiplicative decrease. Equation (2), cap-
tures the queue behavior as the difference between the arrival rate, NW/R 4 w,(t), and the
link capacity, C.

Equation (2) differs from the one presented in [8] by the term wg(¢), which was included
to take into account the contribution of UDP flows to the queue size. UDP flows are non-
adaptive, which means that they do not reduce their transmission rate under congestion.

Let the number of TCP connections and the capacity be constant, i. e. N(t) = N and
C(t) = C and let (W, ¢) be the system state, p the input, and Ry = & 4T, the equilibrium
point (Wy, qo, po) is computed by solving W(t) = 0 and ¢(¢) = 0, which gives:

2 - R()C_ qo—i-CTp_

WO - p_o N N ) (4)
Q@ = NME—CTPZCRO—CTP; (5)
Do
2N?2 2N?2
po = 5 = 55 (6)
(RoC)?  (qo + CTp)

Equations (1) and (2) are linearized about the equilibrium point (Wy, qo, po) resulting
in:

2
Bl) = —gag (et + = Ro) — Siu(t = o) = g (aalt) = aalt — o) (7)
ig(t) = %xl(t) - Rioxg(t)
where:

=
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Figure 1: AQM as a feedback control system

4 Design of an Optimal Controller for Active Queue Man-
agement

In this section, the congestion control system (7) is represented as a continuous time linear
delay system in state space form and a non-rational approach is used to derive the Hs
optimal controller. The synthesis of the controller is based on the results presented in [10],
where the design of the controller for linear delay systems is cast and solved as Linear
Matrix Inequalities (LMIs).

The TCP dynamics of system (7) can be analyzed as a function of network parameters
such as the number of TCP flows, N, the round trip time (RTT), Ry, the link capacity, C,
and in terms of the intrinsic feedback nature of AQM [8]. The action of the AQM controller,
C(s), is to mark/drop packets with probability value p, using the measured queue size q. It
should also stabilize the plant of the system, denoted by the transfer function P(s), which
is irrational in s and relates how the mark/drop probability affects the queue size. Figure
1 presents an AQM feedback control system.

The plant P(s) captures the dynamic of the system in greater detail than the one in [8],
where the plant is simplified to isolate the contributions due to delay in the residual, A(s).
Such residual is treated as an unmodeled dynamics of the system.

The advantage of representing in plant P(s) the complete dynamic of the system is the
fact that the stabilization of the plant by the controller C'(s) implies in system stabilization.

In [8], to ensure stability of the system the controller C'(s) has to stabilize the residual
A(s), and also need to establish an upper bound for A(s)V (s), where V(s) is the sensitivity
function of the system. It implies in identifying NV, Ry and C values, for which the controller
can stabilize the system.

The linear system presented in (7) can be expressed in state space form by the following
equations that describe a continuous time linear delay system:

x(t) = on(t) + Alx(t — Ro) + wa(t) + Buu(t - Ro); (8)
z(t) = CLz(t) + Dyyul(t);
y(t) = Cyz(t — Ro) + Dyyw(t);

where z(t) is the state vector; u(t) is the control input that represents the probability
p(t); w(t) is the external noise produced by UDP load; z(t) is the reference output, i. e.,
the desired output for the system and y(t) is the measured output.
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Now, consider that the system described in (8) is connected to the following controller:

#(t) = Aoi(t) + A1t — Ro) + By(t); (9)
u(t) = Coi(t) + Cra(t — Ry) + Dy(t);

This controller can also be described in the frequency domain by the non-rational trans-
fer function:

C(s) = (Co+ Cre B (sI — Ay — Aje*") 1B + D; (10)

The controller (9) was carefully chosen to reproduce the structure of the plant of the
system (8). The goal is to determine the matrices of the controller (9) that stabilizes (8)
while minimizing a certain measure of the reference output z(t). It is, thus, necessary to
define the desired performance goals for the output z(¢) and what should be measured in
the output y(¢). This implies that the desired performance goals for the designed AQM
policy must be represented in the controller C(s).

The performance goals of an AQM policy as suggested in [8] are: congestion avoidance,
efficient queue utilization and assurance of low delay and delay variation. Using the queue
efficiently means that unnecessary periods of overflow and emptiness should be avoided.
The former results in loss of packets, undesired retransmissions, and penalization of bursty
traffic, while the later implies in buffer underutilization. In order to produce low delay
values, the queue size should be small, which, however, can lead to link underutilization.
Additionally, queue size variations should be avoid to prevent jitter, which is detrimental
to some real time applications. Thus, the ideal mark/drop probability value should assure
maximum transmission rates while minimizing the queue size subject to the network condi-

tions, so that needless packet loss is avoided. To achieve such goals, the matrices of system
(8) are defined as:

[ -5 == [0 0
Ay = JJL\BIOG Rocl7 B, = ]’
[ — [ 0.2C 0
[ N 1 [ ReC?
A, = RC RC | g, = | 2N |
0 0 0
0 1 [0
Cz = 1% _RLO ; Dzu = 0 >
0 0 | 0.5
c, = [01}, Dy = [0 0.02C |;

Matrices Ag, A1 and B, are obtained directly from the linearization of the system. Ag
represents the terms of the system without delay, while matrix A; represents the delay
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term. The first row of these matrices corresponds to %, and the second corresponds to

g—g, with ¢ = 1,2. B, contains % in the first row, and % in the second row, where fi is
the right-hand of Equation (1) and fo the right-hand of Equation (2), 1 = W, z2 = ¢ and
u=p.

By, controls the amount of noise existing in the system, which is generated by UDP
flows. The value chosen allows UDP flows to utilize up to 20% of the link capacity. Such
value is a satisfactory tolerance margin, given that 95% of the bytes transmitted in the
Internet are generated by TCP [16].

C, translates the design goal, which is to maximize the transmission rates while mini-
mizing the queue size and its variation. The first row is related to the queue size, and the
second to the queue variation. D,,, weighs the value of the drop/mark probability in the
output. Different weight values were tested, from 0.3 to 0.9. Results were quite similar, so,
a value of 0.5 was adopted.

Cy indicates that the value of interest measured in the output is the queue size in the
previous RTT. Finally, D, weighs the noise in the measured output, which is, in general,
10% of the value in matrix B,,.

Let z(t) be the augmented state vector which contains the state vector z(¢) and the
controller state vector Z(t):

#(t) = [ 28 ] ; (11)

The connection of the system (8) with the controller (9) yields the linear delay system:

z(t) = Aoz(t) + A1Z(t — Ry) + Bw(t); (12)
A1) = Coi(t) + CrE(t — Ro) + Duwlt);
where: ) . . A
. Ay B,Cy . Aq —|—BuDCy B, C4 .
A= o 4 ] A BC, i |
[ BesBODL ], .
B - i BDyw ] ) Co = [ C. D.uCo ]7
€ = [ DzuDCy Dzuél ] ; D= Dzuf)Dyw;

To ensure stability of system (12), the Theorem 4-b in [10] is used. This theorem
states that a system such as (12) is asymptotically stable and ||H,.(s)||5 < 7, if there exist
symmetric and positive definite matrices W, Yy and X, and matrices F', R, L; and ()}, for
7 = 0,1, such that the following LMIs have a feasible solution:

Ag+ AT+ X1 (o) (o)
AT -X; (o7 | <0 (13)
Co C, —I
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l W (o) >0, trace(W) <vy (14)

B Py

where Ay, A1, B, Cp, Cy, D and Py are given by:

Ao _ | AoXo+ BuLy Ay A — | AXo+Buly A
0 | Qo Yodo |7 T Q1 oA + FCy, |’
j— [ Bw j—
B = YOB“FDW], Co = [C:Xo+Duly C. |,
Xy I
Ci = [ Dali 0], Py = l;’ YO];

This convex problem was numerically solved using the software LMISol [17]. The net-
work parameters were the same used in [8], which are N = 60 TCP flows, Ry = 0.246
seconds and C' = 3750 packets/seconds, that corresponds to a link capacity of 15 Mb/s and
average packet size of 500 bytes. A feasible solution was found, and, therefore, system (12)
is stable.

Once a feasible solution was calculated, the next step is to determine the parameters
of controller (9). First, arbitrary singular matrices Uy and Vj such that VoUy = I — Y5 X
should be chosen. The matrices used were Uy = X and Vy = X, L Then, the controller
parameters are determined by:

Ay A, B
S L = KMWN. 15
[Oo Ch Dl MN (15)
where: ) . .
_ | Vo Vo YoBu |
ko= 0 I ]’
M = [ Qo — YoApXy Q1 —YoA1 Xy F )
Ly Ly 0o |’
[ Uyt 0 0
N = 1|0 Uyt 0 |;
| —CypXoUy ' —CpuXoUy' I

In the obtained optimal solution, matrices Ay and €y are approximately zero, and,
therefore, were ignored. As a result, the cancellation of the delay terms in the system lead
to a rational controller. The delay cancellation, when possible, is the optimal solution to
a H norm minimization problem [10]. The controller C2(s) represented by its transfer
function in the frequency domain is given by:
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H2-AQM-ProbabilityFunction()
N <= NumberActiveFlows();
po <= 2% N2/(Ry* C)%;
qo <= N *sqrt(2/po) — C * Tp;
p <=ax(q—qo) —b*(qota — qo) + ¢ * (Pota — Po) + Po;
Dold = P;

Qold <~ ¢;
end;

Figure 2: H2-AQM probability calculation algorithm

0.8243¢ °s + 3.186e °
0.8978s +3.4703 '

Note that C'yo(s) is of order one and not of order two, as expected, since the coefficients
of 52 both in the numerator and in the denominator were ignored, due to their small values.

For a digital implementation of Cpo, it is necessary to choose a sampling frequency, fs,
so that a representation in the z-domain is obtained. The frequency chosen was f; = 160H z,
which is the same used in [8]. C2 in the z-domain is, thus, given by:

CHQ(S) = (16)

az—b 9.1817°2 —8.962¢ "
z—c z —0.9761 ’

The transfer function between dp = p — py and dg = ¢ — o presented in (17), can be
converted in a difference equation at discrete times k7', where T = %:

CHQ(Z) = (17)

dp(kT) = adq(kT) — boq((k — 1)T) + cop((k — 1)T); (18)

The algorithm for the calculation of the mark/drop probability value in H2-AQM is
very simple, and is executed at each sampling instant 1/fs (Figure 2). Initially, the al-
gorithm estimate the number of active TCP flows. Then, the reference values for system
stabilization, py and qg, are computed. Finally, the probability value is calculated based on
(18). The algorithm needs two auxiliary variables: ¢4 and py4, which are used to store
the values of ¢ and p respectively in the last RTT.

5 Numerical Results

In [8], it was shown that PI-AQM outperformed RED. Therefore, in this section H2-AQM
is compared only to PI-AQM. The Simulink software was used to model and simulate both
controllers. Congestion control was modelled as a feedback system in which the controller
can be chosen to determine the mark/drop probability p(t). Different values of N,C, T,
and Ry were used in the simulations. The traffic was composed of both TCP and UDP
flows. The network parameters used to obtain the equilibrium point were: N = 60 TCP
flows, T), = 0.2 seconds, Ry = 0.246 seconds and C' = 3750 packets/seconds. UDP traffic,
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Figure 3: Simulation with N = 600 TCP flows, Ry = 0.246 seconds T}, = 0.2 seconds and
C = 3750 packets/second. a) PI-AQM queue b) PI-AQM probability, ¢) H2-AQM Queue,
d) H2-AQM probability

wq(t), is represented by a white noise, and can be up to 20% of the link capacity. The initial
condition of the system was defined as W (0) = 1 and ¢(0) = 0.

First, it was assessed the impact of the number of active flows on the system (Figure 3).
The values of C, Ry and T}, were kept equal to the initial values and the number of active
TCP flows was increased up to 600 flows, leading to a drop/mark probability value of 0.85.
It was verified that both controllers stabilize the system even with a high number of flows.
However, H2-AQM stabilizes the probability value much faster than does PI-AQM.

The impact of the bandwidth-delay product on the system was also investigated. Firstly,
C and N were kept equal to the initial values and the value of T, was gradually increased
and Ry = T}, + 0.05. It was verified that for values of T}, greater than 0.35 seconds, the PI-
AQM controller has difficulties to stabilize the system. The queue probability and queue size
oscillate considerably. For T}, values higher than 0.55 seconds, PI-AQM does not stabilize
the system. The oscillations are wide, which may cause large jitter values. Conversely,
H2-AQM produces small oscillations under the same condition, and stabilizes the system
(Figure 4).

Secondly, C' was varied and T, and N were kept constant. When the C' value was
approximately the double of its initial value, PI-AQM start having difficulties to stabilize
the queue size and the drop/mark probability. When C value reaches 8000 packets/second,
PI-AQM definitely fails to stabilize the system (Figure 5-a and 5b). The oscillations
presented are quite intense. Conversely, it can be verified in Figure 5 that H2-AQM
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Figure 4: Simulation with N = 60 TCP flows, Ry = 0.6 seconds T}, = 0.55 seconds and
C = 3750 packets/second. a) PI-AQM queue b) PI-AQM probability, ¢) H2-AQM Queue,
d) H2-AQM probability

stabilizes the system under the same conditions. Simulation results indicate that PI-AQM
does not stabilize the system when the number of active flows is small compared to the
bandwidth-delay product, whereas H2-AQM does.

Results obtained in this investigation were somehow expected. PI-AQM uses a sim-
plified plant of the system, and the conditions for which it can stabilize the system are
limited. Consequently, PI-AQM does not assure stability for diverse network conditions.
On the other hand, H2-AQM provides stability and also produces the optimal drop/mark
probability values for different network conditions avoiding unnecessary packet losses.

6 Conclusion

This report introduced an optimal controller for AQM systems fed by both TCP and UDP
flows. H2-AQM takes into consideration a detailed description of the system, which assures
system stabilization under different network conditions. Although it was used a non-rational
approach, the obtained controller was rational, since the cancellation of the delay terms
in the system was possible, obtaining the optimal solution to an Hs norm minimization
problem. In addition, the controller is of order one and not of order two, as expected,
leading to a simple controller, and consequently, allowing a very simple algorithm. It was
shown through simulation that H2-AQM outperforms the PI-AQM policy in achieving AQM
objectives. H2-AQM is under implementation in the NS networks simulator, in order to
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Figure 5: Simulation with N = 60 TCP flows, Ry = 0.246 seconds 7}, = 0.2 seconds and
C = 8000 packets/second. a) PI-AQM queue b) PI-AQM probability, ¢) H2-AQM Queue,
d) H2-AQM probability

allow the verification of its performance in a dynamic network environment, as well to allow
a comparison with other AQM policies.
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