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Abstra t
In this paper we present a new

ryptographi

primitive, the

blinded-key signature,

that allows the in lusion of private keys in autonomous mobile agents.
signature s heme

This novel

an be applied to several well known digital signature s hemes, su h

as RSA and ElGamal.

1

Introdu tion

Mobile agent omputing is an in reasingly important paradigm, whi h presents interesting
new se urity hallenges [Chess, 1998℄. Among these are the prote tion of hosts against
mali ious agents and the prote tion of agents against mali ious hosts. While many solutions
have already been proposed and implemented for prote ting hosts that exe ute agents, it
appears to be more di ult to nd pra ti al solutions to the problem of prote ting agents.
Spe ially of interest is the use of agents in ele troni ommer e settings, in whi h users
release autonomous agents to roam around virtual stores and nd desired produ ts at a eptable pri es. In these environments it is desirable to automate the pur hasing pro ess,
allowing agents to perform tasks su h as sele tion of items and issuing and signing payment orders. Naturally, this poses a se urity threat to the private keys arried by su h
autonomous agents. Traditional proxy signatures [Mambo et al., 1996℄ provide a solution
to this problem. Here we propose a new proxy signature s heme, the blinded-key signature,
whi h allows users to prote t private keys embedded in mobile agents, while allowing agents
to se urely sign do uments on behalf of their owners.
Blinded-keys onsist of private keys that have been hidden in su h a way as to allow the
exe ution of the signature generation algorithm in an untrusted environment while keeping
the original private key se ret. Signature veri ation an be exe uted with the help of the
information used to blind the key. This te hnique an yield powerful results when used
together with data hiding te hniques, espe ially time-limited bla k boxes [Hohl, 1998℄.
In Se tion 2, we present the ar hite ture of our system, i.e., the main entities and intera tions among them. Se tion 3 des ribes the algorithms for blinding signature keys and
dis usses se urity issues and Se tion 4 dis usses poli ies that an be used in blinded-key
signature systems. Se tion 5 extends the blinded-key signature framework to better prote t
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Figure 1: Entities of a blinded-key signature s enario.
user priva y. Related work and the omplementary te hnique of time-limited bla k boxes
are des ribed in Se tion 6 and a use example of blinded-keys is shown in Se tion 7; Se tion
8 on ludes the paper.
2

The basi

ar hite ture

In this se tion, we give an overall des ription of the basi blinded-key signature s enario.
We rst des ribe the entities and then their intera tion. This des ription ts most models
for mobile agents, in that someone builds agents and releases them on a network in order
to a hieve some spe ied goal. Agents are autonomous in the sense that they do not need
to onta t their owners after they are released: they arry algorithms and rules that allow
them to a t on their owner's behalf.
The entities

We deal with four dierent entities, as shown in Figure 1:
Owner: the owner is the entity whi h builds and ongures the agents and spe ies their

mission, releasing them on the network to a omplish their job. The owner has a pair
of publi /private keys that may be ertied by a Certi ation Authority.

Agents: are mobile pie es of ode that will exe ute some a tion on behalf of their owners.

An agent has a unique ID and arries a blinded key for signing agreements. If an agent
signs an agreement, its owner will be bound by its terms.

Foreign Agen y: an agen y is a pla e where agents an bind to and exe ute their ode.

The foreign agen y may be an agent-based marketpla e, some entry point to a distributed database, et . The foreign agen y is not trusted by the owner and may try
to disrupt an agent's behavior or have a ess to the agent's internal state.

Notary: is a Trusted Third Party (TTP) that will be responsible for verifying blinded-key

signatures and enfor ing agreements signed by agents. The notary may also ertify
owners' publi keys or exe ute other TTP tasks su h as verifying owner payment
re ords.

The intera tions

We show how these ar hite tural entities intera t by means of an example. Suppose Ali e
(owner) wants to send an agent to a virtual store (foreign agen y) with the purpose of
ontra ting the a quisition of a opy of the original RSA paper. The following steps are
exe uted:
2

1. In order to prevent the store from having a ess to its private key, Ali e blinds it, using
a blinding fa tor, before in luding it in the agent. Ali e also sets the agent's mission
and spe ies the maximum pri e of $10.
2. Ali e sends the notary a message ontaining a signed poli y des ribing the kinds of
negotiations and ontra ts this agent is authorized to sign. Se tion 4 dis usses items
that may gure in the poli ies. The poli y itself must in lude both the agent's ID and
the blinding fa tor. This step and the next are pi tured in Figure 1.
3. Ali e releases her agent whi h will intera t with the store in order to lo ate the RSA
paper and to negotiate its pri e.
4. The agent signs a pur hase or payment order for the paper using the
key.

blinded private

5. The store onta ts the notary and asks it to verify the signature and the pur hase
or payment order with respe t to the poli y spe ied by Ali e for this agent. The
store a epts the order if the notary orre tly veries the signature on it and the deal
onforms to the owner's poli y.
6. The store noties the agent and releases it to its next stop.
3

Blinded-key signatures

To prevent agen ies from having a ess to their private keys, owners will blind them before
in lusion in their agents. In this se tion, we rst present the blinded-key signature s heme
for the RSA system and then we generalize it to other signature methods. From this point
to the end of the paper, we onsider messages and signatures to be integers in the interval
[0; n
1℄, where n is the modulus used in the signature s heme.

3.1 Blinded-key signatures using RSA
Re all that the publi and private keys of an RSA user are, respe tively, (e; n) and (d; n) (or
just d), where: (i) n = pq , for p and q large prime numbers; (ii) e and d are integers su h
that ed  1 (mod (n)), for (n) = (p 1)(q 1) and 1  e; d  (n) 1. More about
the RSA an be found in [Rivest et al., 1978, Menezes et al., 1997℄.
Blinding the key. To blind an RSA private exponent d, the owner exe utes Algorithm
1, whi h produ es the private blinded exponent db . The blinded private key onsists of the
pair (db ; n) (or just db ).

Signature generation with blinded keys uses exa tly the
same algorithm as signing with standard RSA keys. Given a message M and a blinded
private key (db ; n), a signature S is simply

Signing with the blinded key.

S := M db
3

mod

n:

Algorithm 1 Blinding an RSA private key.

Given the private exponent

d and (n),

ompute the private blinded exponent db as follows:

1. Choose a random blinding fa tor b, an integer in

; (n)

[0

1℄.

2. The blinded private exponent db is dened as

db := db mod (n):

Verifying a blinded-key signature.

exe utes Algorithm 3.

S,

To verify a blinded-key signature

Algorithm 2 Origibal RSA signature veri ation.

Given a message
1. ompute

M , the

orresponding signature

S , the signer's publi

key

e; n),

(

S1 :=Me mod n;

2. A ept the signature if and only if

S = S1 .

Algorithm 3 RSA blinded-key signature veri ation.

Given a message M , the orresponding signature
private key's blinding fa tor b,
1. ompute

the notary

S,

the signer's publi key

e; n)

(

and the

S1 := S e mod n and S2 := M b mod n;

2. A ept the signature if and only if

S1 = S2 .

Note that the veri ation pro ess is orre t sin e

S1  S e  M db e  M dbe  M b  S2

(mod

n)

.

3.2 Generalized blinded-key signatures
We now generalize the blinded-key signatures and sket h how this s heme works for several
other signature methods.
To be able to generalize blinded-key operations to other ryptosystems, we assume that the underlying signature method is based on arithmeti in y li
groups of order n.

Basi

assumptions.
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The general pro ess for blinding the key generalizes to the pro ess
used for the RSA. In the la k of a se ret modulus su h as (n), we use n as the modulus for
the blinding pro ess, whi h is dened in Algorithm 4.
Blinding the key.

Algorithm 4 General key-blinding pro ess

Given the private key

a and a modulus n,

1. Choose at random a blinding fa tor

ompute the blinded key as follows:

b 2 Z=nZ .

2. The blinded key ab orresponding to

a and y is dened as:

ab  ab mod n:
Simply put, blinding a key means hoosing a random blinding fa tor and omputing the
produ t of the private key and the blinding fa tor modulo n. If the private key is omposed
of many parts, as in the Feige-Fiat-Shamir signature s heme (see Se tion 3.2.1), the blinding
fa tor will also onsist of many parts and ea h part of the blinded key orresponds to the
modular produ t of one key part with one of the parts of the blinding fa tor.
The signature operation for blinded-key signatures onsists of applying the same algorithm used for the original signature s heme using the blinded
key instead of the private key, as we have already shown for the RSA s heme.
Signing with the blinded key.

The signature veri ation step is highly dependent
of the underlying signature s heme, and we will not try to dene it as a general algorithm.
Rather, we des ribe in algorithm 5 how this step an be derived from the orresponding step
for the underlying signature s heme.
Verifying a blinded-key signature.

Algorithm 5 Dening the signature veri ation step for blinded keys.

Given a signature S and an algorithm f (a; S ) whi h denes the veri ation step for the
underlying signature s heme, the signature veri ation algorithm fb (ab ; S ) for blinded keys
is dened as:
1. Dene f (a; S ) as onsisting of two steps: a omputation g (a; S ) = r and a test h(r; S ),
with the output of the veri ation algorithm f being the result of the test h.
2. Compute t = g (ab ; S ). If the signature s heme being adapted is suited to be used with
blinded keys, t should be dened in terms of b, S , and of publi information (general
parameters of the signature s heme and the orresponding publi key).
3. Dene a new test fun tion
output true.

hb (t; S; b)

that outputs

5

true

if and only if

h(r; S )

would

3.2.1

Examples for other signature s hemes.

We now sket h how some other signature s hemes may be adapted to the blinded-key signature framework. We do not detail all operations, just the signature veri ation step.
The other steps for those signature s hemes an easily be derived by the algorithms shown
above. For more detail on the signature s hemes used in this se tion, the reader is referred
to [Menezes et al., 1997℄.
In the ElGamal system, the private key is denoted a and the blinded key
2), where b 2 [0; p 2℄ is the blinding fa tor. The signature is omposed
of two parts and denoted (r; s). The veri ation step is shown in algorithm 7.
ElGamal:

ab = a  b mod (p

Algorithm 6 Original ElGamal signature veri ation

Given the siganture
1. ompute

r; s) and the publi

key

(

p; ; y),

(

v1 = yr rs mod p and v2 = h(m) mod p;

2. A ept the signature if and only if

v 1 = v2 .

Algorithm 7 ElGamal veri ation step for blinded-key signatures.

Given the signature

(

r; s) and a publi
v1
v2

key
=
=

p; ; y), the

(

omputation step is

ybr rs mod p
h(m) mod p

where h(m) is a hash of the message that was signed.
The test for this signature is

v1 =? v2 :

The US Digital Signature Standard (DSA) is a
variant of the ElGamal system, in whi h the private key is also denoted a and the signature
(r; s). We will also denote the blinded key ab = a  b mod (q
1); b 2 [0; q
1℄ . The
veri ation step is slightly dierent, as shown in algorithm 9.
Digital Signature Standard (DSA)

S hnorr S hnorr signatures are another variant of the basi ElGamal S heme. The private
key is denoted a, the signature is (s; e) and the blinded key is ab = a  b mod q; b 2 Zq . The
veri ation step is shown in algorithm 11.

This is an example of a signature s heme where the keys are omposed
of several parts and this makes the blinding fa tor the be omposed of many parts also. For
instan e, the private key is omposed of k parts, where k is the number of bits of the output
Feige-Fiat-Shamir
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Algorithm 8 Original DSA veri ation step

Given a signature

(

r; s) and a publi

p; q; ; y),

key

(

1. ompute

w=s

2. ompute

u1 = w:h(m) mod q and u2 = rw mod q,

3. ompute

v = ( u1 yu2 mod p) mod q,

1 mod

q,

4. A ept the signature if and only if

v = r.

Algorithm 9 DSA veri ation step for blinded-key signatures.

Given a signature

(

r; s) and a publi
w
u1
u2
v

=
=
=
=

p; q; y), the

key

(

omputation step is

s 1 mod q
w:h(m) mod q
rw mod q
u bu
( 1 y 2 mod p) mod q

where h(m) is a hash of the message being veried.
The test for this signature s heme is

v =? r:

Algorithm 10 Original S hnorr veri ation step

Given a signature
1. ompute

(

s; e) and a publi

p; q; ; y), exe

key

(

ute the following steps:

v = s y e mod p and e0 = h(mjjv);

2. A ept the signature if and only if

e0 = e.

Algorithm 11 S hnorr veri ation step for blinded-key signatures

Given a signature

(

s; e) and a publi

v
e0

key
=
=

p; q; ; y), the

(

s y eb mod p

h(mjjv)

where h(m) is a hash of the message.
The test step for this signature s heme is

e0 =? e:
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omputation step is

of the hash fun tion to be used while signing, and is denoted (s1 ; s2 ; : : : ; sk ), the blinding
fa tor will be omposed of k dierent random parts (b1 ; b2 ; : : : ; bk ) and the blinded key will
be (sb1 ; sb2 ; : : : ; sbk ) for sbi = si  bi mod n for i = 1; 2; : : : ; k and bi 2 Zn . The signature is
omposed of two parts, namely (e; s). Algorithm 13 shows the adapted veri ation step for
this signature s heme.
Algorithm 12 Original Feige-Fiat-Shamir veri ation pro edure

Given a signature

(

e; s) and a publi

Q
1. Compute w = s : k
2

2. Compute

ej
j =1 vj

mod

key

v1 ; v2 ; : : : ; vk ), exe

(

ute the following steps:

n;

e0 = h(mjjw);

3. A ept the signature if and only if

e = e0 .

Algorithm 13 Feige-Fiat-Shamir veri ation step for blinded-key signatures.

Given a signature

(

e; s) and a publi

v1 ; v2 ; : : : ; vk ), the

key

(

w

=

s2

z

=

e0

=

Yk

vjej

j =1
k
Y 2ej
bj
j =1

mod

h(mjj(w:z

where h() is a hash fun tion whose output is
the message whi h was signed.
The test step for this signature s heme is

k

1

omputation step is

n

)

bits long, ej is the j -th bit of

e

and

m is

e =? e0 :

As the Feige-Fiat-Shamir, this is another example of signature s hemes
based on identi ation proto ols. For this s heme, the private key is denoted a and the
signature is omposed of two parts, namely (s; e). The blinded key is dened as ab =
a  b mod n; b 2 Zn . The veri ation step for this signature s heme is dened in Algorithm
14.
Guillou-Quisquater

3.3 Se urity of blinded-key signatures
First, let us assume that the notary is trusted and does not misbehave. In this ase, the
main threat omes from the foreign agen y trying to a ess the agent's internal state and
possibly a quiring its blinded-key pair. This would allow the agen y to sign agreements on
8

Given a signature
1. Compute

(

s; l) and a publi

n; e; JA ), exe

key

(

ute the following steps:

u = se JAl mod n and l0 = h(mjju);

2. A ept the signature if and only if

l = l0 .

Algorithm 14 Guillou-Quisquater veri ation step for blinded-key signatures.

Given a signature

(

s; l) and a publi

key

u
l0

n; e; JA ), the

(

omputation step is dened as

se JAl y e
h(mjju)

=
=

where h() is a hash fun tion.
The test step for this signature s heme is

l0 =? l:
behalf of the agent's owner but still would not enable the agen y to ompute the owner's
private key, as shown below. The risk to the owner posed by this threat is limited sin e the
key is bound to a restri ting poli y at the notary. The notary only onsiders valid those
blinded-key signatures that abide by the poli y spe ied for the key. So, in any ase, the
agen y an only use the blinded key to sign an agreement the agent ould have negotiated
himself.
Can the agen y determine the owner's private key? The agen y knows the blinded key
ab = a  b mod n, where b and a are unknown. It is lear that solving this equation for
y means guessing it, whi h is at least as di ult as guessing a itself. So we on lude that
breaking the se urity of blinded-key signatures is, for the agen y alone, at least as di ult
as breaking the underlying ryptosystem by guessing a private key.
Another on ern for blinded keys is if routine use of the s heme would onvey mali ious
agen ies enough information to determine the user's private key. For this matter, an agen y
or a ollusion of agen ies an olle t a number of blinded keys

ab1
ab2
abn

=

a  b1
a  b2

=

a  b3

=

..
.

with b1 6= b2 6= : : : 6= bn . We will assume that n is large enough so the owner will never need
to reuse a blinding fa tor. In fa t, n is usually so big that, by the time the owner has used
all possible blinding fa tors, the underlying ryptosystem is no longer se ure.
However, if the owner ould use all possible blinding fa tors, the information available
to the agen y would be a random permutation of the integers in the interval [0; n℄. So, even
in this extreme ase, the agen y gains no information about the se ret key a. If less than n
9

dierent values are used for b, then there is no information gain either.
4

Poli ies for blinded-key signatures

The blinded-key signature s heme is highly dependent of the poli ies used to limit key usage.
We propose the use of poli ies based on the following items:






validity time;
agen y;
number of signatures issued;
agreement ontents.

In the following subse tions, we des ribe the possible uses for ea h of these riteria.

4.1 Validity time
A simple poli y strategy is to dene a short time period where a blinded key an be used.
This means that, when the user generates a new blinded key and registers its blinding fa tor
with the notary, the user an state a time period in whi h the agen y is allowed to a ept
signatures generated with the blinded key. The notary only onsiders valid those signatures
whi h the agen y veries within this time period. Any signature the agen y tries to verify
after the validity period is onsidered as not valid.
To a hieve this, the notary must either keep a table of valid signatures or append a
signed time-stamp to the signature before returning it to the agen y. If the notary is the
entity that will pro ess and a ept the signature, as in the example of Se tion 7, the best
approa h is keeping a table. If the veried signatures are to be forwarded to another party,
signed time-stamps may be the best approa h.
Validity time based poli ies an be very ee tive when used in onjun tion with timelimited bla k boxes, whi h are explained in Se tion 6.

4.2 Agen y restri ting poli ies
Poli ies for blinded-key signature s hemes an also restri t whi h agen ies are allowed to
present agreements signed with a ertain blinded key. This way, if the owner knows with
whi h agen ies the agent will be negotiating, it is possible to restri t the validity of blindedkey signatures output by the agent to those agen ies. This pre ludes another agen y from
inter epting the agent on the network and making it sign an undesired agreement.

4.3 Number of signatures
Also to limit the possible damage that an be done with a blinded key, the owner may
spe ify how many valid signatures an be generated with a ertain blinded key. The notary
only a epts as valid the n rst signatures it veries, where n is the maximum number of
10

signatures that an be generated with the given key. This poli y prevents an agen y from
generating more signatures than the user would permit or forwarding the agent to some
untrustworthy agen y in order to obtain some illi it gain.

4.4 Contents of the agreement
Another limitation on the use of blinded keys an be put on the ontents of the agreement,
for example, whi h items an be bought are sold by signing with the given blinded key. This
implies that agreements must be built in a standardized format to allow the notary to verify
if their ontents ts what the poli y mandates. Using ontent limitation for agreements
prevents agen ies from for ing agents to sign agreements dierent from what the agent
owner did spe ify in the agent's ode.
5

Priva y-preserving blinded-key signatures

Blinded-key signatures may also be used to prote t the priva y of the owner against the
agen y without hanging mu h of the proto ol. Two levels of priva y-preserving blinded-key
signatures may be provided. In the rst level, the owner simply does not in lude its own
identi ation nor its publi key in the agent. All other steps are performed a ording to the
proto ol in Se tion 2, in luding the signature veri ation step, in whi h the agen y onta ts
the notary by sending only the agent's ID, used for fet hing the blinding fa tor from the
notary's database. In other words, as the proto ol does not allow the agen y to verify the
signatures by itself, there is no need to send any identi ation of the owner to the agen y.
The agent's ID will work as a pseudonym for its owner.
A se ond level of priva y-preserving blinded-key signatures would allow the owner to
generate a new pseudonym for itself and binding it to the true identity. This way, the
owner ould generate a new key pair and ID for ea h agent or group of agents. Only the
notary would be able to link this pseudonym to the owner's real ID. To in rease the level of
anonymity, the pseudonym binding notary ould be separated from the notary responsible
for storing blinding fa tors.
6

Related Work

This work is related to two dierent areas of system se urity resear h: variants of ryptographi signature s hemes, in luding proxy signatures, and mobile agent se urity. The rst
area deals with algorithms and proto ols that modify well known digital signature s hemes
to provide novel uses of the notion of signed messages. The se ond area, mobile agent seurity, is on erned with the se urity impli ations of widespread adoption of mobile agent
systems.

6.1 Variants of ryptographi signature s hemes
This area of ryptographi resear h in ludes works as dierent as Chaum's blind signatures
[Chaum, 1982℄ or distributed key generation and signing of do uments (see [Wu et al., 1999℄
11

for an example of distributed signing and [Boneh and Franklin, 1997℄ for distributed key
generation) as well as proxy signature s hemes [Mambo et al., 1996℄.
Our blinded-key signatures are a kind of proxy signatures, even if they do not fulll all the
usual requirements for proxy signatures, even if they fulll the most important requirements.
In traditional proxy signature s hemes, it may be desired that even the original signer (the
entity whose identity is being bound to the information being signed) an not generate fake
proxy signatures (signatures generated by the proxy). This makes no sense for blinded-key
signatures sin e the agent owner ould exe ute his own agents and have them sign anything
he/she wants.
Blinded-key signatures are also similar to Chaum's blind signatures as both use blinding
fa tors to guarantee the se re y of information. But whereas blind signatures are meant to
on eal the ontents of the message being signed from the entity that applied its signature,
blinded-key signatures on eal the signing key from the entity whi h performs the signature
omputation. For more details on blind signatures and their appli ations, see [Chaum, 1982℄.

6.2 Bla k boxes and mobile agent se urity
In [Chess, 1998℄, the author surveys the main se urity issues in systems with mobile ode,
in luding mobile agents. Several aspe ts of host prote tion against mali ious agents are
presented, in luding authenti ation, trust and se ure languages. Results in prote ting the
agents against mali ious hosts, whi h is the problem we onsider here are also presented in
[Chess, 1998℄.
The main tools for prote ting agents against mali ious hosts use the on ept of bla k
boxes [Hohl, 1998℄, whi h guarantees that:




agent ode and data annot be read (in a meaningful way);
agent ode and data annot be modied (in a meaningful way).

Two approa hes have been proposed to onstru t bla k boxes: time limited bla k-boxes
[Hohl, 1998℄ and mobile ryptography [Sander and Ts hudin, 1998℄, whi h in ludes omputing with en rypted fun tions and omputing with en rypted data. Arguing that urrent
ryptographi methods to onstru t bla k boxes are neither pra ti al nor general enough,
[Hohl, 1998℄ proposes time limited bla k-boxes, whi h are based on ode and data obfusation te hniques. In Hohl's approa h, bla k boxes are valid only during a time interval,
in whi h the bla k box properties remain valid. After the time validity expires, it must be
guaranteed that future a ess to its ontents has no unwanted ee ts. This pre ludes the
in lusion of private keys in agents based on this te hnique.
Two approa hes have been proposed for implementing mobile ryptography. [Sander and Ts hudin, 1998℄
propose a s heme for en rypting mobile agents based on homomorphi ryptosystems, whi h
would allow a remote host to exe ute agents without being able to infer their ontents.
[Ca hin et al., 2000℄ onstru t a bla k box system ombining oblivious transfer and se ure
fun tion evaluation. Both methods are di ult to understand and to implement and an
hardly be onsidered pra ti al.1
1

In fa t, the method of [Sander and Ts hudin, 1998℄ is not pra ti al at all.
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6.3 Blinded-key signatures and time-limited bla k-boxes as omplementary solutions
Creating bla k boxes from mobile agents would solve many of the problems that arise by
the exe ution of agents in an untrusted environment. Unfortunately, urrent bla k box
approa hes have important limitations: their are either not pra ti al or have a limited time
span. We fo us then on time-limited bla k-boxing te hniques and show how they an be
ombined with blinded-key signatures to in rease the overall se urity of mobile agents.
The time-limited bla k-boxes help in prote ting the ontents of mobile agents during
their validity period, based on the di ulty of re overing the original ode and data from
its obfus ated form. After the expiration of the bla k box, it annot be assumed that agent
ode or data have any kind of prote tion against dis losure to mali ious hosts. Hen e, this
method still does not allow the in lusion in agents of long-lived private information, su h as
the user's private key.
Using a ombination of time-limited bla k-boxes and blinded keys, i.e. by rst blinding
private keys, inserting them in agents and then reating a bla k box with the agent, it is
possible to a hieve both prote tion of the agent ode and data and allow the in lusion of
private keys in agents. In su h a setting, bla k-boxing prevents the agen y from having a ess
to agent negotiating strategy through its ode, while blinded-key signatures allow agents to
autonomously sign ontra ts or payment orders on behalf of their owners, a hieving a good
ombination of implementable se urity and exibility. This implies that the poli y bound to
the blinded-key must have at least a validity period omponent as dis ussed in Se tion 4.1.
The notary would re ord and a ept as valid only those signatures that it veries within
this validity period.
7

Example use for blinded-key signatures

Mobile agents are being in reasingly used for exe uting ele troni ommer e transa tions
and, in order to be really autonomous, they need to be able to exe ute payment transa tions. Using blinded-key signatures, it is possible to adapt existing ele troni payment
systems for use with mobile agents. In this se tion, we sket h a simplied a ount-based
ele troni payment system, modeled after real-world systems and then show that blinded-key
signatures and bla k-boxing an make it suitable to be used by mobile agents.

7.1 A simplied payment system
Most ele troni payment systems are based on the transfer of monetary value between a ounts. More pre isely, in those systems, the payer gives the payee some ele troni token
that authorizes the payee to request a fund transfer to the ontrolling entity for the payment
system. Usually those ele troni tokens are signed with the payer's private key and before
being sent to the payee.
The usual steps for su h a payment system are:
1. the payer generates the payment token, whi h is often alled an
13
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2. the payer sends the payment token to the payee.
3. the payee sends the payment token to the bank, asking it to exe ute the fund transfer.

7.2 Adapting the simplied payment system to mobile agents
Using blinded key signatures, it is possible to adapt the simplied payment system des ribed in the previous se tion to a mobile agent environment. To keep the example simple,
we assume that both the owner and the agen y have asymmetri key pairs whi h publi
omponents are known to the notary. We also assume that the notary and the bank are the
same entity.
In our example system agents are prote ted by time-limited bla k-boxing te hniques and
blinded key poli ies have both validity times, agen y restri tions and an only be used on e.
In addition to those restri tions, the poli y also states the maximum amount of payment
orders signed by the spe i blinded key and the kinds of items being negotiated.
In these new settings, a payment transa tion is exe uted as follows:
1. the owner reates an agent, blinds its private key and releases the agent on the network.
2. the agent negotiates the items and agrees with the ontent of the payment order. The
payment order must learly state the agen y and blinded key identi ations, the items
being pur hased and their pri es.
3. the agent signs the payment order and hands it to the agen y.
4. the agen y veries the payment order validity with the notary/bank, whi h will exe ute
the fund transfer if the payment order is valid.
5. the agen y releases the agent and assures the items pur hased are delivered. The
delivery may be guaranteed by the system if the agen y is not redited for the pur hase
until it an prove the items have been delivered.
8

Con lusion

We presented a new ryptographi te hnique to be used in mobile agent systems alled
blinded-key signatures. This s heme allows users to embed private keys in autonomous
agents in a way that does not ompromise the se re y of their private keys. Used in onjun tion with bla k-boxing te hniques, blinded-key signatures allow a good level of prote tion of
agent ode and data against mali ious hosts. Future work should involve appli ations of the
te hnique presented here su h as agent-based payment systems or ontra t signing poli ies.
Autonomous mobile agents will be ome in reasingly important in ele troni ommer e
settings as dierent as PDA-based shopping and negotiation-based systems, su h as au tions
or se urities trading. However, before mobile agents be ome a prevalent te hnology, many
problems related to their se urity must be addressed. Although many pra ti al advan es
have been made to prote t remote hosts against mali ious agents, the same is not true
for the prote tion of agents against mali ious hosts. Often believed to be unsolvable, this
14

problem is getting more attention lately and new results are beginning to appear. We hope
the results des ribed ontribute in building what will be the next generation of ele troni
ommer e environments.
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