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W-RBAC - A workow seurity model inorporatingontrolled overriding of onstraintsJaques Wainer� Paulo Barthelmessy Akhil Kumarz2001-10AbstratThis paper presents a pair of role-based aess ontrol models for workow systems,olletively known as the W-RBAC model. The models desribed here ontains bothstati and dynami (history based) onstraints, whih is integrated with a workowsystem. The W0-RBAC model desribes our onept of dynami onstrains, and theintegration of the aess ontrol system with the workow.The W1-RBAC model extends the W0-RBAC model by allowing for a ontrolledoverriding of onstraints, whih we argue are neessary in workow appliations in orderto ope with exeptional situations. Finally we disuss a Prolog implementation of theaess ontrol models.1 IntrodutionWorkow management systems, or workow for short, are systems that allow for the de�-nition and enatment of business proedures. A workow stores a de�nition of a proedure,in terms of its ativities, whih appliations must be alled to perform eah ativity, whihdata is available for eah ativity, the partial ordering on ativities, and who should performthem. For the proposes of this paper the last harateristi is the entral one: given that anativity an start (beause the ativities whih it depends on are �nished) who are the usersthat an perform that ativity, and among them who is the one most preferred aordingto some riteria.The paradigm behind the ideas disussed in this paper is that of a omplete workowmanagement system that ommuniates with a permission system. The workow's tasksare to de�ne when an ativity an start, and query the permission system as to whih usersan perform it. The permission system works as an organizational model, it knows aboutusers, roles, privileges and rights, business onstraints on assigning users to roles, whihuser belong to whih department and who is in harge of that department, whih user isworking for whih projet, and so on. The permission system answers the workow queryand order the users that satisfy the query aording to some riteria.�Institute of Computing, State University of Campinas, BrazilyDepartment of Computer Siene University of Colorado, USAzDatabase Systems Researh Department Bell Laboratories, Luent Tehnologies, USA1



Our permission system is based on the RBAC model, with some extensions. In theRBACmodel, roles are de�ned as a meaningful set of abilities and rights that an be assignedto users, so that they an perform their tasks. Roles in RBAC are organized in a hierarhyof inheritane. In workow system besides this de�nition of roles, there is the need to referto subordinate/superior relation among user. For example, it is very ommon in a businessproedure that an authorization step must be performed by a superior or a responsible tothe interested party. For example, a travel reimbursement proess may inlude an approvalativity performed by a superior of the user who is seeking the reimbursement, or by theresponsible for the projet on behalf of whih the travel was taken.It is possible to arti�ially explode the RBAC role struture and inlude suh roles as\member of the legal department" and \responsible for the legal department", or \memberof the quality projet" and \head of the quality projet", but we prefer a seond alterna-tive. We will de�ne a struture of \organizational units" whih ontains objets like \legaldepartment" and \quality projet team". These organizational units are ordered by a par-tial order of inlusion, that is a organizational unit may be part of a larger organizationalunit. Finally there will be two relations between organizational units and users: users aremembers of organizational units, and users are responsible for organizational units.With this added struture, we will de�ne a onstraint language W0-RBAC that wouldallow the expression of business and proess onstraints. Beause we are fousing on aworkow domain, we will have aess to a very important onept, that of a ase, aninstane of a business proedure. By inluding the ase in the W0-RBAC language we willbe able to de�ne both stati and dynami onstraints, with a granularity that ould not beahieved in other approahes that uses the RBAC onept of session (for example [1℄).We will de�ne the relationship between the workow and the permission system, wherethe workow stores knowledge about work proedures, task, temporal relations, and thesuh, and the permission system is the embodiment of the organizational knowledge andrules. The synergy between both systems allow for new funtionality, suh as, orderingpossible exeutor of tasks aording to organizational knowledge of roles, subordinane,and so on.Finally we will extend the W0-RBAC language to de�ne the W-RBAC language thatinludes the onept of overriding onstraints in a ontrolled way. That is partiularlyuseful in the workow domain beause of what is refereed to as exeption handling in theworkow literature: it is ommon that a partiular instane of a business proess may haveto be altered so that work an proeed. If a important order is getting late it may beneessary to hange the order of ativities, or remove some ativities, or attribute someativity to users that normally would not be allowed to perform it. In partiular this lastform of exeption handling is the one that involves the onstraints of the permission system:it may be neessary to violate some onstraints in order to be able to assign an ativityto a partiular user. Of ourse this violation must be ontrolled, an important onstraintannot be violated, and even less important onstraint an only be violated if someone withappropriate rights ask for it.The W-RBAC language allows for di�erent levels of importane on onstraints, inludesthe appropriate rights to violate onstraints, and is able to deal with the potentially on-traditory set of fats and onstraints that are reated when onstraints are violated.2



This paper is organized as follows. Setion 2 desribes a onstraint model for seuritywhih overs stati onstraints. Setion 2.3 overs dynami onstraints. Setion 3 gives anarhiteture for a permission servie and shows how it will interfae with a workow model.Setion 4 desribes our approah for ontrolled overriding of onstraints. In Setion 5 wedisuss implementation of our proposal. Setion 6.1 disusses future work, and Setion 6disusses related works.2 W0-RBAC Model: The Extended RBAC modelWe base our model on the Role Based Aess Control model (RBAC) with extensions. Thebasi RBAC model an be desribed in terms of: 1) entities: users, roles, and privileges,2) relationships between these entities, and 3) onstraints over these relationships. Ameta-model is displayed in Figure 1. This meta-model is a representation of a graph-basedmodel presented by Nyanhama and Osborn in [19℄.
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to add new users, roles, onstraints, and so on. In fat all aspets of administration of thesystem will be outside the sope of this paper.We will de�ne the following relations:� an-play(U,R), state that the user U an play the role R. an-play(mary, manager)says that Mary plays the role of manager.� is-a-r(R1,R2), states that role R1 is a kind of (and thus inherits all privileges) role R2.is-a-r(-programmer,programmer) states that -programmers are a kind of program-mer, and thus a -programmer has all the rights that a programmer has, and possiblemore. This is the standard inheritane partial order among roles as de�ned in RBAC.If is-a-r(R1,R2) is true, we will say that R1 is an immediate superior to R2. If R1and R2 are related by the transitive losure of is-a-r we will say that R1 is a superiorof R2.� hold(R,P), state that role R holds ertain privilege P.� imply(P1,P2), state that privilege P1 is stronger, or supersedes, or inludes P2. Forexample the right to approve travel expensed up to US$1000 implies (is stronger than)the right to approve travel expenses up to US$500.If P1 and P2 are related by the transitive losure of implies we will say that P1 isstronger than P2� inlude(OU1,OU2), state that the organizational unit OU1 inludes the organizationalunit OU2. Thus inlude( engineering dept, projet x12 team) states that the projet12 team is a part of the engineering department.� member(U,OU), state that the user U is a member of the organizational unit OU.� head(U,OU), states that user U is the head, or the responsible for the organizationalunit OU.There are some impliit inheritane strutures in our model. The �rst one is de�ned bythe is-a-r relation among roles, that follows the RBAC model: if is-a-r(R1,R2) then for allP suh that hold(R2,P) it is also the ase that hold(R1,P).The seond inheritane struture is de�ned by the imply relation. If approve travelexpenses up to $1000 implies approve travel expenses up to $500 than anybody that anperform the former an also perform the latter.2.1 ConstraintsThe model desribed above an onfer broad privileges on users and oasionally this maynot be desirable. Hene, the need for a mehanism to �ne-tune the model. For exam-ple, some instantiations of the model may ause \onits of interest" [19℄) in the formof inompatible privileges. The lassi ase ours when a traveler who is laiming travelreimbursement ends up reeiving the privilege to approve his/her own expense laim. Thus,4



onstraints allow us to impose limitations on atual instantiations in a systemati manner,aording the some seurity poliy of an organization. It should be noted learly that theonstraints override or supersede the permissions allowed by the general model. Modi�a-tions that invalidate a onstraints are prevented by the seurity system. An attempt toinlude a relationship between a role, say lerk and two or more inompatible privileges,e.g., request and approve, will be bloked by the seurity system. By enforing onstraints,the seurity system guarantees that the model is onsistent at all times.We will represent an integrity onstraint as?  Cwhere C desribes an invalid situation.The onstraint is expressed as a standard logi program lause, that is, a onstraint isexpressed as: ?  A1; A2; : : : Ak not B1; not B2; : : : not Blwhere either k and l may be zero, but not both. Ai and Bj are atomi terms of the formp(t1; t2; : : : ; tm) where p alled a prediate, is either one of the relations de�ned above, or arelation reursively de�ned based on those relations. m is the arity of the prediate p, andti, alled terms, are either variables, taken to be existentially quanti�ed, or onstants thatrepresent the instanes of the onepts desribed above (users, roles, organizational units,or privileges).As an example, the onstraint that R3 (a right ) an only be held by users that headan organizational unit is represented as:?  hold(r;R3); an-play(u; r); not head(u; ou)The formula above should be read as \the following situation is invalid: there exists a role(r) whih holds the privilege R3 and there exists a user u whih an play that role, andsuh user is not the head of a organizational unit."Also, auxiliary prediates an be de�ned. A partiularly useful one is boss(U1,U2) whihis true is U1 is the head of on of the organizational units to whih U2 is a member:inlude*(x; y)  inlude(x; y)inlude*(x; y)  inlude(x; z); inlude*(z; y)and boss(x; y)  head(x; ou);member(y; ou); not x = yboss(x; y)  head(x; ou);member(y; ou0); inlude*(ou; ou0); not x = yConstraints an be established over any of the relationships of the meta-model and anbe broadly lassi�ed into stati and dynami. We start by desribing the stati ones.5



2.2 Stati ConstraintsStati onstraints forbid the introdution of ill-formed relationships between users, roles ,organizational units, and privileges, by speifying onditions under whih suh relationshipsshould not be allowed to be introdued. The name stati omes from the fat that theseonstraints do not depend from any atual exeution of ations on objets. They ontrolthe struture of the seurity model independently of any dynami behavior.The reason behind these onstraints an be redued to just two: 1) to prevent groupingof inompatible users, and 2) to prevent some user to aumulate too muh power, i.e., toindiretly hold inompatible privileges, suh as request and approve. This orrespond to theusual onept of separation of duties [22, 19, 6, 23℄. We want to avoid that a single personwould be able to do some damage by holding ertain ombinations of privileges.Inompatible privileges an be obtained in many ways: by users that an play a rolethat holds inompatible privileges; by roles that inherit from multiple subordinate roles thatin turn hold inompatible privileges; by oarser granularity privileges that imply multipleinompatible privileges; or �nally, by users that an play multiple roles that together holdthe inompatible privileges. The onstraints are plaed to avoid these invalid relationshipsfrom ever happening.For example, the stati onstraint that no user an have both the privileges of requestand approve is represented as:?  an-play(U;R1); an-play(U;R2);hold(R1; request); hold(R2; approve);that is, it is inonsistent if there is a user U who an play both the roles R1 and R2 (notneessarily distint), and where r1 holds the privilege request and R2 holds approve.Stati onstraints are enfored when tuples are added or removed. After a transationthat inserts of new users, roles, and so on, and the tuples that represent their relations toeah other and to the users, roles, privileges, et, already in the system, and other objetsand tuples are deleted, the stati onstraints must be all heked. Using the onstraintrules are desribed in the paper, the result of heking the stati onstraints would be justthe existene of not of violations. But of ourse a pratial implementation of the ruleabove would not only verify that a violation exists but also tell whih instantiation(s) ofthe variables U;R1, and R2 above ause the violation.2.3 Dynami ConstraintsThe limitations of stati onstraints is well known in the seurity literature. A stationstraint may forbid a user to hold the roles of pilot and navigator of a plan, but thatis not exatly what is needed. A pilot an be a navigator if needed, but what one wouldlike to forbid is for the same person to be both the pilot and the navigator in the sameight. This partiular onstraint an be aptured in RBAC by making use of the oneptof session, that is, binding between user and roles �xed in some time interval. In this aseone my forbid a session in whih a user is bound to both pilot and navigator.6



In workow appliations, the onept of a session is less lear, beause the temporalbound is less well de�ned. For example one would like to forbid the situation in whihthe same user has the role of requester and approver for the same reimbursement requestproess, but of ourse Beth may be the approver for Carol's request, and may herself bethe requester of a di�erent reimbursement proess, whih must be approved by her bossAmanda. The onept of session is unlear here beause, Beth may be at the same timerequesting the her reimbursement and approving Carol's, but that is aeptable if theseroles are being played in di�erent reimbursement instanes.To be able to refer to an instane of a proess we will add to our model a new lass ase,as desribed in Figure 2 (ase is one of the standard ways instanes of a proedure are referto in workow systems [26℄). We also de�ne a new trinary relation doer(U,P,C) that statethat a user (U) exerised a partiular privilege (P) on a partiular ase (C). In partiularwe feel that there is no need to extend the doer relation into a 4-tuple, whih would involvethe role the user U was playing when the exerised the privilege P on instane C.
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� Binding of duties is just the opposite - a user that performed some ation is bound toexeute other related ations in the future, for the same ase. The rationale is that byperforming the �rst ation, the user has aquired knowledge that will be required oruseful while performing the related ones. For example if T2 and T3 must be performedby the same person, one an de�ne the onstraint:?  doer(u;T2; ); doer(u0;T3; ); not u0 = u (1)History based seurity mathes quite naturally workow systems, whih usually employrole based mehanisms independently of seurity reasons, as a means to distribute work.History is also naturally kept by most workow systems as well, for auditing and reoverypurposes. As a onsequene, the bulk of the workow related seurity is onerned withhistory based mehanisms, e.g., [5, 7, 20, 18℄.3 An aess ontrol system integrated with a WFMSOur basi framework is of a aess ontrol servie or permission system, attahed to aworkow engine. The workow system ontains the knowledge about the proesses, theordering of ativities, deadlines, and the so on. The permission servie knows about theorganizational strutures, roles, permissions, and so on.From now on, we will equate tasks and rights/privileges. In other words, we are onlyinterested in the right/privilege of performing a task. We will refer to these right/privilegesby a symbol stating with the letter \T".The workow system ommuniates with the permission system through two hannels.The �rst hannel is used to inform the permission system of the history of the proessinstanes. The workow provide fats of the form:� doer(U,T,C), whih states that user U has done the task T for the proess instaneC.� done(C) whih state that the instane C is terminated.The seond hannel is used by the workow system to query the permission system. Abasi query asks whih users an perform a partiular task for a partiular instane. Theworkow system sends the query who?(Q,O,T,C), that is, who are the users among theones that satisfy a property Q, that an perform the task T for instane C. The workowreeives bak an ordered list of users that satisfy all onstraints, ordered aording to O.Ideally the system as a whole works as follows: as soon as an ativity for a ase is�nished, the workow is informed. The workow following its proess model, omputes thenext ativity that needs to be performed, and asks the permission system who are the usersthat an perform that task, and reeives bak an ordered list of users. The workows deideswho among the users in the list will perform the next task, and sends that information tothe user's work list, and informs the permission system, by sending the doer tuple. When8



the last ativity of a proess instane is �nished, the workow sends the done informationto the permission system.Figure 3 shows a diagram of the interhanges between the workow engine, the permis-sion system and users.
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Figure 3: Interation between system omponents and users.3.1 Answering the queries from the workow systemWith the onepts presented so far, we an de�ne what is the appropriate answer to thequery who?(Q,O,T,C) posed by the workow. The permission system should return allusers u that satisfy a property Q, and for whih doer(u,T,C) does not violate any integrityonstraint. Furthermore, the permission system should order the users aording to theorder O, to be explained shortly.The property Q used in the workow query to the permission system is part of thespei�ation of the proess itself. The spei�ation may state that potentially only usersthat satisfy some property (and do not violate any onstraint) an perform an ativity.This property may involve roles, organizational units, privileges, and even the past historyof the ase itself. Thus the workow passes this spei�ation of potential exeuters to thepermission system, as the property Q. The permission system will verify whih users satisfythe property and whih further do not violate any onstraint. The property is a two plaeprediate, where the �rst argument is a user, and the seond the ase identity, de�ned bymeans of one or more lauses in logi programming.To illustrate, let us assume a simple proess of three ativities: apply for reimbursement,verify expenses and approve reimbursement. The ativity verify an be exeuted by anyonethat an play the role of auditor. Finally the approve an be performed by anyone that isthe boss of the appliant or any VP. As onstraints we require that neither the approver9



not veri�er an be the appliant himself. That is the onstraints are:?  doer(u; apply; )doer(u; verify; )?  doer(u; apply; )doer(u; approve; )The prediate that de�ne the set of potential exeutors of the ativity verify isP1(x; ) an-play(x; auditor)This prediate makes no use of the ase identity information. The property that de�nes thepotential exeutors of the ativity approve is de�ned by the prediateP2(x; )  doer(a; apply; ); boss(x; a)P2(x; )  an-play(x;VP)When Dana �nishes the apply task, workow is informed and determines that verifyis the next ativity to be performed for this ase (whih we assume is has the identity120 ). The workow queries the permission system with who?(P1,O1,verify,120 ). We willdisuss the order O1 below. The permission system returns an ordered list of users (orderedaording to O1) that an perform verify for 120. The workow will selet the exeutor,say Eri and inform the permission system using doer(Eri,verify,120 ). When this ativityis over the workow will query the permission system with who?(P2,O2,approve,120 ) andso on.This example also illustrate the need for organizational units in the model. One ouldmake the argument that organizational units and other organizational information, suh asuser properties [21℄, a more omplex role model [10℄ are important onepts in real life use ofRBAC systems, but are not part of the ore RBAC model. But beause of the requirementof the separation of onerns between the workow and the permission system, we an makethe point that the inlusion of organizational units is not only desirable but neessary.Let us suppose that we do not inlude the organizational units hierarhy into the model.A standard RBAC representation for an organization that has two di�erent projets, withdi�erent responsibilities, would be to explode the role hierarhy with two di�erent sublat-ties for eah projet, as shown in �gure 4.But for suh a model, the workow rule that the approve ation must be performed bythe boss of the appliant annot be written without the knowledge of the role struture.The prediate that de�nes the potential exeutors of the approve ation would not be asde�ned above, but:P2(x; )  doer(a; apply; ); an-play(a; projet 1 member); an-play(x; projet 1 leader)P2(x; )  doer(a; apply; ); an-play(a; projet 2 member); an-play(x; projet 2 leader)P2(x; )  an-play(x;VP)Thus if a new projet were to be reated, the appropriate de�nition of the P2 prediatewould have to added into the workow de�nitions, whih violates the requirement thatthe workow should enapsulate the proess knowledge and the permission system theorganizational knowledge. 10
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memberFigure 4: A role hierarhy for a two projet organization.3.2 Ordering the answersAn important feature of our permission system is that it will rank the users who an performa task based on their suitability and the knowledge stored in the permission system. Forexample, it may happens that a large set of users an exeute a task T for a ase C. Howto order this set of users, so the workow is informed of whih user is the most appropriateto perform the task?A standard pratie in RBAC systems is to state that the least superior role that holda privilege is the most appropriate to exeute that privilege. Thus if ompile is the priv-ilege that is needed, one must hoose the most spei� role that hold that privilege, sayprogrammer, instead of superiors of that role, say C-programmer.But in this domain, the most spei� role rule does not translate itself is a uniqueanswer to the problem of ordering users. Let us suppose that Falo, the head of the qualityprojet team an play the role of programmer, and Gail, a member of the team, an playthe role of a C-programmer and programmer. Should Falo or Gail be the most preferredas the possible performer of the task ompile? Or, as another example, let suppose the taskto be exeuted is approve-reimbursement($2000.00), that is to approve a reimbursement of$2000.00. Hetor by playing the role of manager an approve reimbursement up to $5000.00,and Ingrid, playing the role of projet leader an approve reimbursements up to $7000.00,and projet leader and manager are roles with no is-a-r relation between them. Whih ofHetor and Ingrid are preferred users to perform the task? And does that answer hangesif Hetor is the boss of Ingrid?The basi priniple behind most of the generi answers to the problem is the idea of the11



more \spei�" user that an perform the task, or use the privilege, should be preferredto more \generi" users. But there are many possible de�nitions of what it means for auser to be more \spei�" than others. In partiular, our model suggests three impliitor expliit orderings: the superior/inferior ordering between roles, the stronger/weakerordering between privileges, and the boss relation between users, and there may be noorrespondene among those three orderings.For example if the database ontains the tuples:USERS ROLES PRIVILEGES ORGANIZATIONAL UNITSa,b r,s x,y mimply(x,y)USERS x ROLES ROLES x PRIVILEGES USERS X UNITSan-play(a,r) hold(r,x) member(a,m)an-play(b,s) hold(s,y) member(b,m)head(b,m)and the workow query is to �nd out users that an perform y, then:� under a role-entered preferene above, there is no di�erene between a and b beauseto exerise y, a must play the role r and b must play s, whih have no is-a-r relationbetween them.� under the privilege-entered preferene, b is preferred to a beause the privilege thatb will hold is more spei� than the one held by a.� under a boss-entered preferene, a is preferred to b beause in organizational unit m,b is the boss of a� if we add is-a-r(r,s) whih only adds to the database the fat that now r holds alsoy beause of the de�nition of is-a-r, then under a role-entri preferene, b is preferredbeause the role a plays to exerise y is superior to the one b plays.� �nally, if we further add the tuples role(q), an-play(b,q), is-a-r(q,r), whihwould imply that q an hold both x and y, then there is a role-entered argument thatwould prefer a to b: to exerise y, b ould have played the role q whih is superior tothe higher role a ould have played (whih is r).Sine there is not a single reasonable ordering, it is left to the workow to de�ne whih isthe best ordering for that partiular query. The workow de�nes O, a two plae prediate,that is a total order among users, that is, O must be asymmetri and transitive, and foreah pair of users u and v that satisfy P, either O(u; v) or O(v; u) must be true. O(u; v)state that u is preferred to v (aording to some riteria). The permission system mustorder the users in dereasing order O. We will see in the next setion that a partial orderan be ompleted to beome a total order and thus an be used as the O relation.12



3.3 Some preferene relationsNow, we shall formally de�ne the three orders illustrated above, the role, the absolute role,and the privilege order. For roles R and S we will say that R < S if S is a superior of R,that is S and R are related buy the transitive losure of is-a-r. For privilege X and Y wewill say that X < Y if Y is stronger than X.De�nition 1 A maximal role with respet to privilege X for a user U is the role Rsuh that� an-play(U,R)� hold(R,X)� there is no other R' suh that an-play(U,R') and hold(R',X) and R < R'Intuitively, a maximal role is the highest role (most superior) that user U an play thatholds privilege X.De�nition 2 A absolute maximal role for a user U is the role R suh that� an-play(U,R)� there is no other R' suh that an-play(U,R') and R < R'Intuitively, an absolute maximal role is the highest role that user U an play.De�nition 3 A maximal privilege belonging to user U that is stronger thanprivilege X is a privilege Y suh that:� implies(Y,X)� there exists a role R suh that an-play(U,R) and holds(R,Y)� there is no privilege Y' and role R' suh that an-play(U,R') and holds(R',Y') and Y< Y'Intuitively, the maximal privilege Y is the strongest privilege that implies X that user Umay hold by playing some role (R).These three de�nitions attempt to de�ne how one user an be more \generi" thananother one for performing a task X. A user U1 an be more \generi" than a user U2 ifU1 has a higher maximal role with respet to X, or a higher absolute maximal role, or astronger maximal privilege that implies X. But regardless of the de�nition of \generi", aless generi user is always preferred for doing a task than a more generi user.We an de�ne a partial ordering based on the de�nition above:De�nition 4 We will say that user U1 is preferred to user U2 (for privilege X) underthe role preferene (ORPX) ORPX(U1,U2) if the maximal role for U2 with respet toprivilege X is superior to the maximal role for U1 (with respet to X), and the reverse doesnot happen. 13



De�nition 5 We will say that a user U1 is preferred to a user U2 (for privilege X) underthe privilege preferene (OPPX) OPPX(U1,U2) if the maximal privilege stronger thanX of U2 is stronger than the maximal privilege stronger than X of U1.De�nition 6 We will say that user U1 is preferred to user U2 (for privilege X) under theabsolute role preferene (OARP) OARP(U1,U2) if the absolute maximal role for U2 issuperior to the absolute maximal role for U1, and there exists a role that holds the privilegeX and U1 an play it, and the same is true for U2.These are only partial orders. For the permission system we need a total order amongthe users. One an omplete these partial orders in many ways. For example, the orderORPX+LEX is a total order that ompletes ORPX by a lexiographial order among users,suh thathx; yi 2 ORX + LEX if ( hx; yi 2 ORXhx; yi 62 ORX and hy; xi 62 ORX and hx; yi 2 LEXwhere LEX is some lexiographial ordering among all users. Or in a di�erent notation,whih will be used from now on:hx; yi 2 ORPX + LEX ( if hx; yi 2 ORXelse if hx; yi 2 LEXOne an de�ne other ompositions also. For example, �rst verify if user x is preferredto y under the absolute maximal role. If this is not true, then try the maximal role withrespet to the task X; if that is not true, then try the maximal preferene; and, if that is nottrue then order them lexiographially. We all this ordering OARP+ORP+OPP+LEX,and it is de�ned ashx; yi 2 OARP+ORP+OPP+LEX 8>>><>>>: if hx; yi 2 ORAelse if hx; yi 2 ORXelse if hx; yi 2 OPXelse if hx; yi 2 LEX3.4 Answering the workow systemFinally we an de�ne what is the answers to the query who?(Q,O,T,C).De�nition 7 The permission system's answer to the workow query who?(Q,O,T,C) isthe ordered list of users hu1; u2; u3; : : : uni suh that� for eah ui 2 hu1; u2; u3; : : : uni, the pair hui;Ci satisfy the property Q� for eah ui, adding doer(ui,T,C) does not violate any onstraints� and O(ui; ui+1) for all i < n. 14



4 W-RBAC: Controlled overriding of rulesIn a previous setion we disussed onstraints at length. Clearly, some onstraints aremore important than others. In ertain situations it may be aeptable to override the lessimportant onstraints.The workow literature aknowledges that in real situations it is ommon that thespei�ations of a proess as implemented in a workow must be violated in order to getthings done. This is usually referred as exeption handling. For example, the lient onbehalf of whom the proess is being exeuted is a very important lient and is in a hurry; insuh a ase ertain ativities may be removed from the proess, the order in whih othersare performed hanged, and di�erent people, who are available now, may be assigned toativities that would usually not be allowed to perform.These di�erent forms of exeption handling ations, the one that is relevant to thepermission system is the assignment of ativities to users that are not allowed to performthem. For example, the onstraints state that the ativities of reeiving a lient queryand answering it should be performed by the same person, so the lient has a feeling ofpersonal touh. For example, Jose reeived a tehnial query from Kensinton Corp., whihis a important lient. The proess of onstruting the answer proeeded normally but Josewas out in vaation when the answer was ready and had to be returned to the lient. Inthis ase it may be more important to answer the query promptly than to give the personaltouh. An thus, it was deided that Ling Mai would ontat the lient, violating the bindingof rule onstraint regarding the two ativities. It would have been less likely that need to aexpedite answer would allow one to violate a separation of duties onstraint, say that thehiring of an external speialist must be approved by someone else than the one that deidedon the hiring.It is lear that some onstraints are more important than others, and some situationsmay require more or less onstraints to be violated. The novel feature of our proposal inthat we allow assoiation of priorities with onstraints. Thus, a user may \allow" the systemto override the onstraints in a ontrolled manner and in a subjetive way based on whatonstraints she onsiders to be of low priority.4.1 Levels of priority on onstraintsWe will extend the formalism disussed above to inlude the idea of levels of priority orimportane of rules and onstraints. The idea is to assoiate with eah integrity onstraintrule ?  Ca numeri label that expresses how important is the rule. The higher the label the moreimportant the rule is. Thus, if the integrity onstraint above has importane 7, we will labelit with that integer: ?  C priority 7We an ollet all onstraints with label i in a set Ci. We will assume that the labels arenon zero, positive integers. 15



With the labeling we are able to de�ne what is the level of ompliane of a formula (saysome additions to the data base) in relation to the onstraints.De�nition 8 (temporary). If KB is the set of tuples in the data base, and N is aformula to be added to the data base, then i is the level of ompliane of N if i is thelargest integer suh that KB ^N ^ Cj;j>i 6j= ?KB ^N ^ Cj;j>i ^ Ci j= ?KB ^ Cj;j>i ^ Ci 6j= ?The formulas state that KB and N are not ontraditory to the onstraints labeled withj > i, but they are ontraditory with the onstraints labeled i and above, and the KB byitself was not ontraditory with these onstraints. If New does not violate any onstraint,we will say that its level of ompliane is 0.We will disuss below that some users may have the right to override some onstraintand thus to add to the knowledge base a statement that ontradits some onstraint. Butin standard logi, the inlusion of an inonsistent statement would turn the whole knowl-edge base as useless, sine anything ould be inferred from it. To ontrol the e�ets ofadding inonsistent statements to the knowledge base, we partition it into di�erent sets ofstatements, indexed by their level of ompliane. Thus Ki is the set of statements withompliane level i, that is statements that override some onstraint of level i, and possiblelower level onstraints.Thus the level of ompliane i of a new statement N , is de�ned asDe�nition 8 (�nal) If Kj is the set of tuples with ompliane level j in the data base, andN is a formula to be added to the data base, then i is the level of ompliane of N if i isthe largest integer suh thatfor eah j > i [l<jKl ^N ^ Cj 6j= ?[l<iKl ^N ^ Cj;j>i ^ Ci j= ?4.2 Right to overrideWhih are the rules that an be overridden, and who an override them? We assume thatthis is itself a privilege that an be attributed to roles, and indiretly to users. Roles areattributed privileges of the form override(N), whih allows the user to override the ruleswith priority equal or smaller than N.The intuition, as we mentioned above, is that more important rules are tagged withhigher priorities levels. On the other hand, more responsible or powerful roles an holdhigher override privileges. Of ourse there should be rules that annot be overridden or,in our model, rules whose priority levels are high enough so that no role has the right tooverride them. 16



De�nition 9 The max override level of a user U is higher N suh that the user anhold the privilege override(N). That is:9R suh that an-play(U;R) and hold(R; override(N))if an-play(U;R) and hold(R; override(N 0)) then N 0 < Nfor all R0 6= R if an-play(U;R) and hold(R; override(n)) then n � N4.3 InterationThe basi interation to the permission system extends the W0-RBAC interation with anew query/ommand assign?(U1,U2,T,C) sent by the workow whih states that user U1wants to assign user U2 as the exeutor of task T for ase C. If user's U1 max override level islower than at least one of the onstraints that would be violated by asserting doer(U2,T,C),then the ommand returns false, and no update is performed. If on the other hand user U1does have enough permission to override the onstraints that are violated by doer(U2,T,C),then the ommand asserts into the knowledge base doer(U2,T,C) and its ompliane level,and returns to the workow its ompliane level.The seurity model for the assign? operation is still inomplete. For example, nothingwas stated about the properties of user U1 in the operation assign?(U1,U2,T,C) exept thathe should have the appropriate max override level. We have identi�ed at least three modesof use of the assign? operation, and we will briey desribe them here. We developed thefull model for these modes of use elsewhere.The �rst mode of use is delegation. A user knows he will be unavailable to performa partiular task that will still happen in the future, and thus he preemptively delegatesthat task (for a partiular ase C) to someone else. This preemptive delegation may bothviolate the permission model and the onstraints. For example Maria knows that she mayperform the task T for a ase C sometime next week, but she will be unavailable by then.She an delegate that task to Ngome. But it may be the ase that a) beause of separationof duties onstraints, Ngome annot perform T on C and b) to perform T one needs toplay the roles of programmer or tester, and Ngome annot play either role. The ase a)is an example of the delegation violating the onstraints, and ase b) is an example of thedelegation violating the basi permission relation themselves. Thus to delegate the taskT to Ngome, in the ase a) Maria must have the permission to temporarily expand thepermission model so that Ngome an perform T. (Whether Ngome gets all rights assoiatedwith programmers or testers by this delegation is some of the issues that a delegation modelmust resolve). More relevant to this paper, in the ase b) Maria must have permission toviolate at least the onstraint that binds Ngome from performing T for C.The seond mode of use is forwarding. If the task was already assigned to Maria, andit is in her inbox, she may realize that Ngome was better prepared to perform it. Byforwarding it to Ngome she may inur on the two violations desribed in the delegationmode. But forwarding may have some further ompliations. In delegation Ngome wasone of the possible exeutors of the task T. It may the ase that beause Maria had to(and was allowed to) violate both the permission model and the onstraints, Ngome wouldloose priority in being hosen to perform the task. But by forwarding the task implies that17



neessarily Ngome will perform it. It is possible that beause of this ertainty, forwardingmay require higher permissions that delegation would.Finally the third mode of use is transfer. If the task has already been assigned to Maria,and she is taken ill, a manager of the proess, or a manager of the lient's aount on behalfof whom the proess is being exeuted, may have to remove the task from Maria's inbox andassign it to some one else, say Ngome. Again all the violations of delegation and forwardingmay be present, and further the right to transfer may only be assigned to a few roles in theorganization. Di�erent than delegation and forwarding, the user performing the transfermay not have the right to perform the task itself.5 ImplementationThe de�nitions stated in this paper are straightforwardly implemented in Prolog. In fat aproof-of-onept implementation of the system was implemented in Prolog.As an example of how straight forward the implementation is, below is the ode for thede�nition of the answer to the workow query without delegation (de�nition 7).The who?(R,O,T,C) query is implemented as a Prolog query with a �fth argument,whih will ontain the permission system's answer to the query.A onstraint ?  X is represented by a lause violation(C) :- X. , where X is theexpression of X in Prolog syntax, and C is the ase identi�ation.% definition 12'who?'(Q,O,T,C,U) :-findall(X,Q(X,C),L), % find all users that satisfy the% prediate Qfilter(L,T,C,Lout), % filter out those who annot perform% T for ase Cpredsort(O,Lout,U). % order the result by O% selets from a set of users those that an perform the task for the asefilter([℄,_,_,[℄).filter([A|RA℄,T,C,B) :-an_do(A,T),( onsistent(C, doer(A,T,C))-> B = [A|RB℄,filter(RA,T,C,RB); filter(Ra,T,C,B)).% verify if a formula does not violate any onstraintonsistent(Case, Formula) :-assert(Formula),( violation(Case) 18



-> retrat(Formula),!,fail; retrat(Formula)).% verify is a user an perform a taskan_do(U,T) :-an_play(U,R),holds(R,T).The de�nitions that involve overriding some onstraints are based on the onept of theompliane level of a formula (de�nition 8), whih is implemented below:% given Formula, determines its ompliene Levelompliene_level(Case, Formula, Level) :-asserta(Formula),aux_find_level(Case,Level),retrat(Formula).% finds the highest ranking violation.aux_find_level(Case, Level) :-ountdown(20,1,X),violation(Case,X),!, Level = X .aux_find_level(_,0).% ounts from A down to B on baktrakingountdown(A,_,A).ountdown(A,B,X) :-A > B,AA is A-1,ountdown(AA,B,X).If the binding of duties onstraint in 2.3 is de�ned as having priority 3, suh onstraintwould be represented as:violation(C,3) :-doer(U1,t2,C,L1), L1 < 3,doer(U2,t3,C,L2), L2 < 3,U1 \= U2.where doer(U,T,C,L) is used to represent that doer(U,T,C) was asserted with omplianelevel L.Spae limitations do no allow us to list all de�nitions as Prolog prediates, but one ansee that the implementation is straight forward from the formal de�nitions in the paper.19



5.1 Complexity, running time, and optimizationsAs a general introdution to the omplexity of a logi program based implementation, onehas to realize, that for a lause suh as:C  A1; A2; : : : Ak not B1; not B2; : : : not Blthe worst ase running time is the one in whih the \last solution" generated by the predi-ates A1 to Ak is the only one that also satis�es not B1 to not Bl. That is also the worstase running time to disprove the lause, all possible solutions are generated and not eventhe \last one" is satis�ed. Lets assume that eah prediate Ai an generate NAi di�erentsolutions for its free variables, and takes, in the worst ase, TAi units of time to omputeeah of these solutions. Lets also assume that eah of the Bi prediates takes, in the worstase, TBi units of time to ompute not Bi. Thus the worst ase running time to omputeC in this lause is: NA1TA1+NA1NA2TA2+: : :NA1NA2 : : : NAkTAk+NA1NA2 : : : NAkTB1+NA1NA2 : : : NAkTB2+: : :NA1NA2 : : : NAkTBlLet us analyze the omplexity of a who?(R,O,T,C) query in W0-RBAC (without theoverriding of onstraints). The query is implemented as:1. �nd all users that satisfy the prediate R2. remove from that set all users u for whih doer(u,T,C) is ontraditory, that is, provesviolation.3. order the remaining users using the relation O.The �rst step above an be implemented as a database query, where R is the query. TheProlog implementation of suh query (using findall is not as eÆient as a database query,but if we assume that there are U users in the database, the query an ompute its answerin T1 = U � T (R) where T (R) is the average time to ompute the truth of the query R forany user.The seond step is more ostly. Let us assume that the average number of users returnedby suh query is UR, where UR � U . For eah user u in the set, one needs to verify if addingdoer(u,t,) violates any onstraint, that is, if does not prove violation().If we onsider a violation() lause, is has the form:?  doer1; doer2; : : : doerk; other1; : : : otherlnot doerk+1; : : : not doerk+x; not otherl+1; : : : not otherl+y20



It is important to notie that the doer prediates will in almost all situations have atmost one free variable, the one representing the user. Both the ase and the task arebounded when the violation prediate is queried. Sine there is at most one user that isthe exeutor of a given task for a given ase, the doer prediate is deterministi, that is itgenerates only a solution and to prove or to disprove it, takes just an aess to the Prologfat base. If we take the time to aess the Prolog fat base as T , the worst ase time toompute the violation lause is:kT+Nother1Tother1+Nother1Nother2Tother2+: : :xNother1Nother2 : : : NotherlTNother1Nother2 : : : Notherl(Totherl+1 + : : : Totherl+y)That is, omplexity of omputing the violation lause (�) is dominated byNother1Nother2 : : : Notherl(Totherl+1 + : : : Totherl+y + onstant)that is only the prediates that do not refer to the dynami omponent of the model arethe ones responsible for the omplexity of the query. The dynami omponent of the modelat most ontributed with a additive onstant to that omplexity. Thus if the onstraintrule requires very omplex omputation regarding the organizational struture (roles, users,organizational units), that omputation is the one that will dominate the omplexity of theviolation lause.If there are C onstraints, then there are C violation lauses and in order to verify thata user does not violate any onstraint, all violation lauses must be tested. This test mustbe performed for all users that satisfy the previous query; thus the total worst ase runningtime for this step is U �C � �The third step is a sort, where the basi omparison prediate O may not take a onstanttime to ompute. The upper bound for that step is T3 = U � log(U)� T (O).Thus the total time to ompute the query who?(R,O,T,C) is bounded byU � T (R) + U � C � �+ U � log(U)� T (O)where the dominating term is likely to be U � C � �.For the W1-RBAC model the total time to ompute the query is the same as the above.The W1-RBAC will verify the violation lauses by dereasing order of priority, but in theworst ase, where there is no violation, all the C violation auses will heked.Unfortunately do not have enough examples of onstraints to even approximate thevalue of � in the formulas above, but as we mentioned, this omplexity will be derived fromthe number of di�erent solutions of the stati prediates of the onstraint rule.But there are possible optimizations that may be attempted if suh omputation is tooexpensive. Among them: 21



� o�-line omputation. Sine these prediates refer to the stati omponent of the rules,they do not hange as new ativities or ases are exeuted, only if there is a hangeon the role, privilege, organizational units, or users hierarhies. Sine suh hangesare of low frequeny it may be onvenient to ompute o� line these prediates. In theworst ase that will not hange the number of di�erent solutions for there prediates,but will hange the time to ompute eah solution, whih will now be an aess to theProlog fat base, and thus reduing the omputation time by a onstant fator. Butmore likely, not all solutions generated by one of these prediates will be aepted byanother. For example if boss(X,Y),an-play(Y,auditor) is a segment of a violationrule, and we onsider eah prediate in isolation, the �rst will generate at most U2pairs of users, and the seond, at most U users, but taken together, by de�ning aboss-of-auditor(X,Y) prediate, may result in muh less than U2 pairs of users.Suh redution in the number of solutions may be signi�ant enough to warrant theof line omputation.� memoization. it may not be worth it to pre-ompute all possible values for the statiprediates that appear in the rule, but one the values for a set of input argumentshave been omputed, it may be worth it to store the results of this omputation,so that if the same omputation is needed (for a di�erent ase) the results an beretrieved instead of omputed.� partial evaluation. One enough of the ativities of a ase have already terminated,the violation lauses may be automatially transformed into new lauses, by partialevaluation, sine some of its internal variables are already bounded. For example, forthe lause:violation(C) :- doer(U1,task1,C), same_unit(U1,U2),doer(U1,task3,C).represent the onstraint that task1 and task3 annot be performed by users thatbelong to the same unit. If we know that task1 has already been �nished, for ase456, it may be worth it to partially evaluate violation(456), whih depending onhow smart the partial evaluator is, ould result in the (automati) reation of the ruleviolation(456) :- doer(U1,task3,456),member(U1,[alie,bob,arol,david℄).That is, the partial evaluation of violation lause, at the orret moment, wouldgenerate a partiular rule for that ase in whih the omputation of the same-unitprediate is performed in advane, so that when needed, the exeution of the lausebeomes just a membership hek.Unfortunately we believe that there is not enough experiene in this domain to further eval-uate whih method or ombination of methods are will redue the overall ost of omputingthe who? query, or even if any of those optimizations are neessary on the \average ase."22



6 Related WorkThis work is losely related to work proposed by Bertino, Ferrari, and Atluri [5, 4℄ andthe di�erenes between our work and theirs must be stressed. [5℄ proposes a onstraintbased seurity model whose language allow for somewhat di�erent expressivity than theone presented here. For example, their language and model allow one to refer to manyinstanes of the ativation of a task within a ase. This ativations of a task represent theexeution in parallel of the same task by many (possible di�erent) exeutors. This an beahieved in our model by de�ning eah parallel ativation of the task as a di�erent task.Thus three parallel ativations of the task T in their model, would be implemented in outmodel as three tasks T1, T2 and T3.The language in [5℄ has no lear onept of ase. It is assumed that the aess ontrolsystem runs for a single ase; di�erent ases would require running di�erent instanes ofthe system. By making the onept of ase expliit, we allow for multiple ases to be runby the same instane of the system, and open the door for future extensions that inludeinter-ase onstraints.[5℄ also disuss the ordering of answers, but they stop at the role level: they proposethat more subordinate roles are given higher priority to exeute a task, but they do notextend this to users, as we did. And by extending the basi idea of giving higher priorityto the users that have the least privilege enough to perform the task an yield di�erentde�nitions, as we desribed.A large setion of the [5℄ desribes what we would all optimizations of the basi on-straint veri�ation mehanism. Some of suh optimizations are performed by the system,but some are done by the user themselves. For example the onstraint that T1 and T2annot be performed by the same persons, whih in our language is expressed as:?  doer(u;T1; ); doer(u;T2; ) (2)would be expressed in their model, something like1annot-do(u;T2; ) doer(u;T1; ) (3)This last expression embodies the knowledge that in the workow spei�ation T1 happensbefore T2. Thus if it is asserted that John was the exeutor of T1, the system may determinethat John annot be the exeutor of T2. To verify if John an be the exeutor of a task, thesystem veri�es �rst if it is known that he annot be the exeutor of that task, by verifyingthe annot-do prediate. In a formal way, the expression 3 is the partial evaluation of 2given the fat that doer(u,T1,) will be asserted.As we disuss above, we do not believe that optimizations on the dynami omponents ofthe onstraints are neessary, and thus we did not inlude suh optimizations. Furthermoreby inluding suh optimizations in the language itself, auses a non-separation of informationthat we believe should be kept separated. 3 only work if T1 happens before T2, whih isa workow knowledge. If the ordering of the ativities hanges, the permission system1Of ourse the language of [5℄ is di�erent; the expression below is a translation to our language of theonepts in their model. 23



must be modi�ed. [5℄ also disuss some of what we alled in the previous setion, o�-lineoptimizations, or the pre-omputation of some of the stati prediates, and even disuss inwhih onditions suh pre-omputations are not worth it.We believe that our model, by providing a \leaner" de�nition of the onstraint, allowsone to bring in many of the tools for logi program optimizations (as disussed in theprevious setion), and not leave it to the user's responsibility.Finally, [5℄ do not inlude in their work, any form of overriding onstraints.Nyanhama and Osborn [19℄ present a rih disussion of onits of interest in terms ofusers/groups, roles, privileges and their inter-relationships. Dynami mehanisms requiringhistory are aknowledged but not disussed.Ferraiolo et al. [8℄ presents the National Institute of Standards and Tehnology (NIST)RBAC referene model and a web-based implementation. The model is based on the prop-erties presented in [9℄ and do not onsider history based extensions as well.Thomas and Sandhu [25℄ proposed in 1993 the shift from the traditional subjet-objet-right paradigm used in database seurity to a transation oriented one, introduing (alimited form) of history based seurity mehanisms. In [22℄, four referene RBAC modelsare presented and di�erent onstraint types are ategorized.Simon and Zurko [23℄ survey and summarize separation of duty onstraint types, bothstati and dynami. The di�erent types of onstraints are then implemented in Adage, arule-based authorization system for distributed appliations.Castano et al. [7℄ propose an ative-rule based model, that is implemented on top ofthe Wide workow system [24℄. ECA rules are employed to speify instane, time, historyand event onstraints. The ative rule mehanism is also employed to propagate privilegesalong the role graph, emulating the inheritane that is usually assumed along the subordinaterelationship.Atluri and Huang [2, 3, 13℄ introdue dynami ativation and revoation of privilegesbased on the ow of exeution. The idea is that users should only be granted privileges toaess objets in the ontext of authorized tasks. An author, for instane, should only haveaess to a paper objet while preparing it for submission, One it has been submitted, theauthor should not be allowed to have aess to it anymore.An approah similar to Atluri and Huang's is followed by other researhers, e.g., Karpalemand Hung [14, 17℄. These authors also disuss the trade-o� between seurity and robustnessof a system and present a metri to evaluate suh trade-o�.Pernull and Herrman [12, 11℄ extend the di�erent perspetives of workow systems(informational, funtional, dynami and organizational) with seurity spei� features.At the University of Georgia, the Meteor system is being extended to inlude seurityfeatures, in a joint e�ort with the Naval Researh Laboratory [18, 27, 16, 15℄.6.1 Future workIn this setion we disuss further extensions to the W-RBAC model that we feel are parti-ularly urgent.� inter-ase onstraints. Some simple kinds of inter-ase onstraints an be handled byour present framework but more omplex ones annot. For example, we may wish24
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