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Abstra t
The aim of this work is to apply formal spe i ation te hniques to model real-time
distributed systems arising from real-world appli ations. The target system is an Air
TraÆ Management System (ATM), using the TraÆ alert and Collision Avoidan e
System (TCAS) proto ol. The formal models developed here are based on the notion
of hybrid automata. Semi-automati tools are used in the veri ation of the models,
and some important system parameters are synthesized using a parametri analysis. All
results were obtained on a 350MHz desktop PC, with 320MB of main memory.
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1 Introdu tion
The use of formal spe i ations and veri ation te hniques in real-world system development pro esses has be ome more and more important, espe ially when su h pro esses fo us
on distributed systems that ontrol riti al appli ations, where an operational fault an
ause irreparable damages. Among a wide variety of distributed systems, the ones involving rea tive and real-time responses are the most diÆ ult to model a urately. In addition,
ertain kind of riti al appli ations, known as hybrid systems, present a dual nature, in
the sense that the system behavior is des ribed by ontinuous dynami pro les, regulated
by the intervention of dis rete events [8, 7, 6℄. This introdu es further ompli ations and
subtleties in the modeling and analysis of su h systems.
Re ently, the mathemati al theory of hybrid automata has been gaining momentum as a
good alternative to spe ify and verify hybrid systems [21, 2, 13, 15, 17℄. Essentially, hybrid
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automata are nite automata whose states in lude a dynami spe i ation of the system
evolution, and whose state transitions model an abrupt hange in the dynami behavior
of the system. Ea h omponent of the distributed system is modeled by an appropriate
automaton. The overall system behavior is, then, aptured by the orresponding produ t
automaton [15, 17℄. The ommuni ation between the system omponents is regulated by
the ex hange of messages between the independent automata. Messages are ex hanged
during state transitions taking pla e in the individual automata. Syn hronism between
the individual automata is also attained by the use of a shared memory, to whi h all the
omponent automata have a ess [15, 17℄. The notion of hybrid automata is adequate to
model systems omposed of several distributed ommuni ating omponents, ea h one with
a simple dynami behavior. In ontrast, lassi ontrol theories deal with systems with a
few distributed omponents whose dynami features are more omplex.
In this work, hybrid automata are used to model the omplexities of a real-world distributed hybrid system, onsisting of an Air TraÆ Management System (ATM). The ATM
system oordinates many di erent autonomous air raft whi h ompete for routes in a se tion of airspa e. The TraÆ alert and Collision Avoidan e System (TCAS) proto ol is used
to help manage the traÆ in the vi inity of a ruising air raft. The TCAS is an on-board
on i t dete tion and resolution algorithm. Its task is to monitor the traÆ around the
air raft, dete t possible threats and advise on how to resolve these on i ts, for verti al
separations.
The models explored in this work onsider two air raft ying in the same airspa e, in
opposite dire tions. This s enario aptures only a fragment of the omplexities of a real
ATM system. Even so, the results obtained ontribute a positive step towards the validation
and the veri ation of the fun tionalities of the a tual system. In all ases studied, a safe
system operation is the main property to be veri ed. At the moment of this writing,
the authors are unaware of other dire t appli ations of hybrid automata te hniques either
to verify safety properties for ATM systems [20℄, or to synthesize values for operational
parameters of su h systems.
The operation of the ATM system requires an intense ex hange of messages and a
omplex a tivity of oordination between all parti ipating agents. Due to the omplexity of
the resulting model, semi-automati omputational tools are used to e e tively bear on the
formal spe i ations. Most of the time, models for realisti systems result in an automaton
of su h omplexity that the ooperation of these automati tools be omes essential. Here,
the HyTe h tool [12, 14, 13℄ was used to analyze the models.
This report is organized as follows. Se tion 2 presents the notion of hybrid automata,
illustrated by some simple examples. Se tion 3 des ribes the air traÆ management system.
The system operation is explained, together with some of its variants and spe ial pro edures.
Se tion 4 dis usses the models that were developed to verify and to validate the system
operation. The synthesis of values for ertain important parameters is also des ribed here.
The last se tion on ludes with some nal observations.
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2 Hybrid Automata
In this se tion, the notion of a hybrid automaton is introdu ed.
2.1 Basi De nitions

A hybrid automaton is a formal system A = (X; V; ow; init; inv; E; jump; ; syn); where:
1. X = fx1 ; x2 ; : : : ; x g is a nite set of variables. The number n is the dimension of A.
2. V is a nite set of operation modes, or just modes.
3. For every mode v 2 V , ow(v), the ontinuous a tivity ondition of mode v, is a
predi ate over the set of variables X [ X_ . Here, X_ = fx_ 1 ; : : : ; x_ g.1
4. For every mode v 2 V , inv(v), the invariant ondition for mode v, is a predi ate over
X . When in mode v, the invariant ondition inv(v) must always be satis ed.
5. The initial onditions are given by the omponent init. For every mode v 2 V , init(v)
is a predi ate over X . The automaton an start in mode v only if the initial ondition
init(v) is satis ed.
6. The multi-set E is formed by pairs (v; v0 ), where v; v0 2 V are operation modes. The
multi-set des ribes the transitions of the automaton.
7. The omponent jump des ribes the phase hange onditions. For every transition
e 2 E , jump(e) is a predi ate over the set X [ X 0 . Here, X 0 = fx01 ; : : : ; x0 g. The
primed variable x0 is used to indi ate the (new) value of the orresponding variable x
after a transition.
8.  is a nite set of event labels, or just events. The partial fun tion syn maps transitions
in E into events of .
A simple example [15℄ of a hybrid automaton is shown in Figure 1(a). This model
aptures the simple dynami s of a gas heater. The model uses a real variable x, whi h
evolves deterministi ally in time, to model the temperature of a ontainer. The heater
is turned o when the temperature rea hes 3 degrees, and it is turned ba k on when the
temperature falls to 1 degree. The evolution of x is omputed from the initial onditions,
from di erential equations present in the modes, and from the transitions between modes.
In the formal set up for this example n = 1, X = fxg, and V = fon; o g. The ontinuous
a tivity ondition for mode on is given by the predi ate x_ = x + 5, whi h des ribes an
exponential rise of the temperature x. For mode o the ontinuous a tivity ondition is
x_ = x, des ribing an exponential fall in the temperature. For both operation modes, the
invariant ondition is 1  x  3. The initial ondition for mode on is x = 2, and for mode
o it is false. The latter ondition is not depi ted in the gure. There are two transitions
in Figure 1(a), namely (on, o ) and (o , on ). The transition (on, o ) has a phase hange
n

n

n

1

For any variable x, the rst derivative of x with respe t to time is indi ated by x_ .
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Figure 1: Hybrid automata: an example
ondition given by the predi ate x = 3 ^ x0 = x, and the transition (o , on ) has the phase
hange ondition given by the predi ate x = 1 ^ x0 = x. The trivial ondition x0 = x
is not shown in the gure. In this model, the value of the real variables do not hange
when a transition is taken. It is ommon to use \guards", in the sense of [10℄, to represent
the phase hange onditions in the graphi al representation of hybrid automata. A guard
su h as (x1 = x2 ) ! (x1 := 2x2 ) gives the pre ondition x1 = x2 and the post ondition
x01 = 2x2 , that are to be enfor ed during a phase hange. These onditions are equivalent
to the omplete predi ate x1 = x2 ^ x01 = 2x2 ^ x02 = x2 . The set of dis rete events for
this example is  = fturn on, turn o g. The fun tion syn asso iates the event turn on to
the transition (o , on ), and asso iates the event turn o to the transition (on, o ). The
presen e of these events will allow for the syn hronization between distributed automata,
as will be des ribed in the sequel.
Another interesting example [1℄ of a hybrid automaton is presented in Figure 2. This
model des ribes a pursuit game. The s enario is depi ted in Figure 2(b). There is a pursuer,
in a ar, hasing an evader on a 40 meters long ir ular tra k. The ar an travel up to 6
meters per se ond in the lo kwise dire tion, but only up to 1/2 meters per se ond when
going ounter lo kwise, sin e it must use its reverse gear to travel in this dire tion. The
evader is on a bi y le, and an travel at 5 meters per se ond in either dire tion. However, it
may de ide to hange its dire tion of movenemt only at ertain instants of time, separated
by exa tly two se onds. The goal of the evader is to avoid the pursuer, at all osts, by
rea hing a heli opter stationed at the zero mark on the tra k. In order to win the game, the
evader must es ape the pursuer, no matter what strategy the pursuer hooses to use. The
game is modeled by the automaton shown in Figure 2(a). Variable p gives the position of
the pursuer on the tra k. Similarly, variable e models the position of the evader. The lo k
t measures the delay between the hoi es made by the evader. There are three operation
modes: going lo kwise, modeled by the mode lo kwise, going ounter lo kwise, modeled
by the mode ounter, and a res ued mode, named res ued. In the lo kwise and ounter
modes, the variable e evolves a ording to the di erential equations e_ = 5 and e_ = 5,
respe tively, and the variable p observes the di erential inequality p_ 2 [ 1=2; 6℄. The
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Figure 2: The pursuit game
nondeterministi hoi e for the value of p_ re e ts the pursuer ability to instantly hange its
dire tion of movement. The lo k t, of ourse, obeys the dynami equation t_ = 1, in both
of these modes.
The invariant ondition in the lo kwise and ounter modes is given by 0  e; p  40.
This, together with the upper state transitions, depi ted as self-loops in these modes, re e t
the fa t that the tra k is ir ular with a 40 meters perimeter.
The lower self-loops and the transitions between the lo kwise and ounter modes des ribe the evader's simple strategy. It omputes the time it will take for him and the pursuer
to rea h the es ape heli opter, when both are moving in the lo kwise dire tion. If his time
is shorter, the evader moves lo kwise; if it is longer, he goes ounter- lo kwise.
The res ued mode signals that the evader has rea hed the heli opter. The transition
to this mode is taken when the evader rea hes the heli opter, either when he is moving
lo kwise or when he is moving ounter- lo kwise.
The evader is initially set at position 20 on the tra k, dire tly opposite to the heli opter.
The pursuer starts at position 10. The HyTe h tool an automati ally determine that, in
this s enario, the evader has a winning strategy.
A number of other related works, dealing with models based on hybrid automata, an
be found in [18, 16, 17℄.
2.2 The Produ t Automaton

The model of a omplex system omprises several individual automata that operate onurrently. The syn hronism of the global system is obtained by:
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1. Requiring simultaneity of phase transitions when they are labeled by the same dis rete
event, and
2. Using shared variables.
The syn hronism is automati ally in orporated into the produ t automaton, to be des ribed
next. Let A1 and A2 are hybrid automata, where X1 \ X2 = ;. The produ t automaton of
A1 and A2 is a system A = (X1 [ X2 ; V1  V2 ; ow; init; inv; E; jump; 1 [ 2 ; syn); where
the ow, init and inv omponents are simple onjun tions:
ow((v1 ; v2 )) = ow(v1 ) ^ ow(v2 );
inv((v1 ; v2 )) = inv(v1 ) ^ inv(v2 );
init((v1 ; v2 )) = init(v1 ) ^ init(v2 ):
For the phase transitions, e = ((v1 ; v10 ); (v2 ; v20 )) 2 E if and only if one of the following
onditions hold:
1. v1 = v10 , e2 = (v2 ; v20 ) 2 E2 and syn2 (e2 ) 62 1 ; jump(e) = jump2 (e2 ) and syn(e) =
syn2 (e2 ).
2. v2 = v20 , e1 = (v1 ; v10 ) 2 E1 and syn1 (e1 ) 62 2 ; jump(e) = jump1 (e1 ) and syn(e) =
syn1 (e1 ).
3. e1 = (v1 ; v10 ) 2 E1 , e2 = (v2 ; v20 ) 2 E2 , syn1(e1 ) = syn2(e2 ). In this ase, jump(e) =
jump1 (e1 ) ^ jump2 (e2 ) and syn(e) = syn1 (e1 ). The syn hronism is imposed by for ing
the transitions labeled by the same event to o ur simultaneously.
The produ t of several automata is obtained by a umulating the result of omputing the
produ t of ea h individual automaton, in turn.
2.3 Regions and Traje tories

An atomi linear predi ate is an inequality between rational onstants and linear ombinations of variables with rational oeÆ ients, su h as 2x + 4y 7z=2  10. A onvex linear
predi ate is a nite onjun tion of atomi linear predi ates, and a linear predi ate is a nite
disjun tion of onvex linear predi ates.
A onvex region of a hybrid automaton A of dimension n is a onvex polyhedron in R .
A region is a nite union of onvex regions. Given a predi ate ', the region determined by
' is denoted by ['℄, and is alled the '-region. A on guration of a hybrid automaton A
is a pair q = (v; a) onsisting of an operation mode v 2 V and a ve tor a = (a1 ; : : : ; a ) in
R . The on guration (v; a) is admissible if a 2 [inv(v)℄. The on guration (v; a) is initial
if a 2 [init(v)℄. In the example depi ted on Figure 1(a), the on guration (on; 0:5) is not
admissible and that the on guration (on; 2) is initial.
Let q = (v; a) and q0 = (v0 ; a0 ) be two on gurations of A. The pair (q; q0 ) is a phase
hange of A if e = (v; v0 ) is a transition in E and (a; a0 ) 2 [jump(e)℄. The pair (q; q0 ) is a
ontinuous a tivity of A if v = v0 , if there is a nonnegative real Æ 2 R (the duration of the
ontinuous a tivity) and if there is also a di erentiable fun tion  : [0; Æ℄ ! R (the urve
of the ontinuous a tivity), su h that the following requirements are satis ed:
n

n

n

n
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1. Endpoints: (0) = a and (Æ) = a0 ;
2. Admissibility ondition: for all time instants t 2 [0; Æ℄, the on guration (v; (t)) is
admissible;
3. Invariant ondition: (t) 2 [inv(v)℄, for all time instants t 2 [0; Æ℄;
4. Continuous a tivity ondition: if _ : [0; Æ℄ ! R is the rst derivative of , then, for
all time instants t 2 [0; Æ℄, ((t); _ (t)) 2 [flow(v)℄.
A traje tory of A is a nite sequen e q0 ; q1 ; : : : ; q , of admissible on gurations, where
ea h pair (q ; q +1) of onse utive on gurations is either a phase hange or a ontinuous
a tivity of A. Su h a traje tory is said to start at q0 . A on guration q0 of A is rea hable
from a on guration q if q0 is the last on guration of some traje tory of A starting at q.
An initial traje tory of A is any of its traje tory that starts at an initial on guration. A
on guration q0 of A is simply rea hable if it is rea hable from an initial on guration of A.
In the example illustrated in Figure 1(a), all admissible on gurations are rea hable.
Given a region ', P ost(') is the region formed by all those on gurations q0 for whi h
there exists a on guration q 2 ['℄ su h that q0 is rea hable from q through a ontinuous
a tivity or of a phase hange of A. Starting with '0 = ', the iteration of this pro ess will
ompute the regions ' +1 = P ost(' ), for k = 0; 1; : : : . If a region ' satis es ' = ' +1 ,
then the pro ess onverges and region ' ontains all the on gurations of A that are
rea hable via some traje tory that starts from a on guration in '0 . When the pro ess
onverges, region ' is denoted by Post ('0 ). A ba kward pro ess an also be de ned in a
similar way, giving rise to a Pre operator.
n

k

j

j

k

k

k

k

k

k

k

?

2.4 Linear Hybrid Automata

A hybrid automaton A is a linear hybrid automaton, if it satis es the following requirements:
1. For every operation mode v 2 V , the ontinuous a tivity ondition ow(v), the invariant ondition inv(v) and the initial ondition init(v), are onvex linear predi ates.
Moreover, for every transition e 2 E , the phase hange ondition jump(e) is a onvex
linear predi ate.
2. For every operation mode v 2 V , the ontinuous a tivity ondition ow(v) is a predi ate over the set X_ only.
The se ond requirement prohibits ontinuous a tivities su h as x_ = x. On the other hand, it
still allows the use of stopwat hes and lo ks with bounded drift, the latter being des ribed
by dynami onditions su h as x_ 2 [1 1 ; 1 + 2 ℄, for some onstants 1 and 2 . The heater
automaton of Figure 1(a) is not a linear hybrid automaton, be ause the ontinuous a tivity
ondition is not a predi ate over the set X_ only.
There are two te hniques for repla ing a nonlinear hybrid automaton by a linear hybrid
automaton [15℄. The rst te hnique, alled lo k translation, repla es variables that ause
nonlinearity by lo ks. The se ond te hnique, alled linear phase-portrait approximation,
repla es nonlinear predi ates by more relaxed linear predi ates.
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The idea of lo k translation is that sometimes the value of a variable an be determined
from a past value and the time that has elapsed sin e the variable was last attributed that
value. The variable x of a hybrid automaton A is lo k-translatable if the following two
requirements hold:
1. Solvability: in ea h ontinuous a tivity ondition ow(v), all o urren es of x and
x_ are within onjun ts of the form x_ = g (x), where g : R ! R is an integrable
fun tion with onstant sign over the interval determined by the invariant ondition.
And, in the invariant, initial, and phase hange onditions, all o urren es of x and x0
are within onjun ts of the form x0 = x, or x  , or x0  , where  is an inequality
operator and is a rational onstant.
v

v

2. Initialization: for every operation mode v, the initial ondition init(v) is of the form0
x = , for some onstant . And, for every transition (v; v0 ), it is the ase that g = g
and, either jump(v; v0 ) implies x0 = x or jump(v; v0 ) implies x0 = , for some onstant
.
v

v

In a ordan e with these onditions, the value of x is determined by: (i) the time sin e it was
last reassigned to a onstant; and (ii) the value of that onstant. Therefore, all invariant,
initial, and phase hange onditions on the lo k-translatable variable x an be translated
into onditions over a lo k t . The lo k t is restarted whenever x is reassigned to a
onstant. If ne essary, operation modes are split in order to a ommodate reassignments of
x to di erent onstants.
In the linear phase-portrait approximation the idea is to relax all nonlinear ow, inv,
init, and jump predi ates. Ea h su h nonlinear predi ate p is repla ed by a linear predi ate
p0 su h that p implies p0 . The linear hybrid automaton of Figure 1(b) is a linear phaseportrait approximation of the heater system, shown in Figure 1(a). For the moment, ignore
the new variables y and z . All the invariant, initial, and phase hange onditions are linear.
Only the ontinuous a tivity onditions needed to be relaxed. For the operation mode on,
the invariant ondition 1  x  3 and the ontinuous a tivity ondition x_ = x + 5 imply
that this predi ate an be relaxed to the linear ondition x_ 2 [2; 4℄. In the same way, on the
operation mode o , the ontinuous a tivity ondition an be relaxed to the linear ondition
x_ 2 [ 3; 1℄.
Observe that lo k translation preserves the traje tories of a system and the linear
phase-portrait approximation adds traje tories to a system. Hen e, if a safety property is
satis ed in the relaxed system, then the property is also satis ed in the original system.
However, if the relaxed system violates a safety property, then it must be he ked if the
dis overed error traje tory is a valid traje tory of the original system. If not, the analysis
is in on lusive and the approximations must be re ned, for example, by splitting operation
modes.
The following theorem an be shown to hold [2℄: if A is a linear hybrid automaton, and
if ['℄ is any region of A, then the al ulation of Post (') onverges. This theorem supports
the onstru tion of (semi) automati omputational tools for the analysis of linear hybrid
automata.
x

x

?
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2.5 Safety and Parametri Analysis

A safety requirement is a set of predi ates imposed on the system on gurations. Usually,
a safety requirement is des ribed by the set of values that the system variables an attain.
A on guration is safe if it satis es all the safety requirements asso iated with the model;
otherwise the on guration is unsafe. A model is safe if all its rea hable on gurations
are safe; otherwise the model is unsafe. Given a safety requirement as a predi ate ' over
the on gurations of A, the region rea h = Post ([init℄) is omputed, and the interse tion
rea h \ [:'℄ is obtained. If the resulting region is empty, the safety requirements are satis ed
and the system is safe; otherwise they are violated and the system is unsafe.
System parameters are symboli onstants whi h assume xed values. A parametri
analysis determines value intervals for ertain system parameters in su h a way as to guarantee that no safety requirement is violated. This pro ess, therefore, synthesizes maximum
and minimum values for these parameters. In a hybrid automaton, a parameter an be
represented by a variable whose value never hanges. This ondition an be attained by
imposing the ondition _ = 0 in all operation modes and, further, by imposing the ondition
0 = over all state transitions of the automaton. A value a 2 R is safe for a parameter
if no unsafe on guration is rea hable when the initial ondition = a is adjoined to the
all operating modes of the automaton.
Returning to the heater example, depi ted in Figure 1(a), a safety requirement for the
heater ould be: \in the rst hour of operation, the heater should not be on by more than
2=3 of the time". Figure 1(b) depi ts a relaxed version of that automaton, where the new
lo k variable y measures the total elapsed time and the new stopwat h variable z measures
the time the heater stays in operation. It an be demonstrated that the relaxed version is
safe with respe t to these requirements [15℄. It follows that the original model is also safe
with respe t to the same requirements.
?

2.6 Computational Tools

In general, the modeling of realisti systems results in a produ t automaton of su h omplexity that the veri ation phase an only be su essfully done with the aid of (semi)
automati omputational tools. The software HyTe h [13, 15, 14, 12℄ was developed as a
tool to aid in the analysis and veri ation of linear hybrid automaton models. The model
is des ribed to the tool via an input le that omprises two parts. The rst part des ribes
the individual hybrid automata. The produ t automaton is omputed automati ally by the
tool. The se ond part is a sequen e of analysis ommands.
The HyTe h tool an automati ally verify that the relaxed heater model illustrated in
Figure 1(b) satis es all the posed safety requirements [15℄. In the same vein, in the pursuit
game of Figure 2, the tool an also verify that the evader has a winning es ape strategy [1℄.
Today, HyTe h is one of the only tools that supports semi-automati analysis of linear
hybrid automata models. It has been used in a variety of diverse situations and further
examples an be found in [2, 15, 14, 12℄.
UPPAAL [19, 4, 5, 3℄ is another example of an automati veri ation tool. It is based
on timed-automata, a more restri ted notion than that of linear hybrid automata. The

10

A. Bonifa io, A. Moura, J.B. Camargo Jr, J. R. Almeida Jr.

former notion an only work with lo ks, and does not support the use of more omplex
di erential equations to des ribe dynami system pro les.

3 Des ription of an Air TraÆ Management System
Air TraÆ Management Systems (ATM) are very omplex and riti al systems, that operate
under tight onditions and are omposed of several distributed omponents. This makes it
hard for su h systems to be formally veri ed. On the other hand, the need for a formal,
rigorous veri ation of all the system safety requirements is unquestionable, sin e any safety
fault an result in intolerably high damages, both in terms of properties and lifes. Several
faults are known to have o urred in aviation history, ausing terrible a idents, due the
unsafe operation of these systems [23℄.
3.1 The Air TraÆ Control

In a typi al ight, after the air raft enter en route, the Air TraÆ Control (ATC) monitors
the ight by radio [11℄. After an ATC a knowledges radar onta t with the signaling
plane, it starts to transmit values for heading and altitude, based on the air raft present
oordinates. Depending on the ight plan, one air raft an swit h many times from one en
route ontroller to another, during the ourse of its ight. En route ontrollers are assigned
to spe i geographi areas, and they work to maintain the safe separation of passing air raft
that ross their se tor of airspa e. While all airline air raft are ontrolled every step of the
way, the same level of positive ontrol does not always apply to all other air raft. Some
air raft an, and often do, y in un ontrolled airspa e, outside the ATC range. In general,
these un ontrolled air spa es are areas below the ruise lanes used by airline air raft.
General aviation air raft are allowed to y under visual ight rules, or VFR, when
weather and visibility are good. In these onditions, they do not have to le a ight plan,
and they do not have to be in tou h with air traÆ ontrol, unless they hoose to operate
in or out of an airport that has a ontrol tower. Under VFR rules, pilots are responsible
for maintaining adequate separation from other air raft, and that is why these rules are
sometimes alled the \see and be seen" rules.
Instrument ight rules, or IFR, on the other hand, are the rules under whi h general
aviation air raft must y in bad weather and low visibility. In this ase, pilots must be
in onta t with the ATC and must le a ight plan. They also must be \instrument
erti ed", meaning that they are pro ient at navigating and ying their air raft using
o kpit instruments only, without the bene t of good visibility. Airline ights always operate
under instrument ight rules, regardless of weather.
Re ent te hnologi al advan es made it possible to implement sophisti ated fun tions,
su h as navigation and air raft separation, in the system omponents responsible for the
ontrol and surveillan e of a se tor of airspa e [24℄. This more advan ed te hnology permits
a redu tion in the number of ollision, while eÆ iently maintaining the throughput of the
airspa e with adequate levels of se urity and reliability. On the other hand, the use of more
advan ed te hnologies tightens further the system parameters and a rues the veri ation
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and safety problems, opening up the possibilities for the introdu tion of subtle errors. In
these ases, a formal veri ation of the system safety is even more desirable.
3.2 The TraÆ alert and Collision Avoidan e System

Over the years, air traÆ has ontinued to in rease. The developments of modern air traÆ
ontrol systems have made it possible to ope with this in rease, while maintaining the
ne essary levels of ight safety. However, the risk of airborne ollision remains. That is
why the on ept of an airborne ollision avoidan e system has been onsidered, giving rise
to the initial development of the TraÆ alert and Collision Avoidan e System (TCAS) [23℄.
TCAS is a proto ol used to monitor air traÆ in the vi inity of ying air raft. It provides
the pilot with information about neighboring air raft that may pose a ollision threat and,
also, it advises on how to resolve these on i ts. TCAS signi antly improves ight safety.
However, it an not entirely eliminate all ollision risks. As in any predi tive system, it
might itself indu e a risk of ollision [20℄.
The TCAS system an enter in one of two levels of alertness [22℄. In the rst level,
the system issues a TraÆ Advisory (TA) signal to inform the pilot of a potential threat.
When operating in this level of alertness, it does not provide any suggestions on how to
resolve the situation. If the risk of ollision in reases, a Resolution Advisory (RA) signal
is issued, and the system also suggests a maneuver that is likely to resolve the on i t.
The TCAS system also allows for reversal ommands and it may hange the limb/des end
advise during a on i t. This feature was added to the proto ol in order to ompensate
for the nondeterminism in the pilot response. That is, the pilot may hoose not to follow
the TCAS advises thereby rendering the original maneuver unsafe. The TCAS dete ts this
situation and hanges the RA, if ne essary. Obviously, this nondeterminism renders the
ne essity of a formal veri ation of the overall system safety even more ne essary.
Air raft separation standards vary a ording to ir umstan es. Above 29000 feet, when
the air raft are ruising at high speed, the standard is ve miles of horizontal radar separation and 2000 feet of verti al separation. Below 29000 feet, the verti al separation is
redu ed to 1000 feet while the horizontal radar separation remains at ve miles. When
air raft are moving at mu h slower speeds, as when they depart or approa h an airport, the
standard is three miles of horizontal radar separation and 1000 feet of verti al separation.
The TCAS proto ol is designed to ensure ollision avoidan e between any two air raft,
with an approximation speed of up to 1200 knots and verti al rates as high as 10000 feet
per minute. The ontroller a tion begins when the air raft horizontal separation is 5 miles.
The standard value for verti al limbs or des ends is 10000 fpm. In emergen ies it an be
as high as 12000 fpm.
The TCAS system monitors the verti al plane, and only a few works, today, onsider
the parallel separation between the air raft. In the future, the TCAS system might produ e
RAs for both the horizontal and the verti al planes [25, 9℄.
Aviation texts, usually, do not treat measures in a uniform way. For example, the
horizontal speed may be given in miles per hour and the verti al rate may be measured in
feet per minute. Or, the verti al distan e may be presented in feet and time may be given
in minutes or hours, while the horizontal distan e is given in miles. See Figure 3. In this
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work, however, all omputed measures are onverted to the standard metri system, so as
to maintain a uniformity throughout. Hen e, the horizontal and verti al distan es are given
in meters and the time is measured in se onds2 .
3.3 A Case Study with Two Air raft

The emphasis of this work is on the veri ation and synthesis of some safety requirements
of an air traÆ management system. The aim is to validate the system operation, and to
synthesize more appropriate and tighter values for some riti al system parameters, in su h
a way to improve the system overall performan e and to de rease the o urren e of unsafe
situations. One of the main aspe ts of the modeling is to apture the ooperation between
the system parts.
Figure 3 depi ts a situation with two air raft in the same airspa e. The hanges of
Air raft 1

32000 ft

550 miles/h
10000 fpm

5 miles

2000 ft
Air raft 2
30000 ft

550 miles/h

Figure 3: Two air raft in the same airspa e
attitude for the air raft are provoked by the ontroller that monitors the verti al and horizontal separations between the air raft. Based on the position between the two air raft,
the on-board TCAS ontroller may ommand the leftmost air raft to limb or to des end.
It may also in rease its des ent rate, if the situation is riti al. The rightmost air raft is
assumed to remain in a leveled ruise. The ontroller may, however, redu e its horizontal
speed in order to avert ollisions.
In the s enario depi ted in Figure 3, the leftmost air raft is traveling at a height of
32000 feet and the rightmost one is traveling in the opposite dire tion, at a height of 30000
feet. The verti al distan e between the air raft is 2000 feet3 . The air raft are supposed to
travel at 550 miles per hour, when ruising. The speed of 490 miles per hour4 an also be
applied in order to redu e the ruise speed. These rates and values are based on real data
for Boeings 707 and Boeings 7475 .
1 foot ' 0.3048 meters, 1 mile ' 1829 meters and 1 knot ' 0.47 meters per se ond.
32000 feet is about 9754 meters; 30000 feet is about 9144 meters; and 2000 feet is about 610 meters.
4
550 miles per hour ' 280 meters per se ond; and 490 miles per hour ' 250 meters per se ond.
5
http://www.air-transport.org/publi /Handbook/
2

3
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The TA signal was suppressed from the models treated here and, when a on i t situation arises, a RA signal is issued dire tly. On the other hand, it is relatively easy to
in lude more details of the TCAS proto ols in the models, or to in lude more air raft in
the s enario. This would result in a more omplex produ t automaton. The HyTe h tool,
however, was already operating lose to its limits, running on a 350MHz desktop PC with
320MB of main memory. Certain internal limits of the tool, signaled by multipli ation
over ow errors, were also being reported. In order to a ommodate a more omplex and
more omplete model, it would be ne essary to modify the sour e ode of the tool and port
it to a more powerful hardware platform.

4 Parameter Synthesis
The system modeled in this work omprises two air raft ying in opposite dire tions, as
depi ted in Figure 3. The models apture several kinds of maneuvers that the air raft an
perform in the same airspa e. The automaton model for the air raft that is ying from
left to right is more omplex than the model for the other air raft, whi h is ying in the
opposite dire tion. This is be ause, at some instants, the rst air raft may de ide to engage
in some kind of spe i maneuver, while the se ond air raft is assumed to remain ruising
en route. Clearly, in order to ope with su h behavior, more operation modes are ne essary
to spe ify a model for the rst air raft. The full system model omprises three individual
hybrid automata: one for ea h air raft and another one for the system ontroller.
All the ase studies reported here fo us on the overall system safety. For ea h ase, an
analysis of the model is ondu ted and some parametri synthesis of riti al values, su h as
the air raft relative height and horizontal separation, is also performed.
In the next subse tion, the hybrid automata models are presented. Ea h subsequent
subse tion des ribes a parti ular s enario that was studied.
4.1 The Hybrid Automata Models

The model for the leftmost air raft is depi ted in Figure 4, and the model for the rightmost
air raft is shown in Figure 5. Variable x indi ates the horizontal distan e and variable
y indi ates the verti al position of the air raft. Variable k is used to extra t information
about the dire tion of ight, as will be explained later. The x1 = x2 horizontal mark is the
position where both air raft ross, and it is alled the riti al point. Note that the absolute
position of the riti al point varies, sin e it depends on the relative horizontal speed of both
air raft. Hen e, the riti al point is not always at the zero horizontal mark. A negative
value for the horizontal position is measured to the left of the zero horizontal mark, while
positive values indi ate distan es to the right of this point. At the beginning, both air raft
are symmetri ally positioned at 6000 meters from the zero mark. The leftmost air raft is
ruising at 9750 meters and the rightmost one is ruising at 9140 meters.
The automaton for the leftmost air raft, shown in Figure 4, starts o in the \Cruise B"
mode. From this mode, at the mark of 4500 meters, it enters in the \Des end" mode and
i

i
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Aircraft_1
Aircraft_1
dx1=280
dx1=280
dy1=0
dy1=0

Cruise_B
Cruise_B

Descend
Descend

x1=-4500
x1=-4500
k=0
k=0

dx1=280
dx1=280
dy1=-50
dy1=-50

x1<=-4500
x1<=-4500

reset
reset
x1=100
x1=100
k’=1
k’=1
restart
restart

climb
climb

dx1=280
dx1=280
dy1=50
dy1=50
reset
reset
x1=100
x1=100
k’=1
k’=1

Cruise_A
Cruise_A

decrease
decrease

Climb
Climb
climb
climb

reset
reset
x1=100
x1=100
k’=1
k’=1

x1<=1000
x1<=1000
dx1=280
dx1=280
dy1=0
dy1=0

Decrease
Decrease
dx1=280
dx1=280
dy1=-60
dy1=-60

Figure 4: A model for the leftmost air raft
starts to lose altitude at a rate of 50 meters per se ond6 . From this point, a rst nondeterministi alternative alls for a s enario of no intera tion between both air raft. This is
aptured by the transition that goes dire tly from the \Des end" mode to the \Cruise A"
mode. This transition happens at 100 meters from the riti al point (indi ating that both
air raft have already passed by ea h other) and it uses the \reset" event to syn hronize
with the models for the other air raft and the ontroller. While in the \Des end" mode,
the leftmost air raft fa es two other nondeterministi alternatives. It might re eive a ommand to limb, moving into the \Climb" mode, syn hronizing on the \ limb" event, or it
might re eive a ommand to in rease its des ending rate, entering the \De rease" mode and
syn hronizing on the \de rease" event. At the \De rease" mode, there are two nondeterministi hoi es. Either, as a result of the intera tion of both TCAS, the air raft re eives
a ounter-order to start limbing up, moving to the \Climb" mode, or it might y by the
se ond air raft while still des ending. In the rst ase, the leftmost air raft will y by the
se ond air raft while still limbing up. In any ase, from the \Climb" mode or from the
\De rease" mode, a transition to the \Cruise A" mode is taken, at a horizontal position of
100 meters, signaling that the y by has already happened. In both ases, a \reset" event
is issued, in order to syn hronize this move with the model that des ribes the behavior of
6

About 10000 feet per minute.
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Aircraft_2
Aircraft_2
reduce
reduce

dx2=-280
dx2=-280
dy2=0
dy2=0

Reduced
Reduced

Cruise_B
Cruise_B

reset
reset
restart
restart

dx2=-250
dx2=-250
dy2=0
dy2=0

dx2=-280
dx2=-280

Cruise_A dy2=0
dy2=0
Cruise_A

Figure 5: Air raft 2 automaton
the rightmost air raft. Finally, at the \Cruise A" mode, the rst air raft assumes a leveled
ight and returns to the start mode no later than when it passes by the 1000 meters mark,
to the right of the riti al point. The horizontal speed for this air raft is kept onstant at
280 meters per se ond7 .
The se ond air raft is modeled by a simpler automaton, omposed of three modes, as
shown in the Figure 5. The automaton starts o in the \Cruise B" mode, positioned at
6000 meters to the right of the zero horizontal mark and ruising at 9140 meters. Initially,
the air raft horizontal speed is 280 meters per se ond, traveling from right to left. From
this mode the air raft might, upon dete ting the \redu e" event, move to the \Redu ed"
mode, where its horizontal speed de reases to 250 meters per se ond. The air raft travels
at this speed until it dete ts the \reset" event and syn hronizes with the automaton that
ontrols the rst air raft, moving to the \Cruise A" mode. It remains at this mode until it
rea hes the riti al point, when both air raft ross ea h other. Next, the automaton returns
to the start mode, upon dete ting the \restart" event.
The model of the ontroller implements (a simpli ed version of) the TCAS proto ol, and
is illustrated in Figure 6. The automaton starts o in the \Normal" mode, and it may stay
there until the horizontal separation between the two air raft drops to 6000 meters. But
earlier, at 7000 meters of horizontal separation, a nondeterministi hoi e o urs. Either
the ontroller remains in the \Normal" mode, or it swit hes to the \Des end" mode. In
the latter ase, a syn hronizing \de rease" event o urs if the verti al separation between
the air raft is at least 400 meters8 . This event for es the rst air raft to in rease its rate of
des ent.
If the nondeterministi hoi e is not exer ised at 7000 meters, the ontroller ontinues
in the \Normal" mode, monitoring the horizontal and verti al separation between both
air raft. When the horizontal distan e drops to 6000 meters, and if the verti al separation
7
8

About 550 miles per hour.
About 1315 feet.
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Controller
Controller

x1=x2-6000
x1=x2-6000
y1>=y2+300
y1>=y2+300
reduce
reduce

x1=x2-7000
x1=x2-7000
y1<y2+400
y1<y2+400

Descend
Descend
x1<=1000
x1<=1000
x1=x2-7000
x1=x2-7000
y1>=y2+400
y1>=y2+400
decrease
decrease

Normal
Normal

Reduced
Reduced
x1<=1000
x1<=1000

x1=x2-5000
x1=x2-5000
y1>=y2+200
y1>=y2+200
climb
climb
k’=2
k’=2

x1<=x2-6000
x1<=x2-6000
x1=x2-6000
x1=x2-6000
y1>=y2 ++ 300
300
y1>=y2
climb
climb
k’=1
k’=1

x1=x2-4000
x1=x2-4000
y1>=y2+50
y1>=y2+50
climb
climb
k’=3
k’=3

restart
restart
reset
reset
reset
reset

Climb
Climb
Reset
Reset

reset
reset

x1<=1000
x1<=1000

Figure 6: Controller automaton
is at most 300 meters9 , a \ limb" event for es the rst air raft into a 50 meters per se ond10
limbing traje tory, sin e it is not safe to ontinue the des ent and ross the se ond air raft
route. As a result of the transition, the ontroller rea hes the \Climb" mode.
If the nondeterministi hoi e is taken at the mark of 7000 meters, then the ontroller
may stay in the \Des end" mode until the air raft have rossed ea h other and the (originally) leftmost one has moved up to 1000 meters to the right of the zero point. In the
\Des end" mode, one of three other nondeterministi hoi es will prevail. First, the ontroller may issue a \reset" event and move into the \Reset" mode, where it stays until the
rst air raft has passed the zero mark by 100 meters. Or the ontroller might de ide to a t
when the horizontal separation between both air raft has rea hed the mark of 6000 meters,
their verti al separation being at least 300 meters, or the ontroller might a t when the
horizontal separation between the air raft has rea hed the mark of 5000 meters, with the
verti al separation between them being at least 200 meters. In the latter ase, a \ limb"
event is issued, for ing the rst air raft in an as ending traje tory, and moving the on9
10

About 985 feet.
About 10000 feet per minute.
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troller to the \Climb" mode. In the rst ase, a \redu e" event slows down the rightmost
air raft and puts the ontroller into the \Redu ed" mode.
After the ontroller rea hes the \Redu ed" mode a similar s enario evolves, with the
ontroller monitoring the verti al and horizontal separation between both air raft. The
ontroller may stay in this mode until the air raft have rossed and the rst one has passed
the zero point by 100 meters. Or, at a horizontal separation of 4000 meters, if the verti al
separation between both air raft is at least 50 meters, a \ limb" event is issued and the
ontroller passes to the \Climb" mode.
From the moment that the \Climb" mode is entered, the ontroller stays there until
a \reset" event happens, when the rst air raft has passed the zero point by 100 meters.
See also Figure 4. At this moment, the ontroller jumps to the \Reset" mode. In this
mode, the ontroller waits until the air raft have rossed and the (originally) leftmost one
has traveled a distan e not ex eeding 1000 meters from the zero point. At the \Reset"
mode, the automaton waits for the \restart" event and moves on to the \Cruse B" mode,
restarting the y le.
The automaton that governs the overall system behavior is obtained by al ulating the
produ t of the three individual automata. The ode for the automata, in the HyTe h
language, is listed in Appendix A.
4.2 Case Studies

The system behavior was aptured and analyzed by running a number of di erent experiments. All ase studies dis ussed in the sequel fo us on establishing the safety of the system
operation. To this end, several parametri synthesis were run. Experiments of this kind
an reveal the limits of a safe system operation and an also be instrumental in obtaining
tighter values for a number of system parameters.
All experiments were run using the HyTe h omputational support tool11 . Figure 7
illustrates a typi al input to the HyTe h tool for a parametri analysis. The region of initial
on gurations, init reg, indi ates that:
1. Air raft 1 and Air raft 2 are in their respe tive start modes, \Cruise B";
2. The Controller is in its start mode, \Normal";
3. The initial position for both air raft are spe i ed next, in meters12 ;
4. The auxiliary variable k is zeroed. This variable indi ates the mode of origin when
the \Climb" mode is entered.
The parti ular parameter values used in this exer ise are typi al. They ould easily be
hanged in order to re e t di erent values. An example of a nal region, nal reg, apturing
an unsafe region a ording to the TCAS proto ol, is des ribed next in Figure 7. It omprises
ve lines:
11
12

http://www- ad.ee s.berkeley.edu/ tah/HyTe h/
6000 meters is about 3.3 miles; 9750 meters is about 32000 feet; and 9140 meters is about 30000 feet.
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var

final_reg, init_reg, rea hed: region;
init_reg:=
lo [Air raft_1℄ = Cruise_B &
lo [Air raft_2℄ = Cruise_B &
lo [Controller℄ = Normal &
x1=-6000 & x2=6000 & y1=9750 & y2=9140 & k=0;
final_reg :=
lo [Air raft_1℄ = De rease &
lo [Air raft_2℄ = Redu ed &
lo [Controller℄ = Redu ed &
x1=x2 &
y1<=height;
rea hed:=
rea h forward from init_reg endrea h;
print omit all lo ations
hide non_parameters in
rea hed & final_reg
endhide;

Figure 7: Height parametri analysis
1. Air raft 1 is in the \De rease" mode, indi ating a steep des ent;
2. Air raft 2 is in the \Redu ed" mode, indi ating a redu ed horizontal speed;
3. The Controller is in the \Redu ed" mode, re e ting the two onditions above;
4. Both air raft are at the same position, that is, they are passing by ea h other;
5. The last ondition parameterizes the verti al distan e of the leftmost air raft.
The next line, in Figure 7, asks the HyTe h tool to perform a forward analysis in order
to ompute the rea hed region. The last four lines spe ify a parametri print out of the
region of points belonging to rea hed and nal reg regions. This interse tion will ontain all
unsafe points for the system, sin e nal reg des ribes the region of unsafety. By negating
the region al ulated by the tool, it is possible to obtain the region of safe values for the
height parameter.
All omputational results were obtained by running the HyTe h tool on a typi al 350MHz
Pentium II PC, with 320MB of main memory. Memory usage was never a problem when
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running the experiments. Also, for ea h experiment, the time onsumed to omplete the
analysis was always quite reasonable, in the range of a few se onds, with the Post operator
onverging after a few iterations. In ontrast, any attempt to in rease the number of air raft
aused both the forward and ba kward analysis to fail. These observations indi ate that
the HyTe h tool was operating lose to its limit, and a areful onstru tion of the models
had to be undertaken, always working at these limits.
In all experiments, ommand line options were used in order to avoid library over ow
errors, aused by multipli ation of large integers. The output message \Will try hard
to avoid library arithmeti overflow errors", produ ed when running the HyTe h
tool, indi ates the use of ommand line options to avoid su h errors. Another point to be
mentioned is that all ba kward analyses failed due, again, to multipli ation over ow.
In the rest of this se tion, six ase studies are presented, reporting on the synthesis of
values for several riti al parameters. More details about ea h of the experiments an be
found in Appendix B.
4.3 The minimum height before the ontroller a tion

This study fo uses on the minimum height rea hed by the rst air raft, in the worst s enario
and before the ontroller starts to enfor e the TCAS proto ol. To apture this situation, the
nal region is spe i ed by positioning the automaton for the rst air raft in the \Des end"
mode, the automaton for the se ond air raft in the \Cruise B" mode, and the automaton for
the ontroller in the \Normal" mode. Note that, be ause of the syn hronizing \reset" event,
it is not possible for the ontroller model to omplete a full y le before the air raft models
also restart at the initial mode. The input onditions an be read from the Appendix B,
Se tion B.1.1, where the variable height indi ates the parametri value for the verti al
distan e rea hed by the rst air raft. The output of the HyTe h tool for this experiment
is shown in Figure 8. The parametri analysis shows that the rst air raft an rea h a
minimum height of 9482 meters13 before the ontroller starts to a t. Observe that this
verti al distan e is still above the ruising altitude of the se ond air raft. This indi ates
that the y by is unsafe.
Will try hard to avoid library arithmeti overflow errors
Number of iterations required for rea hability: 7
7height >= 66375
Time spent = 0.63 se total

Figure 8: Parametri analysis before the ontroller a tion

13

About 31110 feet.
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4.4 At riti al point with in reased des end

This ase study investigates the safety ondition at the riti al point when the rst air raft
has taken the de ision to in rease its des end, while the other air raft is still una e ted.
The situation is spe i ed by letting the automaton for the rst air raft enter the \De rease"
mode, while keeping the se ond automaton in the initial \Cruise B" mode. The automaton
for the ontroller moves to the \Des end" mode, for ed by the \de rease" event, and stays
there. That is, the ontroller does not engage in limbing maneuvers, nor ommands the
se ond air raft to redu e its ruising speed. See Figure 4 and 6. The extra ondition
spe i ed by x1 = x2 guarantees that the nal region is fo using on the riti al point. The
spe i ation of this nal region an be seen in Appendix B, Se tion B.2.1. Again, the
minimum height rea hed by the rst air raft was synthesized using the height parametri
variable.
Will try hard to avoid library arithmeti overflow errors
Number of iterations required for rea hability: 7
7height >= 61750
Time spent = 0.63 se total

Figure 9: First air raft in reases des end
The HyTe h tool synthesized the onditions that must be observed for this situation to
o ur. Figure 9 illustrates the output of the tool for this experiment. As an be seen, the
minimum height value rea hed by the rst air raft is 8821 meters, or 28940 feet. From the
point of view of the se ond air raft, whi h is ruising at an altitude of 9140 meters, or 30000
feet, this value is inferior to the minimum a eptable distan e of 2000 feet, as required by
the proto ol. However, from the point of view of the rst air raft, whi h is now below 29000
feet, the synthesized minimum value of 28940 feet is still within the a eptable interval of
up 1000 feet for the verti al separation between both air raft.
In the same situation, that is, with the three automata rea hing the same nal modes,
another study was ondu ted. Note that the ontroller automaton passes from the \Normal"
to the \Des end" mode when the horizontal distan e between both air raft is 7000 meters,
and the verti al distan e between them is at least 400 meters14 . In this se ond exer ise,
the 400 meters separation was parameterized by the di height variable. This was a omplished by hanging the ondition y1  y2 + 400 into y1  y2 + di height, in the ontroller
automaton, shown in Figure 6. The HyTe h tool, then, synthesized the maximum verti al
separation bwtween both air raft, at the moment when the rst air raft starts its in reased
des ent, given that this hange of behavior takes pla e exa tly when the air raft are 7000
meters apart. The result produ ed by the tool appears in Figure 10. It indi ates that the
maximum relative verti al distan e between the air raft, for this situation to o ur, an be
14

About 1310 feet.
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Will try hard to avoid library arithmeti overflow errors
Number of iterations required for rea hability: 4
7diff_height = 3020 & 7height >= 61750
Time spent = 0.15 se total

Figure 10: Parameterizing verti al distan es
431 meters15 . The minimum height rea hed by the rst air raft, at the rossing point, is
still 8821 meters.
It is also as easy to parameterize the horizontal separation between both air raft, while
maintaining the minimum verti al separation at 400 meters between them, both measured
at the point when the rst air raft starts to in rease its des ent. Figure 11 presents the
output of the HyTe h tool for this experiment, where the parameter di horiz indi ates the
desired minimum horizontal distan e. The synthesis revealed that the ommand to in rease
Will try hard to avoid library arithmeti overflow errors
Number of iterations required for rea hability: 4
diff_horiz = 6648 & 7height >= 61794
Time spent = 0.15 se total

Figure 11: Parameterizing the horizontal and verti al distan es
the des ent should be issued no later than the point where the horizontal separation is 6648
meters. In this ase, observe that the height rea hed by the rst air raft is now slightly
higher, rea hing 8827 meters16 , whi h is a little unsafer.
4.5 Redu ing horizontal rate and no limbing

The next experiment will allow for the se ond air raft to redu e its horizontal speed. For this
to o ur, the nal region is spe i ed as in the previous ase, ex ept that the automata for
both the se ond air raft and the ontroller are now allowed to syn hronize on the \redu e"
event, and pro eed to rea h the \Redu ed" mode. For a full spe i ation, see Appendix B,
Se tion B.3.1.
The same three situations as in the previous subse tion were analyzed here. First,
Figure 12 presents the output of the HyTe h tool when synthesizing the minimum verti al
15
16

About 1414 feet.
About 28960 feet.
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distan e for the rst air raft, without parameterizing the oordinate values where it starts
its in reased des ent. The value obtained was 8785 meters17 , whi h is a slightly safer value
Will try hard to avoid library arithmeti overflow errors
Number of iterations required for rea hability: 7
371height >= 3259250
Time spent = 0.62 se total

Figure 12: Verti al distan e with redu ed horizontal rate
than the one revealed in the previous se tion, but the di eren e it is not signi ant. Or
either, the redu tion in the horizontal speed for the se ond air raft must be more substantial
in order to have a greater in uen e upon the system safety onditions.
Next, Figure 13 shows the output of the HyTe h tool, for the same s enario, and when
the 300 meters minimum verti al separation is also synthesized, using the parametri value
di height. This variable measures the verti al separation between the air raft, when the
se ond air raft re eives the ommand to redu e its speed. The horizontal separation at this
point is maintained at 6000 meters. The result shows that the verti al separation an be
relaxed to 324 meters, a higher value.
Will try hard to avoid library arithmeti overflow errors
Number of iterations required for rea hability: 7
7diff_height <= 2270 & 371height >= 3259250
Time spent = 0.18 se total

Figure 13: Verti al separation with redu ed horizontal rate
In ontrast, when trying to parameterize the minimum horizontal separation, the HyTe h
tool was unable to onverge, due to library over ow errors aused by multipli ation operations. Neither a ba kward nor a forward analysis ould be ompleted, in this ase.
4.6 At the riti al point and limbing

Next, the situation where the rst air raft is ordered to limb is analyzed. In this initial ase
study, the rst air raft does not in rease its des ent, nor does the se ond air raft redu es
its ruising speed. The nal region for the models is given by requiring the automaton
for the rst air raft to rea h the \Climb" mode dire tly from the \Des end" mode. The
17

About 28822 feet.
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automaton for the se ond air raft remains in the initial \Cruise B" mode, and the ontroller
automaton moves dire tly from the \Normal" mode to the \Climb" mode. See Appendix B,
Se tion B.4.1. All the evaluations are still being taken at the riti al rossing point. Note
that, here, the value k = 1 is also part of the riti al region. This guarantees that the
automata are following the transitions as spe i ed. That is, the rst air raft is des ending,
but not at an in reased rate, and the se ond air raft is not redu ing its horizontal speed.
See also Figure 4 and 6.
Figure 14 illustrates the output of the HyTe h tool when only the verti al height for the
rst air raft is parameterized. The result shows that the maximum height rea hed at the
Will try hard to avoid library arithmeti overflow errors
Number of iterations required for rea hability: 7
7height >= 70125
Time spent = 0.66 se total

Figure 14: Verti al distan e while limbing
riti al point, while the rst air raft is limbing, measures 10017 meters18 . Note that this
height is greater than the initial ruising height of 32000 feet. This shows that aborting the
des ent, in this ase, ould be premature. The next experiments provide tighter values for
these parameters.
First, the verti al separation of 300 meters is parameterized, on the transition from the
\Normal" mode to the \Climb" mode, in Figure 6. The parameter di height repla es the
value 300 meters in the ondition y1  y2 + 300. The value of 342 meters is returned by
the HyTe h tool for the verti al separation parameter, as shown in Figure 15. Sin e the
Will try hard to avoid library arithmeti overflow errors
Number of iterations required for rea hability: 7
7diff_height <= 2395 & 7height >= 70125
Time spent = 0.18 se total

Figure 15: Verti al separation while limbing
horizontal distan e between both air raft was maintained at 6000 meters, the maximum
verti al distan e rea hed by the rst air raft while limbing was still the same 10017 meters.
When parameterizing the horizontal separation between both air raft, at the point where
the limb ommand is issued, the results returned by the tool are as shown in Figure 16.
18

About 32865 feet.
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The verti al separation is maintained at 300 meters. As an be seen, now a linear relationWill try hard to avoid library arithmeti overflow errors
Number of iterations required for rea hability: 8
28height >= 5diff_horiz + 250500 & diff_horiz <= 9000
& diff_horiz >= 5528
Time spent = 0.21 se total

Figure 16: Horizontal separation and limbing
ship holds between the horizontal separation, when the maneuver is aborted by the limb
ommand, and the verti al distan e rea hed by the rst air raft, at the rossing point.
The ondition di horiz  9000 is trivially observed, given that the rst air raft starts to
des end when the horizontal separation between them is exa tly 9000 meters. The linear
relationship is, then, redu ed to
(28height  5di horiz + 250500) ^ (di horiz  5528):
The last lause, di horiz  5528, indi ates that the minimum horizontal separation between the air raft an be redu ed to 5528 meters. In that ase, the other lause says that
the maximum limbing point, for the rst air raft, an rea h 9933 meters19 . This shows
that, even if the rst air raft goes into a des ent and then the maneuver is aborted at its
minimum possible horizontal separation distan e, the rst air raft an still rea h a point
higher than its original ruising altitude. In the worst ase, the verti al separation between
both air raft, at the rossing point, is greater than 32000 feet and, as a onsequen e, the
maneuver is deemed a safe one.
4.7 In reasing the des ent, then limbing

This is the same situation as in the previous subse tion, ex ept that the rst air raft has
already engaged in a steeper des ent route. Here, the nal region is modi ed only by hanging the ondition on the k variable. It now reads k = 2, as an be seen from Appendix B,
Se tion B.5.1. Note that the verti al separation at the point where the normal maneuver is
interrupted by the limbing ommand is now at 200 meters, while the horizontal separation
between both air raft is set at 5000 meters, as di tated by the TCAS proto ol.
The maximum height rea hed by the rst air raft, while limbing in this situation,
is 9803 meters20 , as an be dedu ed from Figure 17. Observe, that this height is still
greater than the initial ruising height of 32000 feet, but the di eren e is now smaller, when
ompared to the height rea hed in the maneuver studied in the previous experiment.
19
20

About 32588 feet.
About 32163 feet.
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Will try hard to avoid library arithmeti overflow errors
Number of iterations required for rea hability: 7
7height >= 68625
Time spent = 0.66 se total

Figure 17: Verti al distan e after in reasing des ent and limbing
Parameterizing the verti al separation of 200 meters, produ es the results depi ted in
Figure 18. The horizontal separation, in this ase, remained at 5000 meters mark. The
Will try hard to avoid library arithmeti overflow errors
Number of iterations required for rea hability: 7
7diff_height <= 1520 & 7height >= 68625
Time spent = 0.18 se total

Figure 18: Verti al separation with in reased des ent, followed by a limb
relaxed maximum value obtained was 217 meters, at the point where the limb ommand
is issued.
As in the previous test ases, the horizontal separation between the air raft, when the
limb ommand is issued, was also synthesized. The verti al separation was maintained at
200 meters. Figure 19 illustrates the output of the HyTe h tool for this ase. The relation
di horiz  7000 is trivially observed, sin e the rst air raft starts its des ent already at
the 7000 meters mark. Ignoring this lause, the onjun tion omputed by the tool redu es
to the linear relationship
(56height  11di horiz + 494000) ^ (di horiz  4840):
Hen e, the maneuver an be aborted as late as when the horizontal separation between the
air raft rea hes 4820 meters. Even in this extreme ase, the height rea hed by the rst
air raft, at the rossing point, is 9772 meters21 , still allowing for the minimum of 2000 feet
required for a safe operation.
4.8 In reasing the des ent, redu ing the horizontal rate and aborting

In the last experiment, the rst air raft starts its des ent, at a verti al rate of 50 meters per
se ond, then it maneuvers to in rease its downward verti al rate to 60 meters per se ond.
21

About 32060 feet.
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Will try hard to avoid library arithmeti overflow errors
Number of iterations required for rea hability: 7
56height >= 11diff_horiz + 494000 & diff_horiz >= 4840
& diff_horiz <= 7000
Time spent = 0.18 se total

Figure 19: Horizontal separation and verti al distan e with in reased des ent, followed by
a limb
The se ond air raft, sensing the presen e of the other air raft, redu es its horizontal rate
from 280 meters per se ond to 250 meters per se ond. When both air raft are 4000 meters
apart, the maneuver is aborted by the ontroller, and the rst air raft re eives a limb
ommand. The nal region shown by these onditions is des ribed in Appendix B, Se tion
B.6.1.
The HyTe h tool omputes that the rst air raft rea hes a minimum height of 9615
meters22 at the rossing point, as shown in Figure 20. Note that this value is approximately
Will try hard to avoid library arithmeti overflow errors
Number of iterations required for rea hability: 7
371height >= 3567250
Time spent = 0.66 se total

Figure 20: Parametri height analysis: aborting after des ending and redu ing
1500 feet above the ruising altitude of the se ond air raft. By the TCAS proto ol, this
would on gure an unsafe operation s enario. Note also that, as des ribed in Subse tion 4.5,
if the maneuver is not aborted, the rst air raft will rea h an altitude of 1200 feet below
the ruising altitude of the se ond air raft, whi h is, in this ase, a safe altitude. This is
be ause a minimum verti al separation of 2000 feet is spe i ed when ruising at altitudes
above 29000 feet, and this minimum is redu ed to 1000 feet when ruising below 29000
feet. One alternative would be to use the HyTe h tool and spe ify a nal region where the
verti al distan e rea hed of the rst air raft, at the rossing point, was exa tly 32000 feet,
the minimum required for safety, and parameterize the horizontal separation required to
rea h that nal region. This would yield the minimum safe value for that parameter.
In a nal ase study, the verti al separation between the two air raft was also parameterized, at the moment when the \ limb" event is issued, while the horizontal separation
22

About 31545 feet.
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was kept at 4000 meters. Figure 21 shows the output of the HyTe h tool for this exer ise.
The output shows that the verti al separation an be at most 36310/37, or about 97 meters,
Will try hard to avoid library arithmeti overflow errors
Number of iterations required for rea hability: 7
371diff_height <= 36310 & 371height >= 3567250
Time spent = 0.19 se total

Figure 21: Parametri verti al separation analysis: aborting after des ending and redu ing
for the \ limb" event to be issued. The verti al separation at the rossing point was still
an unsafe 9615 meters, or about 31546 feet.
When, the HyTe h tool was used to ompute the relationship between the horizontal
separation, at the point where the \ limb" event o urs, and the verti al distan e rea hed
by the rst air raft at the rossing point, it was unable to omplete the omputation, due
to the presen e of multipli ation library over ow errors.

5 Con lusions

The air traÆ ontrol proto ol is a riti al, real-time and rea tive system. In addition,
a possible system malfun tion may ause enormous damages. The development of su h
systems demands the appli ation of a rigorous validation and veri ation pro edure. This
work des ribes a step in this dire tion, using the software HyTe h as (semi) automati
formal veri ation tool.
Hybrid automata is the mathemati al approa h used to onstru t the models for the
various real system agents studied in this work. The hybrid automata formalism allows
for su h agents to manifest a ontinuous, dynami behavior, regulated by the asyn hronous
o urren e of dis rete events. An Air TraÆ Management (ATM) system, when using the
TraÆ alert and Collision Avoidan e System (TCAS) proto ol, exhibit all these hara teristi s. The ruising air raft omprise the ooperating ontinuous dynami agents of the
system. The dis rete asyn hronous events arise from the ex hange of ommands, issued by
the TCAS proto ol, when some parti ipating air raft engage in a ollision avoiding maneuver.
The formal models developed in this work were used to synthesize some parameter values
for the operational behavior of two air raft, ruising in opposite dire tions. The air raft were
allowed to perform di erent maneuvers, under the guidan e of the TCAS proto ol. Using
the hybrid automata models, built from the TCAS proto ol des ription, the HyTe h tool
synthesized some riti al values for the verti al distan e, and the verti al and horizontal
separation between the ruising air raft. The values obtained indi ated whi h distan es
o er a safe operational s enario and, in some ases, indi ated tighter values for some of
these parameters.
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The HyTe h tool also proved very easy to use, on e the hybrid automata models were
in pla e. Changing or adding new parametri variables was easily a hieved from one ase
study to the next one. Des ribing new nal regions, in order to apture di erent aspe ts of
the system behavior, presented no diÆ ulties either.
Although hindered, at times, when the omplexity of the models rea hed the limits of
the tool, most of the ase studies were su essfully planned and run on a typi al desktop
PC. More realisti ases studies, involving more air raft and ontemplating more omplex
maneuvers, ould be attempted by adapting and extending the sour e ode of the HyTe h
tool in order to make it run in larger and faster ma hines.
Related work, studying the safety of (parts of) a subway system, an be found in [8, 6, 7℄.
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A The System Automatons
var x1, x2, y1, y2 -- verti al and horizontal position of both air raft
: analog;
k
-- it ontrols the taken limb
: dis rete;
height, diff_height, diff_horiz -- variable used to sinthesize
: parameter;
-- ---------------------------------------------automaton Air raft_1
syn labs: de rease, limb, reset, restart;
initially Cruise_B;
lo Cruise_B: while x1<=-4500 wait { dy1=0, dx1=280 }
when k=0 & x1=-4500 goto Des end;
lo De rease: while True wait { dy1=-60, dx1=280 }
when x1=100 syn reset do { k'=1 } goto Cruise_A;
when True syn limb goto Climb;
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lo Des end: while True wait { dy1=-50, dx1=280 }
when x1=100 syn reset do { k'=1 } goto Cruise_A;
when True syn limb goto Climb;
when True syn de rease goto De rease;
lo Climb: while True wait { dy1=50, dx1=280 }
when x1=100 syn reset do { k'=1 } goto Cruise_A;
lo Cruise_A: while x1<=1000 wait { dy1=0, dx1=280 }
when True syn restart goto Cruise_B;
end -- Air raft_1
automaton Air raft_2
syn labs: redu e, reset, restart;
initially Cruise_B;
lo Cruise_B: while True wait { dy2=0, dx2=-280 }
when True syn redu e goto Redu ed;
lo Redu ed: while True wait { dy2=0, dx2=-250 }
when True syn reset goto Cruise_A;
lo Cruise_A: while True wait { dy2=0, dx2=-280 }
when True syn restart goto Cruise_B;
end -- Air raft_2
automaton Controller
syn labs: de rease, limb, redu e, reset, restart;
initially Normal;
lo Normal: while x1<=x2-6000 wait { }
when y1<y2+400 & x1=x2-7000 goto Des end;
when y1>=y2 + 300 & x1=x2-6000 syn limb do { k'=1 } goto Climb;
when y1>=y2+400 & x1=x2-7000 syn de rease goto Des end;
lo Des end: while x1<=1000 wait { }
when True syn reset goto Reset;
when y1>=y2+300 & x1=x2-6000 syn redu e goto Redu ed;
when y1>=y2+200 & x1=x2-5000 syn limb do { k'=2 } goto Climb;
lo Climb: while x1<=1000 wait { }
when True syn reset goto Reset;
lo Redu ed: while x1<=1000 wait { }
when True syn reset goto Reset;
when y1>=y2+50 & x1=x2-4000 syn limb do { k'=3 } goto Climb;
lo Reset: while True wait { }
when True syn restart goto Normal;
end -- Controller

B Parameters Synthesis
B.1 The minimum height before the ontroller a tion
B.1.1 Analysis
var
final_reg, init_reg, rea hed: region;
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init_reg:=
lo [Air raft_1℄ = Cruise_B &
lo [Air raft_2℄ = Cruise_B &
lo [Controler℄ = Normal &
x1=-6000 & x2=6000 & y1=9750 & y2=9140 & k=0;
final_reg :=
lo [Air raft_1℄ = Des end &
lo [Air raft_2℄ = Cruise_B &
lo [Controler℄ = Normal &
y1<=height;
rea hed:=
rea h forward from init_reg endrea h;
print omit all lo ations
hide non_parameters in
rea hed & final_reg
endhide;

B.1.2 Result
Will try hard to avoid library arithmeti overflow errors
Number of iterations required for rea hability: 7
7height >= 66375
Time spent = 0.63 se total

B.2 At riti al point with in reased des end
B.2.1 Analysis
var
final_reg, init_reg, rea hed: region;
init_reg:=
lo [Air raft_1℄ = Cruise_B &
lo [Air raft_2℄ = Cruise_B &
lo [Controler℄ = Normal &
x1=-6000 & x2=6000 & y1=9750 & y2=9140 & k=0;
final_reg :=
lo [Air raft_1℄ = De rease &
lo [Air raft_2℄ = Cruise_B &
lo [Controler℄ = Des end &
x1=x2 &
y1<=height;
rea hed:=
rea h forward from init_reg endrea h;
print omit all lo ations
hide non_parameters in
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rea hed & final_reg
endhide;

B.2.2 Result: rst air raft in reases des end
Will try hard to avoid library arithmeti overflow errors
Number of iterations required for rea hability: 7
7height >= 61750
Time spent = 0.63 se total

B.2.3 Result: parameterizing verti al separation and verti al distan e
Will try hard to avoid library arithmeti overflow errors
Number of iterations required for rea hability: 4
7diff_height = 3020 & 7height >= 61750
Time spent = 0.15 se total

B.2.4 Result: parameterizing the horizontal separation and verti al distan e
Will try hard to avoid library arithmeti overflow errors
Number of iterations required for rea hability: 4
diff_horiz = 6648 & 7height >= 61794
Time spent = 0.15 se total

B.3 Redu ing horizontal rate and no limbing
B.3.1 Analysis
var
final_reg, init_reg, rea hed: region;
init_reg:=
lo [Air raft_1℄ = Cruise_B &
lo [Air raft_2℄ = Cruise_B &
lo [Controler℄ = Normal &
x1=-6000 & x2=6000 & y1=9750 & y2=9140 & k=0;
final_reg :=
lo [Air raft_1℄ = De rease &
lo [Air raft_2℄ = Redu ed &
lo [Controler℄ = Redu ed &
x1=x2 &
y1<=height;
rea hed:=
rea h forward from init_reg endrea h;
print omit all lo ations
hide non_parameters in
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rea hed & final_reg
endhide;

B.3.2 Result: verti al distan e with redu ed horizontal rate
Will try hard to avoid library arithmeti overflow errors
Number of iterations required for rea hability: 7
371height >= 3259250
Time spent = 0.62 se total

B.3.3 Result: verti al distan e and verti al separation with redu ed horizontal
rate
Will try hard to avoid library arithmeti overflow errors
Number of iterations required for rea hability: 7
7diff_height <= 2270 & 371height >= 3259250
Time spent = 0.18 se total

B.3.4 Result: verti al distan e and horizontal separation with redu ed horizontal rate
Library arithmeti overflow errors in mutipli ation o urs.

B.4 At the riti al point and limbing
B.4.1 Analysis
var
final_reg, init_reg, rea hed: region;
init_reg:=
lo [Air raft_1℄ = Cruise_B &
lo [Air raft_2℄ = Cruise_B &
lo [Controler℄ = Normal &
x1=-6000 & x2=6000 & y1=9750 & y2=9140 & k=0;
final_reg :=
lo [Air raft_1℄ = Climb &
lo [Air raft_2℄ = Cruise_B &
lo [Controler℄ = Climb &
x1=x2 &
k=1 &
y1<=height;
rea hed:=
rea h forward from init_reg endrea h;
print omit all lo ations
hide non_parameters in
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rea hed & final_reg
endhide;

B.4.2 Result: verti al distan e while limbing
Will try hard to avoid library arithmeti overflow errors
Number of iterations required for rea hability: 7
7height >= 70125
Time spent = 0.66 se total

B.4.3 Result: verti al distan e and verti al separation while limbing
Will try hard to avoid library arithmeti overflow errors
Number of iterations required for rea hability: 7
7diff_height <= 2395 & 7height >= 70125
Time spent = 0.18 se total

B.4.4 Result: verti al distan e and horizontal separation while limbing
Will try hard to avoid library arithmeti overflow errors
Number of iterations required for rea hability: 8
28height >= 5diff_horiz + 250500 & diff_horiz <= 9000
& diff_horiz >= 5528
Time spent = 0.21 se total

B.5 In reasing the des ent, then limbing
B.5.1 Analysis
var
final_reg, init_reg, rea hed: region;
init_reg:=
lo [Air raft_1℄ = Cruise_B &
lo [Air raft_2℄ = Cruise_B &
lo [Controler℄ = Normal &
x1=-6000 & x2=6000 & y1=9750 & y2=9140 & k=0;
final_reg :=
lo [Air raft_1℄ = Climb &
lo [Air raft_2℄ = Cruise_B &
lo [Controler℄ = Climb &
x1=x2 &
k=2 &
y1<=height;
rea hed:=
rea h forward from init_reg endrea h;
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print omit all lo ations
hide non_parameters in
rea hed & final_reg
endhide;

B.5.2 Result: verti al distan e after in reasing des ent and limbing
Will try hard to avoid library arithmeti overflow errors
Number of iterations required for rea hability: 7
7height >= 68625
Time spent = 0.66 se total

B.5.3 Result: verti al distan e and verti al separation with in reased des ent,
followed by a limb
Will try hard to avoid library arithmeti overflow errors
Number of iterations required for rea hability: 7
7diff_height <= 1520 & 7height >= 68625
Time spent = 0.18 se total

B.5.4 Result: verti al distan e and horizontal separation with in reased des ent, followed by a limb
Will try hard to avoid library arithmeti overflow errors
Number of iterations required for rea hability: 7
56height >= 11diff_horiz + 494000 & diff_horiz >= 4840
& diff_horiz <= 7000
Time spent = 0.18 se total

B.6 Aborting after in reasing the des ent and redu ing the horizontal
rate
B.6.1 Analysis
var
final_reg, init_reg, rea hed: region;
init_reg:=
lo [Air raft_1℄ = Cruise_B &
lo [Air raft_2℄ = Cruise_B &
lo [Controler℄ = Normal &
x1=-6000 & x2=6000 & y1=9750 & y2=9140 & k=0;
final_reg :=
lo [Air raft_1℄ = Climb &
lo [Air raft_2℄ = Redu ed &
lo [Controler℄ = Climb &
x1=x2 &
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k=3 &
y1<=height;
rea hed:=
rea h forward from init_reg endrea h;
print omit all lo ations
hide non_parameters in
rea hed & final_reg
endhide;

B.6.2 Result: parametri height analysis aborting after des ending and redu ing
Will try hard to avoid library arithmeti overflow errors
Number of iterations required for rea hability: 7
371height >= 3567250
Time spent = 0.66 se total

B.6.3 Result: parametri verti al separation analysis aborting after des ending and redu ing
Will try hard to avoid library arithmeti overflow errors
Number of iterations required for rea hability: 7
371diff_height <= 36310 & 371height >= 3567250
Time spent = 0.19 se total

B.6.4 Result: verti al distan e and horizontal separation after in reasing des ent, redu ing and limbing
Library arithmeti overflow errors in mutipli ation o urs.

