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An improvement of the Guajardo-Paar Method 2For our particular case of the group formed by the points on a non-supersingular ellipticcurve de�ned over GF (2n), the usual method for computing mP is the binary (double-and-add) method. Several proposed generalizations of the binary method as the k-ary method,sliding-window method, signed binary window method [4], are based on computing 2iP ,which requires i inversions in the underlying �eld.As the inversion is the most expensive operation in the underlying �nite �eld, the in-verse operation required for doubling a point can be eliminated by resorting to projectivecoordinates; however extra registers and more �eld multiplications are required (see [4]).Guajardo and Paar, in a recent paper [2], introduced a new approach to point doublingon elliptic curves. The general idea is to develop e�cient formulae for computing 2iPdirectly from P = (x; y) with only one �eld inversion; they presented formulae for computing2iP; i = 1; 2; 3; 4; 5 on elliptic curves over the �nite �eld GF (2n).In this paper we have generalized and improved their formulae for computing 2iP; i � 2(with only one �eld inverse) on elliptic curves de�ned over GF (2n). Moreover, the newformulae can be used in a larger number of �eld implementations of GF (2n) no covered byGuajardo's formulae.This paper is organized as follows. In Section 2, we present a brief review of non-supersingular elliptic curves de�ned over the �nite �eld GF (2n). The generalization ofGuajardo's formulae is presented in Section 3. In Section 4, we analyze the improvedformulae and compare them to Guajardo and Paar's results. In Section 5, we describe ane�cient algorithm for multiplying elliptic points.2 Elliptic Curves over GF (2n)A non-supersingular elliptic curve E de�ned over GF (2n) is a set of points P = (x; y) wherex and y are elements of GF (2n) that satisfy the following equation y2 + xy = x3+ ax2+ b,where a; b 2 GF (2n); b 6= 0, together with an extra point O, the point at in�nity.It is well known that the set of points E forms a commutative �nite group, with Oas the group identity, under \addition". Explicit rational formulae for the addition ruleinvolve several arithmetic operations (adding, squaring, multiplication and inversion) in theunderlying �nite �eld. The formula for adding points, as presented by Menezes in [4], isgiven by: Let P = (x1; y1) 2 E; then �P = (x1; y1+ x1). If Q = (x2; y2) 2 E and Q 6= �P ,then P +Q = (x3; y3), wherex3 = 8>>><>>>: ( y1 + y2x1 + x2 )2 + y1 + y2x1 + x2 + x1 + x2 + a; P 6= Q;x21 + bx21 ; P = Q; (1)and y3 = 8>><>>: ( y1 + y2x1 + x2 )(x1 + x3) + x3 + y1; P 6= Q;x21 + (x1 + y1x1 ) � x3 + x3; P = Q: (2)



An improvement of the Guajardo-Paar Method 3Note that x-coordinate of doubling formula 2P depends only on the x-coordinate of P andthe parameter b, but doubling a point requires two general �eld multiplications and onemultiplication by a �xed constant. Schroeppel [6] improved the doubling point formulasaving the extra multiplication by a �xed constant, and an extra addition, in case a = 0.Schroeppel's formulae are : x3 = (x1 + y1x1 )2 + (x1 + y1x1 ) + a (3)y3 = x21 + (x1 + y1x1 ) � x3 + x3 (4)We use the doubling point formula (1)-(2) for deriving direct formulae for the x-coordinateof 4P; 8P; 16P; : : :, and the \structure" of formulae (3) and(4) to express the new formulae.Theorem 1, in the next section, leads to an algorithm for computing 2iP with only oneinversion.3 Improved FormulaeIn this section we present explicit rational formulae for computing 2iP; i � 2 where P =(x; y) is a point of E. We also consider the particular case when the parameter a of theelliptic curve E is zero. We obtain these formulae by repeatedly doubling P , and writingthe result using only one inversion. The following theorem shows how to compute 2iP:Theorem 1 Let P = (x; y) be a point of the non-supersingular elliptic curve E. Then thecoordinates (xi; yi) of the point 2iP; i � 2, are given byxi = (!i�1�i�1 )2 + !i�1�i�1 + a (5)yi = ((�2i�1)�i�1 )2 + !i�1�i�1 � xi + xi (6)where �j = (�2j )2 � b; �0 = b (7)�j = (�2j�1)2 + �j�1; �0 = x (8)�j = �2j�1; �0 = 1 (9)!j = 8>>>>><>>>>>: �j � (�j + �j�1 � !j�1) + �j � �j�1; a 6= 0;�j � !2j�1 + �j � �j�1; a = 0;�20 + y; j = 0: (10)�j = �j � �j ; �0 = x; j = 0 : : : i� 1: (11)



An improvement of the Guajardo-Paar Method 4Proof. By repeatedly applying formula (1), one can prove easily by induction that thex-coordinate of 2iP is �i=�i. We prove by induction that !i=�i = (x2i + yi)=xi. For theinitial condition i = 0, we have (x20 + y0)=x0 = (x2 + y)=x = !0=�0:Assume it is true for i = n. We prove it for i = n + 1:x2n+1 + yn+1xn+1 = 1xn+1 ( x2n+1 + x2n + !n�n xn+1 + xn+1 )= xn+1 + x2n + xn+1xn+1 + !n�n= �n+1�n+1 + �n+1�2n + �n+1�2n�n+1�n+1 + !n�n= 1�n+1 ( �2n+1 + �n+1(�4n + �n+1) + �n+1�n!n )= !n+1�n+1Now we prove by induction that the right hand sides of (5) and (6) compute (xi; yi) = 2iP .For i = 1, we have (!0�0 )2 + !0�0 + a = (x+ xy )2 + (x+ yx) + a = x1(�20�0 )2 + !0�0 x1 + x1 = x2 + (x+ yx)x1 + x1 = y1which indeed is 2P = (x1; y1). Assuming that the statement is true for i = n, we have(!n�n )2 + !n�n + a = (x2n + ynxn )2 + (x2n + ynxn ) + a= (xn + ynxn )2 + (xn + ynxn ) + a = xn+1:By observing that �2n�n = �n�n = xn, we obtain that yn+1 can be computed by the right handside of formula (6). Finally, the parameter a in the non-supersingular elliptic curve E canbe chosen to reduce the number of operations needed to multiply points on an elliptic curve.For the particular case a = 0, we obtain better formulae: From (5) we can writexi = w2i�1 + wi�1�i�1 + a�2i�1�2i�1 = �i�ithen �i = !2i�1 + !i�1�i�1 + a�2i�1. Therefore, we can reduce one multiplication for theexpression !i : !i = �i � (�i + �i�1 � !i�1) + �i � �i�1= �i � !2i�1 + �i � �i�1:This completes the proof.



An improvement of the Guajardo-Paar Method 5Notice however that the order of the elliptic curve group with a = 0 is a bit less (of security)than the order of the group for a 6= 0 [6].Using Theorem 1, we immediately describe the following algorithm.Algorithm 1 (Repeated Doubling Points)Input : P = (x; y) 2 E; i� 1Output : Q = 2iP1. v  x, v2  x2, p x, w v2 + y, d v2, t b.2. For j from 1 to i� 1 do :2.1 v  v22 + t2.2 v2  v2.2.3 If a 6= 0 , then w v(v + pw) + dt; otherwise, w vw2 + dt.2.4 p dv.2.5 If j 6= (i� 1), then t (d2)2b, d p2.3. l1  p�1w, l2  p�1v2.4. xi  l21 + l1 + a, yi  l22 + l1xi + xi.5. Return ( Q = (xi; yi)).Note that the operation of multiplying by a sparse (or small) constant (b), in steps 2.3and 2.5, is comparable in speed to �eld addition. The following corollary counts the numberof (quadratic) �eld operations required by Algorithm 1 to compute 2iP .Corollary 1 Consider an arbitrary point P 2 E, with an order larger than 2i. Then thenumber of �eld operations to compute 2iP , by using Algorithm 1, are summarized in thefollowing table: Table 1: Number of �eld operations for computing 2iPCurve #MULT. #SQ. #ADD. #INV.a 6= 0 4i� 2 5i� 5 3i+ 2 1a = 0 3i� 1 6i� 6 2i+ 2 14 Complexity ComparisonOur formulae reduce the number of inversions in the �nite �eld at the cost of multiplica-tions. Table 2, from Corollary 1, gives the number of each basic operation in the �nite�eld for computing the high-level operation 4P; 8P or 16P . In all cases our formulae aresuperior to those presented by Guajardo [2], saving, for example, 5 �eld multiplications inthe computation of 16P .



An improvement of the Guajardo-Paar Method 6Table 2: Comparing the new, Guajardo's and the standard doubling formulae.The standard method computes 2iP by doubling P , i times.Calculation Method #MUL #SQ #ADD #INV2P Formulae (1)-(2) 2 2 4 1Formulae (3)-(4) 2 2 5 14P New Formulae, a = 0 6, 5 5, 6 8, 6 1G. Formulae[2], a = 0 9,8 6 10 1Standard 4 4 10 28P New Formulae, a = 0 10, 8 10, 12 11, 8 1G. Formulae[2], a = 0 14,12 11 17 1Standard 6 6 15 316P New Formulae, a = 0 14, 11 15, 18 14, 10 1G. Formulae[2], a = 0 19,16 15 20 1Standard 8 8 20 4Now we give conditions, on the underlying �nite �eld, for which the new formulaeoutperform the standard method. Given an implementation of an arithmetic over GF (2n),consider the followings cost ratios:r1 = time required for one inversiontime required for one multiplicationr2 = time required for one multiplicationtime required for one squaringThese costs depend on several factors, such as the speci�c �eld representation, the �eld size,the algorithms (hardware or software implementation) for multiplication and inversion, andthe computer architecture used. Some experimental values for r1 and r2 are presented in[2, 1, 7]. Table 3 shows these values:Table 3: Experimental values for r1 and r2Author Finite Field r1 r2Harper[1] GF (2104) 4.85 13Schroeppel[6] GF (2155) 2.48, 3.55 13.82-14.48De Win [7] GF (2176) 2.55 10.62De Win [7] GF (2177) 3.13 26.59Guajardo [2] GF (2176) 4.11 9.11From Corollary 1 we obtain bounds between ratios r1 and r2 for which our algorithmfor computing 2iP o�ers a computational advantage with respect to the standard method.The following theorem gives these bounds.



An improvement of the Guajardo-Paar Method 7Theorem 2 Consider an implementation of the �nite �eld GF (2n). Then our algorithmfor computing 2iP outperforms the standard method, under the following conditions:(i) r1 � 2 + 3r2 , in the case a 6= 0.(ii) r1 � 1 + 4r2 , in the case a = 0.For many practical implementations of GF (2n), such as those reported in [2, 1, 7]Theorem 2 applies. In De Win's case [7], for example, since r1 = 2:55; we obtain animprovement of about 18% in computing 16P , when a = 0 and b is sparse (or small).5 Algorithms for Computing mPThe naive algorithm for computing a multiple of an elliptic curve point is the binary method(or double-and-add algorithm). The fastest generalizations of this method are based onrecoding the exponent [4] and the sliding-window method. Koyama [3] and Schroeppel [6]present algorithms based on the signed-digit representation. Basically, all methods basedon recoding the exponent present a compromise between a representation of approximatelyminimum weight (number of non-zeros entries) and the number of precomputed pointsgenerated by the size of the window (block of digits). Since in each iteration these algorithmsprocess several exponent bits, we can use our formulae for speeding up the computation ofmP .Next we illustrate the application of the new formulae for the basic version of the k-arymethod [2, 4]. For multipliers of length about 150-200 bits, k = 4 is the optimal value forthis method. In this case we make use of the fact that computing 16P (with one inversionand extra multiplications) is more e�cient than computing 16P by the standard method.The basic version of the k-ary algorithm consists of three phases:(1) 2k-adic representation of m: m = tXj=0mjbj; b = 2k:(2) Precomputation: the algorithm requires a precomputed table of multiplesO; 2P; 3P; : : :(2k � 1)P , obtained simply byP0 = O; Pi = Pi�1 + P ; i = 1; : : : ; 2k � 1.(3) Processing blocks of k bits in one iteration : we use the following equationm = b � (: : : b � (b � Pmt + Pmt�1) : : :+ Pm1) + Pm0 ; b = 2k:Further improvements of the k-ary method are treated in [3, 5]. The description of thebasic version of the k-ary method is given by the following algorithm.



An improvement of the Guajardo-Paar Method 8Algorithm 2 ( k-ary method)Input P = (x; y) 2 E; m = (mtmt�1 : : :m1m0)b, b = 2k, k � 1.Output Q = mP1. Precomputation1.1 P0  O.1.2 For i from 1 to 2k � 1 do :Pi  Pi�1 + P .2. Q Pmt .3. For i from t� 1 down to 0 do:3.1 Q 2kQ.3.2 If mi 6= 0 then Q Q+ Pmi .4. Return(Q)5.1 Theoretical Complexity AnalysisIn this section we provide a theoretical complexity analysis for the k-ary method combinedwith Algorithm 1. For a \random multiplier" m, the expected number of non-zero digits inthe 2k-adic representation of m is about 2k � 1k2k blog2mc. Precomputing points in the k-arymethod require 2k � 3 additions and one doubling. Notice that step 3.1 computes blog2mctimes the point 2kQ, and the expected number of additions in step 3.2 is approximately2k � 1k2k blog2mc. The expected number of elementary �eld operations for di�erent variantsof the k-ary method are summarized in Table 4. From Table 4, the 4-ary method, combinedwith our formulae, computes mP using 1:25 log2m multiplications less than Guajardo andPaar's method. Table 4 : Computational E�ciencyMethod Multiplication Squaring InversionBinary 3 log2m 52 log2m 32 log2m4-ary + G.-Paar 33464 log2m+ 28 25564 log2m+ 15 3164 log2m+ 144-ary + Alg.1 25464 log2m+ 28 25564 log2m+ 15 3164 log2m+ 144-ary+ Alg. 1.(a=0) 20664 log2m+ 28 30364 log2m+ 15 3164 log2m+ 14SBWM 73 log2m+ 14 136 log2m+ 8 76 log2m+ 7SBWM + Alg. 1. 4 log2m+ 14 133 log2m+ 8 13 log2m+ 7We point out that the signed binary window method (SBWM) given by Koyama [3],combined with Algorithm 1, gives the most e�cient generalization of the binary method forcomputing mP for �eld implementations where Theorem 2 applies.



An improvement of the Guajardo-Paar Method 96 ConclusionWe have presented improved formulae for computing 2iP . These formulae, in conjunctionwith variants of the sliding-window method yield e�cient algorithms for computing a multi-ple of a point on non-supersingular elliptic curves de�ned over �nite �elds of characteristic2. For practical implementations of the �nite �eld GF (2n) with rate r1 bigger than 1.5(when a = 0), our formulae outperform the standard method. The new formulae can beused for accelerating several algorithms such as the signed window method, and the k-arystring-replacement representation method.References[1] S. Vanstone G. Harper, A. Menezes. \Public-key Cryptosystems with Very Small KeyLengths". In Advances in Cryptology- EUROCRYPT '92, LNCS 658, pages 163{173.Springer-Verlag, 1992.[2] J. Guajardo and C. Paar. \E�cient Algorithms for Elliptic Curve Cryptosystems". InCRYPTO '97, LNCS. Springer-Verlag, 1997.[3] K. Koyama and Y. Tsuruoka. \Speeding up Elliptic Cryptosystems by Using a SignedBinary Method ". In Advances in Cryptology-CRYPTO'92, LNCS 740, pages 345{357.Springer-Verlag, 1993.[4] A. J. Menezes. Elliptic Curve Public Key Cryptosystems. Kluwer Academic Publishers,1993.[5] A. J. Menezes, P. C. van Oorschot, and S. A. Vanstone. Handbook of Applied Crypto-graphy. CRC Press, 1997.[6] R. Schroeppel, H. Orman, S. O'Malley, and O. Spatscheck. \Fast Key Exchange withElliptic Curve Systems". In Advances in Cryptography, Crypto '95, LNCS 963, pages43{56. Springer-Verlag, 1995.[7] E. De Win, A. Bosselaers, S. Vandenberghe, P. De Gersem, and J. Vandewalle. \AFast Software Implementation for Arithmetic Operation in GF (2n).". In Asiacrypt '96,LNCS. Springer-Verlag, 1996.


