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Abstract

In large distributed computing systems, where copies of the
same logical data are stored at many di erent sites, the replica
control protocol must reduce communication costs when forming
the quorums required at each access to the replicated data, in order
to improve the system response time. An interesting way to achieve
this reduction is to organize the copies into some logical structure,
like a grid or a tree, and then to use this structure to form smaller
quorums. Another example of a structure used to form smaller
quorums is a generic tree in which only the leaves correspond to
copies of the replicated data.
This paper presents a new replica control protocol that logically
organizes the copies as leaves of a generic tree, but introduces the
blind-write as another operation (besides the traditional read and
write) de ned over the replicated data. With this third operation, the proposed protocol turns out to be a generalization of the
traditional voting scheme and others existing protocols that use
a symmetrical logical structure (i.e., a structure in which the responsibility for controlling the replicated data is equally shared by
all copies) to form the access quorums. The proposed protocol
also makes possible to achieve better relations between quorums
size and the total number of copies, even under high availability
requirements.
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1 Introduction
Data replication is a common technique used to improve reliability and
performance in distributed systems. Keeping copies of the same logical
data at di erent sites increases data availability (by making the data
accessible regardless of failures in the system) and decreases system response time (by allowing a copy to be accessed locally or from a near site,
and by sharing load among the sites that store a copy of the replicated
data). The disadvantage, however, is the need for complex and expensive
protocols to maintain the copies in a consistent state.
A large number of replica control protocols exists in the literature.
Most of them follows the strategy of only allowing a read or write operation to be performed on replicated data if permissions from certain sets
of copies are previously obtained. Such sets, called quorums, must be
de ned in such a way that every two con icting operations (any pair of
write/write or read/write operations) have at least one copy in common.
Hence, it is guaranteed that a read operation will always get the most
recent copy, and that no two write operations will occur independently
thus excluding the possibility that copies diverge.
Voting [20, 12] is a well known mechanism to de ne quorums. In the
simple voting protocol [20], a write quorum is formed by a majority of
copies of the replicated data (with one vote per copy); in the weighted
voting protocol [12], each copy is assigned a di erent number of votes,
and a write quorum is formed by any group of copies whose votes represent a majority of the total votes assigned. In both protocols, read
and write quorums must be set in a way that the sum of their votes is
greater than the total votes in the system. It is easy to see that these
restrictions guarantee the intersection between quorums of con icting
operations. Many variants of the voting mechanism have been proposed,
for instance: dynamic voting [17, 8, 13, 19], voting with witnesses [16],
voting based on virtual partitions [1] and voting with fragmentation [3].
Since a site needing to perform an operation on the replicated data
has to communicate with all the copies of some quorum, system performance can be considerably penalized. To cope with this problem,
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quorums size must be small, compared to the total number of copies.
In large distributed systems, where replicated data may have a large
number of copies1 , traditional voting protocols are not adequate since
the number of copies required to form their quorums increases linearly
with the total number of copies. Theoretically, smaller quorums can be
obtained by assigning a di erent number of votes to di erent copies [7];
this solution, however, is not suitable to a system with a large number
of copies because it would impose an undesirable centralized control.
A better way to reduce quorum size is to organize the copies into
some logical structure and then to derive the quorums from this structure
[2, 10, 14, 15, 4]. Quorums formed in this way in general have sublinear
size and do not have any equivalent vote assignment in the weighted
voting protocol [12]. Cheung, Ammar and Ahamad [10], for example,
propose to organize the N copies of the replicated data into a rectangular
grid; a read quorum is formed by at least one copy from all columns of
the grid, and a write quorum is formed by all the copies from at least
one column, plus the copies of a read quorum. When the number of
rows equalsp the number of columns, read and write quorums size are
p
N and 2 N 1, respectively. Agrawal and El Abbadi [4] use a tree
structure to organize the copies and obtain quorums size varying from
log N to N=2 + 1 copies. Kumar [14] proposes a generalization of the
voting mechanism, called hierarchical quorum consensus (HQC), where
a multilevel hierarchy of vertices organized as a tree is used. Copies of
the replicated data correspond to the leaf vertices at the lowest level of
the hierarchy, and vertices at higher levels are logical groups of vertices
at the level immediately below. Access permissions from the copies are
propagated to the top of the hierarchy as follows: a vertex at level i
will give access permission if it receives access permission from at least
a determined number (quorum of level i) of its children (vertices at level
i 1). In this way, an operation will be performed on the replicated
data only if access permission is obtained from the root vertex of the
1
Although it is not conceivable nowadays the synchronization of more than a few
copies (more than 10, for example), this number is likely to grow in the future due to
the evolution of distributed systems.
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hierarchy. Read and write quorums of each level are de ned under the
same restrictions present in the voting mechanism. It is shown in [14]
that the best case occurs when the hierarchy is a complete ternary tree,
producing quorums of size 2log3 N ( N 0:63).
In this work, we extend Kumar's HQC protocol by presenting another
way to de ne quorums at each level of the hierarchy and allowing a third
operation (besides the traditional read and write) to be performed on
the replicated data: the blind-write operation. Read and blind-write
quorums are de ned for each level following only the restriction that
they must have at least one vertex of the level below in common. Permission to perform a read or blind-write operation on the replicated data
is obtained similarly to the HQC protocol; permission to perform a write
operation, however, is obtained by combining read and blind-write access permissions. This combination assures that quorums of con icting
operations will still intersect, and makes possible to achieve, compared
to the original HQC protocol, better relations between quorums size and
the total number of copies. Moreover, the new resulting protocol, called
extended hierarchical quorum consensus (HQC+) protocol, is also a generalization of others protocols that use a grid logical structure to form
quorums [10, 2, 15], increasing exibility to de ne quorums and, in many
situations, data availability.
In the next section we de ne the system model adopted. Section 3
describes the HQC+ protocol and shows that it is correct. An analysis
of quorums size and data availability is presented in section 4. Section 5
compares the HQC+ protocol to other related work and section 6 shows
some practical examples of its superiority. We conclude the paper in
section 7 summarizing our main results.

2 Model
A distributed system consists of a collection of independent processors
which communicate only by exchanging messages through a communication system. Each processor has its own local memory, and is also
referred as a node. A node may become inaccessible due to its own fai4

lure, to other nodes failures, or to failures in the communication system.
We consider that both nodes and communication system components
are fail-stop, i.e., they do not behave maliciously, but rather become
inoperative in the presence of failures. Failures may lead to network
partitioning, where the system is divided in groups of nodes called partitions [11]. Nodes within the same partition can communicate, whereas
nodes in di erent partitions become inaccessible to each other.
Data is replicated by storing copies of the same logical data item
at di erent nodes. Three operations, read, write and blind-write2 , are
allowed on replicated data. Before performing an operation a node must
obtain permission from a number of copies (quorum) according to a
control protocol. Each copy is assigned a version number which is incremented every time the copy is updated, thus allowing a node to identify
the most recent copy as the one with the highest version number.
In relation to protocol correctness we will adopt the one-copy serializability criterion [9], which states that, in order to maintain the
consistency between copies of a replicated object, quorums of con icting
operations must have at least one copy in common. In the HQC+ protocol, two operations con ict if one of them is a write, or one is a read and
the other is a blind-write. Notice that, under these rules, two read operations (or two blind-write operations) can proceed independently from
each other, without a ecting consistency.

3 The HQC+ Protocol
In this section, we describe the logical structure used by the HQC+
protocol and show how this structure is imposed on the set of copies of
the replicated data | which is done in a similar way to the original HQC
protocol. Then we show how the new HQC+ protocol derives quorums
from this structure.
2
During a blind-write operation, copies are modi ed regardless of their previous
values; such situation occurs, for instance, in initializations. This distinction is made
because the number of copies required to form a blind-write quorum is less than that
required to form a traditional write quorum.
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3.1 The Hierarchical Structure

The HQC+ protocol uses a logical m-level hierarchy of vertices organized
as a tree to form the access quorums to the replicated data. Vertices at
level 0 (or leaves of the tree) correspond to physical copies, and vertices at
higher levels represent logical groups of vertices at the level immediately
below. In general, a vertex at level i (1  i  m) of the hierarchy
represents a logical group of li vertices at level i 1. Hence, the vertex
at the highest level (or the root of the tree) represents a logical group
of lm vertices at level m 1, and each vertex at level m 1, in turn,
represents a logical group of lm 1 vertices
at level m 2, and so on. The
Q
m
total number of copies is given by i=1 li . Figure 1 shows an example of
a 2-level hierarchy (l1 = l2 = 3) with 9 copies at level 0.
A read (blind-write) quorum is de ned for each level i of the hierarchy. These quorums indicate the minimum number of children at level
i 1 from which read (blind-write) access permissions must be obtained
by a vertex at level i before it can give permission to its parent at level
i+1. Read and blind-write quorums at level i of the hierarchy are denoted by ri e bwi, respectively. To guarantee intersection between read
and blind-write quorums, ri and bwi must be chosen under the restriction ri + bwi > li. In order to minimize ri and bwi, this restriction is
rewritten as ri + bwi = li + 1, thus eliminating the need that either ri
and bwi be explicitly de ned | it suces the de nition of ri to infer
bwi (bwi = li ri + 1). Notice that there is no need for the restriction
2bwi > li since two blind-write operations do not con ict; this fact makes possible to eliminate restriction ri < li =2 + 1, present in the original
HQC protocol. To make notation clearer, values li and ri (1  i  m)
will be expressed as vectors l = (l1; l2; : : :; lm) and r = (r1; r2; : : :; rm).
Each physical copy of the replicated data is assigned an m-subscript
identi er of the form oi1 i2 ::: im , where 1  ij  lj and 1  j  m. For
example, in the 2-level hierarchy shown in gure 1, physical copies are
identi ed as o11, o12 , o13, o21 , o22 , o23, o31 , o32 and o33. In the same way,
in a 3-level hierarchy with 27 copies at level 0, physical copies would be
identi ed as oijk , where 1  i; j; k  3.
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Figure 1: 9 copies organized into a 2-level hierarchy.

3.2 Quorum Formation

A read, blind-write or write operation can be performed on the replicated
data, according to the HQC+ protocol, if the respective permission is
obtained from the vertex at the highest level of the hierarchy (the root
of the tree). The root will give read access permission if it receives
these same permissions from at least rm of its children at level m
1. Each root's child at level i 1, in turn, must obtain read access
permissions from at least rm 1 of its children at level m 2, and so on,
until permissions be requested directly from physical copies at level 0.
Blind-write access permissions are obtained in an analogous way. If we
make r = (2; 2) in the 2-level hierarchy shown in gure 1, the following
sets of copies are examples of either read and blind-write quorums: f1,
2, 4, 5g, f2, 3, 7, 8g and f5, 6, 7, 9g. Similarly, if we make r = (1; 2),
examples of read quorums are f1, 4g, f6, 7g and f2, 8g, and examples of
blind-write quorums are f1, 2, 3, 4, 5, 6g, f1, 2, 3, 7, 8, 9g and f4, 5, 6, 7,
8, 9g. The algorithms to form read and blind-write quorums are shown
in gure 2 (the only di erence between them is the recursive calling to
level i 1). They are called by passing m and rm as input parameters,
and will return SUCCESS, if a quorum is successfully formed, or FAILURE,
if a quorum could not be obtained.
Write access permission in the HQC+ protocol is obtained by com7

FormQuorum r(i,size)

f

num examined = num locked = 0;
if (i > 0)
while (num locked < size) && (num examined < li )f
num locked += FormQuorum r(i 1,ri 1 );
num examined++;
else

g

while (num locked < size) && (num examined < li )f
if (copy o[i[1];i[2];: : : ; i[m]] is unlocked)f
lock copy o[i[1];i[2]; : : : ; i[m]];
num locked++;

g

g

g

num examined++;

if (num locked < size)
return(FAILURE);
else
return(SUCCESS);

FormQuorum bw(i,size)

f

g

..
.
num locked += FormQuorum bw(i 1,li
..
.

1

r

i

1

+ 1);

Figure 2: Algorithms to form read and blind-write quorums.
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bining read and blind-write access permissions; more precisely, a write
quorum is formed from the union of a read and a blind-write quorum.
This union guarantees the exclusive access to the replicated data required by write operations3 (see correctness proof in next subsection).
Combination of read and blind-write quorums is done in the following
way: a vertex at level i of the hierarchy will give write access permission
to its parent at level i + 1 if, from its children at level i 1, min(ri; bwi)
give write access permissions and jbwi rij give access permissions to the
operation with the greatest quorum at level i (which will be a read, if
ri < bwi, or a blind-write, on the contrary). For instance, let us assume
that lm = 6, rm = 1 and bwm = 6 for some hierarchy. In this case, a
write operation can be performed if, among the vertices at level m 1,
one gives write access permission and the remaining ve give blind-write
access permissions. Similarly, if we make rm = 5 e bwm = 2, it would
be necessary write access permissions from two vertices at level m 1,
plus read access permissions from other three vertices at this same level.
Notice that the total number of vertices from which access permission
must be obtained is always max(ri; bwi); when ri = bwi, only write access permissions are requested. If we make r = (1; 3) in the hierarchy
shown in gure 1, examples of write quorums are f1, 2, 3, 4, 7g, f1, 4,
5, 6, 9g e f2, 5, 7, 8, 9g. With this con guration, read and blind-write
quorums have size three and write quorums have size ve | the 2-level
hierarchy, in this case, generates the same quorums generated in a 3  3
grid structure in the grid protocol [10]4. The algorithm to form write
quorums is shown in gure 3. It is called in a way similar to the two
algorithms previously described.
3
The idea of forming a write quorum by uniting a read quorum and its complement
(or a blind-write quorum) was previously used in [6] and [15].
4
The case in which the HQC+ protocol corresponds to the grid and others protocols
is analyzed in section 5.
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FormQuorum w(i,size)

f

num examined = num locked = 0;
num w = min(size,li-size+1);
num tot = max(size,li-size+1);
if (i > 0)
while (num locked < size) && (num examined < li )f
num locked += FormQuorum w(i 1,ri 1 );
num examined++;

g

if (num locked = num w)
while (num locked < num tot) && (num examined < li )f
if (size <= li =2)
num locked += FormQuorum bw(i 1,ri 1 );
else
num locked += FormQuorum r(i 1,ri 1 );
num examined++;
else

g

while (num locked < num tot) && (num examined < li )f
if (copy o[i[1];i[2];: : : ; i[m]] is unlocked)f
lock copy o[i[1];i[2]; : : : ; i[m]];
num locked++;

g

g

g

num examined++;

if (num locked < num tot)
return(FAILURE);
else
return(SUCCESS);

Figure 3: Algorithm to form write quorums.
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3.3 Proof of Correctness

As mentioned in section 2, in order to prove that the HQC+ protocol is
correct it is sucient to show that it implements one-copy serializability.
In other words, we must show that all quorums of con icting operations
formed in the m-level hierarchy have at least one copy of the replicated
data in common. We do that by proving the following lemmas.

Lemma 1 In a m-level hierarchy, the HQC+ protocol guarantees that
there is at least one copy at level 0 common to any read and blind-write
quorum.
Proof. By induction on the levels of the hierarchy.
Basis. There is at least one vertex at level m 1 common to any read and
blind-write quorum formed at level m. This statement is easily veri ed
since read and blind-write quorums are formed at level m by rm and
bwm vertices at level m 1, respectively, and rm + bwm > lm.
Hypothesis. There is at least one vertex at level i 1 common to any
read and blind-write quorum formed from the children of a vertex at
level i (1  i  m 1).
Inductive step. We must show that if there is a vertex at level i 1
(among the children of a vertex at level i) common to a read and a blindwrite quorum, there is also a vertex at level 1 2 (among the children
of a vertex at level i 1) common to these two quorums. This step will
guarantee that an intersection between read and blind-write quorums
formed at level m, which is the basis of the proof, implies an intersection
between them at level 0, where vertices correspond to physical copies.
If there is child of a vertex at level i common to a read and a blindwrite quorum, this child is obviously a vertex at level i 1. This vertex
corresponds to a logical group of li 1 vertices at level i 2 in which a
read and a blind-write quorum were also formed; as ri 1 + bwi 1 > li 1 ,
it is guaranteed that there is at least one vertex at level i 2, which
belongs to the logical group corresponding to the vertex at level i 1,
common to the two quorums. Hence, the lemma follows.
2
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Lemma 2 In a m-level hierarchy, the HQC+ protocol guarantees that
there is at least one copy at level 0 common to any pair of quorums in
which one of them is write quorum.
Proof. As a write quorum formed from the children of a vertex at level i
contains either a read quorum and a blind-write quorum (see section 3.2),
and any read quorum intersects any blind-write quorum, it is guaranteed
that there is a vertex at level i 1 (among the children of that vertex at
level i) common to any pair of quorums formed at level i in which one
of them is a write quorum. So, the proof of this lemma is analogous to
the proof of the previous lemma.
2

4 Protocol Analysis
In this section, we analyze quorums size and show how data availability
can be calculated in the HQC+ protocol.

4.1 Quorums Size

The size of a read quorum, at a level i of the hierarchy, is expressed by
the following recurrence:
(
= 0)
Sr (i) = 1r S (i 1) ((ii 
1)
i r
The global size of a read quorum (i.e.,
related to level m of the
Q
m
hierarchy) is given by Sr (m), and equals
i=1 ri . Similarly, the global
Q
size of a blind-write quorum equals mi=1 bwi (bwi = li ri + 1), and is
expressed by:
(
1
(i = 0)
Sbw (i) = bw
S
(
i
1)
(
i  1)
i bw
The size of a write quorum, related to a level i of the hierarchy,
depends upon read and blind-write quorum size at that same level, and
is given by:
12

8
>
(i = 0)
<1
Sw (i) = > bwi Sw (i 1) + (ri bwi) Sr (i 1) (i  1 and ri  bwi )
: ri Sw (i 1) + (bwi ri ) Sbw (i 1) (i  1 and ri < bwi )
As a write quorum is formed by the union of a read and a blind-write
quorum, Sw (m) varies from max(Sr (m); Sbw (m)), when one quorum contains the other, to Sr (m)+ Sbw (m) 1, when the quorums have only one
copy in common.

4.2 Data Availability

Availability of a replicated data is de ned as the likelihood that a quorum
of its copies is successfully formed considering that each node of the
system is independently operational with probability . This probability
 is a measure of the nodes reliability.
In the voting scheme, the availability of a replicated data with N
copies for an operation that requires a quorum of q copies is given by [5]:

!
N
X
N
AV (N; q; ) =
k (1 )N k:
k
k =q
Read and blind-write availability in the HQC+ protocol are calculated similarly, but one level at a time, by expressing the availability of
one level in terms of the availability of the level immediately below |
exactly as it is done in the original HQC protocol. The following recurrences express read (Ar ) and blind-write (Abw ) availability in the HQC+
protocol.
(

(i = 0)
Ar (i) = AV
(li; ri; Ar (i 1)) (i  1)

Abw (i) =

(


(i = 0)
AV (li; bwi; Abw (i 1)) (i  1)
13

Availability for a write operation in the HQC+ protocol is also calculated one level at a time, but is expressed in a slightly di erent way.
Let i be a level of the hierarchy. The write availability for that level
is given by the di erence between the probability of forming the largest
quorum of that level (max(ri; bwi)) and the probability of forming only
that quorum, i.e., the probability of not getting write access permissions
from the minimum number (min(ri; bwi)) of vertices required at level
i 1 (among the children of a vertex at level i). So, write availability
(Aw ) in the HQC+ protocol is expressed by:
8

(i = 0)
>
>
>
< AV (li; ri; Ar (i 1))
Aw (i) = >
AV (li; ri; Ar (i 1) Aw (i 1)) (i  1 and ri  bwi)
>
AV
(
li; bwi; Abw (i 1))
>
:
AV (li; bwi; Abw (i 1) Aw (i 1)) (i  1 and ri < bwi)

5 Related Work
Since the HQC+ protocol is an extension of Kumar's HQC protocol,
with both using the same hierarchical structure, quorums generated by
the latter can also be generated by the former. In particular, when
2bwi > li (i.e., ri < li =2 + 1) for every level i (1  i  m) of the m-level
hierarchy, any blind-write quorums is also a write quorum, and so the
HQC+ protocol is equivalent to the original HQC protocol. In a single
level hierarchy, either HQC and HQC+ protocols clearly correspond to
the traditional voting scheme.
The grid protocol [10] organizes N copies of a replicated data into an
rectangular grid structure composed of x rows and y columns (N = xy ).
A read quorum is formed by at least one copy from all columns of the grid,
and a write quorum is formed by all copies from at least one column, plus
a read quorum. The size of read and write quorums are y and x + yp 1,
respectively; when x  y , both quorums size are of the order O( N ).
Forming quorums using a grid structure is nothing but a 2-level voting
processing (or 2-level quorum consensus) with speci c read and blind14
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Figure 4: 9 copies organized into a 3  3 grid.
write quorums de nitions for each level: at the highest level, a voting
process happens among the columns of the grid (a read quorum needs all
columns and a blind-write quorum needs just one); at the lowest level,
a new voting process happens among copies inside each column (a read
quorum needs one copy and blind-write quorum needs all of them) |
then a write quorum is formed by the union of a read and a blind-write
quorum. Figure 4 shows an example of 9 copies organized into a 3  3
grid structure. In this 3  3 grid, examples of read and write quorums
are: fqr=f1, 5, 9g, qw=f1, 2, 3, 5, 9gg and fqr=f3, 4, 8g, qw=f3, 4,
5, 6, 8gg. In general, all quorums formed by the grid protocol using a
x  y grid can be formed by the HQC+ protocol if we make m = 2,
l = (x; y ) and r = (1; y ). Notice that this reduction is not possible in the
HQC protocol because when we make r2 = y restriction ri < li =2 + 1 is
violated. As an example, if we make r = (1; 3) in the hierarchy shown
in gure 1, the HQC+ protocol generates exactly the same quorums
generated by the grid protocol using the 3  3 grid shown in gure 4.
The hierarchical grid protocol [15] generalizes the grid protocol using
a k-level hierarchical structure in which an element at a level i (1  i  k)
is de ned as a xi  yi logical grid composed of level i 1 elements, and
level 0 elements correspond to physical copies of a replicated data (N =
Q
k x y ). Quorums are formed similarly to the original grid protocol,
i=1 i i
but one level at a time. The larger k the higher is data availability, and,
when the number of rows equals the number of columns pfor all logical
grids at all levels, quorums size remain of the order O( N ). Figure
15

5 shows an example of 16 copies organized into a 2-level hierarchical
grid structure in which elements are 2  2 logical grids. In this 2-level
hierarchical grid, examples of read and write quorums are: fqr=f1, 6,
7, 8g, qw=f1, 5, 6, 7, 8, 10, 14gg and fqr=f1, 2, 11, 12g, qw=f1, 2,
3, 7, 11, 12, 15gg. The HQC+ protocol is equivalent to the hierarchical
grid protocol if we make m = 2k, l = (x1 ; y1; x2; y2; : : :; xk ; yk ) and
r = (1; y1; 1; y2; : : :; 1; yk). Figure 6 shows 16 copies organized into a
4-level hierarchy (l = (2; 2; 2; 2)) in which, if we make r = (1; 2; 1; 2), the
HQC+ protocol generates exactly the same quorums generated by the
hierarchical grid protocol using the hierarchical grid structure shown in
gure 5.
A grid set protocol is proposed in [2], where N copies of a replicated
data are organized as a set of k grids of x rows and y columns (N =
k  x  y ). A read quorum is successfully formed if other read quorums
are formed in at least kr grids; similarly, a write quorum needs other
write quorums in at least kw grids. Values kr e kw are set according
to the traditional voting scheme, following restrictions kr + kw > k and
2kw > k. As the HQC+ protocol is a generalization of both the grid
protocol and the simple voting protocol, it clearly corresponds to the
grid set protocol if we make m = 3, l = (x; y; k) and r = (1; y; kr).
The tree quorum protocol [4] uses a logical tree structure to organize
N copies of a replicated data. In this structure, copies correspond to
all vertices of the tree, instead of just their leaves (as it happens here
and in the HQC protocol). In this tree structure, it is possible to form
a write quorum of size varying from logN to N=2 + 1 copies, and a read
quorum of only one copy corresponding to the root of the tree. The
major drawback of this protocol is that in its tree structure, as long as
replicas near the root take place in more quorums than those near the
leaves, copies share unequal responsibility in controlling the replicated
data. This drawback is avoided by the HQC and HQC+ protocols since
in their tree structures all copies are located at the same lowest level of
the hierarchy, and thus play equal roles during synchronization.
All protocols that use a logical structure to form quorums are static,
i.e., they do not adapt to changes in the system con guration caused by
16

1

2

3

4

5

6

7

8

9

10

11

12

13

14

15

16

Figure 5: 16 copies organized into a 2-level hierarchical grid.
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Figure 6: 16 copies organized into a 4-level hierarchy.
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eventually failures | as do the so called dynamic protocols [17, 8, 13,
19, 1] 5. It is interesting to note, however, that, as suggested in [18],
through a rule that unambiguously imposes a desired logical structure
on a set of copies, static protocols can be converted to dynamic ones.
For conversion of the HQC and HQC+ protocols, for instance, we would
need a rule that also de nes read quorums for each level of the hierarchy.
Multidimensional voting [6] is another generalization of the traditional voting mechanism that can be used to implement, by a voting
process among copies of the replicated data, any quorum-based protocol
| in particular, the grid protocol, the HQC protocol and also the HQC+
protocol. In the multidimensional voting scheme, each copy is assigned
a multidimensional vector in which each position has an independent
number of votes. Votes from each dimension are collected similarly to
the traditional voting scheme, and an operation is allowed to be performed on the replicated data if quorums are successfully formed in at least
a stipulated number of dimensions. Since the multidimensional voting
scheme is a generic concept, to produce a multidimensional voting assignment to all copies, it initially needs a logical structure as a reference,
or requires that all possible quorums be explicitly enumerated | what,
in the latter case, is not conceivable to a large number of copies. Hence,
although all quorums generated by the HQC+ protocol may also be
generated by multidimensional voting, the hierarchical logical structure
and the way to de ne quorums are still required in order to calculate
quorums size and data availability, or even to serve as reference for a
multidimensional voting assignment. In [6], it is also proposed a way to
implement a hierarchical structure in which copies are not located at the
same level. This irregular structure (or incomplete tree) is not interesting because it relies di erent degree of responsibility in synchronization
on the set of copies. Another observation is that with multidimensional
voting copies are not aware of their positions in the logical structure and,
therefore, can not take advantage of such knowledge to further reduce
communication costs.
Dynamic protocols provide higher availability, but rather require expensive reconguration procedures.
5
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6 Practical Examples
Reducing the ratio (quorum size)/(total number of copies) is the best
way to also reduce communication costs, make an e ective load sharing
and, as consequence, achieve better system response time. In [10], this
ratio is investigated for the grid and simple voting protocols under the
following conditions: a) data availability of 1 10 6 for read operations
and of 0:9955 for write operations are required; b) node reliability is 0:95;
and c) read operations arrival rate is about ve times the corresponding
arrival rate of write operations. In this investigation, it was veri ed that,
in order to satisfy such high availability requirements, a minimum of 10
copies (qr=4 and qw=7) are needed in the voting scheme, while the grid
protocol needs at least 30 copies (organized into a 6  5 grid with qr=5
and qw=10). Although more copies are required in order to the grid
protocol to achieve the same level of availability as the voting scheme, the
load sharing feature of the grid protocol provides a signi cant decrease in
system response time. It was also shown in [10] that the voting scheme
can not achieve this same level of load sharing even by increasing the
number of copies.
With the HQC and HQC+ protocols, the minimum data availability
required in [10], if we consider the same node reliability of 0:95, is already
achieved starting from hierarchy con gurations with 14 copies of the
replicated data. Table 1 shows all cases, for the HQC, grid and HQC+
protocols, up to 30 copies, in which these minimum data availability
requirements are satis ed with the best relations between quorums size
and the total number of copies. Notice that these quorums relations,
for all entries of table 1 and for each one of the three protocols, are
smaller than the minimum possible quorums relations, with the same
number of copies, in the voting scheme. The HQC+ protocol, however,
having greater exibility to de ne quorums, achieves quorums smaller
than those achieved by the original HQC protocol. Notice also that all
hierarchy con gurations in table 1 used by the HQC+ protocol can not
be used by the HQC protocol, since at least one of their levels violates
restriction ri < li =2 + 1. An additional observation is that with 30
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Number of
Copies
Protocol
14
HQC
HQC+
16
HQC
HQC+
18
HQC
HQC+
20
HQC
HQC+
22
HQC
HQC+
24
HQC
HQC+
25
HQC
HQC+
26
HQC
HQC+
27
HQC
HQC+
28
HQC
HQC+
30
HQC
Grid
HQC+

l1

l
l2
i

7 2
7 2
4 4
4 4
3 3
2 3
5 4
4 5
11 2
2 11
4 3
3 8
5 5
5 5
13 2
13 2
3 3
3 9
7 4
2 7
5 3
6 5
3 10

l3

r
r1 r2 r3

2
3

1
1

2

3
2
2

i

4
2
2
3
2
1
2
3
4
2
2
3
3
4
5
3
2
3
4
2
3
1
3

1
2
2
1
2
3
2
1
1
2
2
1
2
1
1
2
2
1
1
1
2
5
1

1

1
2
1

qr qw
4 8
4 8
4 9
3 9
4 8
3 8
4 12
3 11
4 16
4 12
4 12
3 10
6 12
4 12
5 18
6 14
4 12
3 11
4 16
4 10
6 12
5 10
3 12

Table 1: Number of copies and hierarchy con gurations that provides
minimum availability requirements in the HQC, grid and HQC+ protocols.
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copies, if we consider the frequency of read operations much higher than
the frequency of write operations, the best quorums are obtained by
the HQC+ protocol (qr=3 and qw=12) | in contrast with qr=5 and
qw=10 of the grid protocol, and with qr=6 and qw=12 of the HQC
protocol (quorums of exactly these size, 3 and 12, are obtained by the
grid protocol if it uses a 10  3 grid; nevertheless, such structure does
not permit that the grid protocol achieves the minimum data availability
required for write operations).

7 Conclusions
This paper extended the hierarchical quorums consensus (HQC) protocol
proposed in [14] adding the blind-write operation to the read and write
operations normally performed on replicated data, and by presenting
a new way to de ne quorums over the hierarchical logical structure.
This extension, called extended hierarchical quorum consensus (HQC+),
provided greater exibility to de ne quorums even under high availability
constrains, making possible that smaller quorums be reached and, as a
consequence, better system response time be achieved.
Moreover, the HQC+ protocol turned out to be a generalization of
all static protocols that use a logical grid structure to control replicated
data, including the simple voting protocol and the HQC protocol itself.
In fact, we argue that any protocol that forms quorums by organizing
copies into a symmetrical logical structure, i.e., a structure in which
copies have the same responsibility in controlling the replicated data
(which is not the case of the tree quorum protocol proposed in [4]), can
be seen as a special instance of the HQC+ protocol.
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