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Abstract

Pairing-based Cryptography has enabled a wide range
of cryptographic schemes. This work discusses these
schemes in the context of wireless sensor networks. To our
knowledge, ours is the first work to address this subject.

1 Introduction

Wireless sensor networks (WSNs) [7] are ad hoc net-
works comprised mainly of small sensor nodes with limited
resources and one or more base stations (BSs). They are
used for monitoring purposes, providing information about
the area being monitored to the rest of the system. When
embedded in critical applications, WSNs are likely to be at-
tacked [18] and it is thus crucial to devise security solutions
particularly tailored to their needs.

Until recently, security solutions for WSNs relied on
symmetric encryption algorithms (e.g., RC5 [15] and Skip-
Jack [10]) to provide properties such as authentication
and confidentiality since, due to their resource constraints,
nodes cannot afford to use conventional algorithms of Pub-
lic Key Cryptography (PKC) (e.g. RSA/DSA).

Although more efficient, symmetric cryptosystems have
some drawbacks. Firstly, nodes face thekey agreement
problem, i.e., they must decide on a shared key to commu-
nicate securely. This problem is even worse in WSNs due
to the open and unattended environments where nodes are
commonly deployed [18]. Further, the ideal level of security
in these cryptosystems is achieved by using pairwise keys.
However, this scheme is not scalable and thus is inadequate
for WSNs which may comprise thousands of nodes. Finally,
symmetric cryptosystems do not provide nonrepudiation.

To address some of theses drawbacks, a number of key
predistribution schemes have been proposed (e.g., [6, 13,
19]). Although effective in trying to achieve a good trade-
off between resource consumption and resiliency, these pro-
posals eventually incur some degree of overhead.

LEAP [19], perhaps the most efficient proposal, allows
a pairwise key agreement protocol between neighboring
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nodes using only symmetric primitives. However, LEAP
has also drawbacks. Firstly, LEAP assumes that a predis-
tributed key shared among all nodes will not be disclosed
during thet initial time units of the network operation. Sec-
ondly, LEAP assumes that once this key is erased, it can-
not be recovered from memory. According to Anderson
and Kuhn’s work [1], however, this is not always the case.
Lastly, LEAP does not provide digital authentication and
repudiation of messages is still possible.

Today, motivated by this vulnerabilities, the cryptogra-
phy community in WSNs has been investigating more ef-
ficient techniques of PKC. By using Elliptic Curve Cryp-
tography (ECC [14, 12]), for example, it has been shown
(e.g., [8]) that PKC is indeed feasible in WSNs since ECC
consumes considerably less resources than conventional
PKC, for a given security level.

However, in order to use effectively ECC in WSNs, it
is first necessary to enable authentication of public keys.
Otherwise, the network shall be vulnerable toman-in-
the-middleattacks. Public key authentication is usually
achieved by means of a Public Key Infra-structure (PKI),
which issues certificates and requires users to store, ex-
change, and verify them. These operations, in turn, incur
high overheads of storage, communication, and computa-
tion and, as a result, are inadequate for WSNs [5].

Identity-Based Cryptography (IBC) [17] is an exception
where an information that uniquely identifies users (e.g. IP
or email addresses) can be used to both exchange keys and
encrypt data, and thus PKI is unnecessary. Although the
notion of IBC dates from Shamir’s original work [17], it
only has become truly practical with the advent on Pairing-
Based Cryptography (PBC) [16, 9, 3]. Next Section, we
briefly describe the benefits of PBC in the context of WSNs.

2 Applying PBC to WSNs

With the advent of more powerful classes of nodes (e.g.,
Imotes[11]) it has become possible to use PBC in the con-
text of WSNs. In addition, because PBC has become more
and more efficient (e.g., [2]), we believe that it will be soon
enabled in a wide range of nodes platforms. In the follow-
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ing, we list some PBC applications and argue why they are
interesting in the context of WSNs.

• Identity-Based Non-Interactive Key Distribution:in
WSNs, nodes often become unavailable, leave, or en-
ter the network. An identity-based non-interactive
key distribution scheme (e.g., [16]), where parties can
“noninteractively” decide on a shared key without us-
ing a PKI, would be very useful if applied to WSNs.

• Multi-Party Key Agreement:hierarchical WSNs are
organized into clusters and often nodes have to (se-
curely) exchange information among the other mem-
bers of the cluster. Multi-party key agreement pro-
tocols (e.g. [9]) establish a shared key among multi-
ple participants with less rounds than traditional key
agreement protocols and would make this procedure
faster and more efficient in WSNs.

• Identity-Based Encryption (IBE):today, IBE schemes
from PBC (e.g. [3]) seem to be the only truly practi-
cal mean of providing public-key encryption in WSNs
since they do not require a PKI. Instead, they employ
users’ identification (e.g., nodeid) as public keys.

• Short Signatures:WSNs have strong bandwidth con-
straints and thus require short signatures. Short signa-
ture schemes from PBC (e.g. [4]) offer signatures on
the order of 160 bits for a level of security similar to
that of 320-bit DSA signatures.

Having said this, we argue that PBC is not only ideal for
WSNs, but vice-versa as well. For example, IBC schemes
require an unconditionally trusted entity to issue users’ pri-
vate keys. WSNs, however, posses intrinsically such an en-
tity, i.e., the BS. An additional requirement is that the keys
must be delivered over confidential and authentic channels
to users, which in turn imposes a communication overhead.
In most of the WSN applications, however, node’s private
keys would be distributedoffline, i.e., they would be gen-
erated and loaded directly into nodes. And finally, even
statickeys generated with Sakai et al’s pioneering work on
PBC [16] – inadequate for the vast majority of applications
– can be used to derive encryption keys in WSNs. Due to
the short lifetime of the network, a single key is enough for
most of the WSN applications.
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