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ABSTRACT

Geographic information is present in our daily lives. This
pervasiveness is also at the origin of several problems, in-
cluding heterogeneity — given its widespread demand, geo-
referenced data are collected daily in huge volumes, by very
many independent organizations and people, with varying
(or even non-existing) quality and reliability criteria. This,
in turn, affects the quality and trustworthiness of the results
obtained from processing geographic information. Most ef-
forts to improve this situation concentrate on establishing
data collection and curation standards, and quality meta-
data. This paper extends these efforts by presenting an ap-
proach to assess quality of geospatial data based on prove-
nance, i.e. the history of the origins and transformation
processes applied to a given data source. This approach
combines features provided by the Open Provenance Model
(OPM) and geographic metadata standards. We illustrate
our approach with a case study in agriculture.
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1. INTRODUCTION

Scientists from several domains (e.g., environmental scien-
ces, agriculture, social sciences) are using different kinds of
techniques and methodologies to capture, produce, process
and analyze a huge volume of georeferenced data. This has
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given rise to demands that require new computational tools
to systematically tackle the challenges posed by distributed
and heterogeneous data sources, storage strategies, transfer
mechanisms, among others.

Regardless of the application domain, data collected are ma-
nipulated by a wide range of users, with distinct research
interests, using their own vocabularies, work methodologies,
models, and sampling needs. In particular there is a huge
effort to improve the means and methodologies to capture,
process and disseminate geospatial data. Such data are pro-
duced applying several methods, using a variety of devices
and from different sources. This information, when ade-
quately described and documented, would help end-users to
assess the trustworthiness of an analysis process or a report,
and understand the activities associated with in studies in-
volving a given data source [23].

The tracking of historical information concerning a data set
is also known as data provenance [25]. Data provenance
is often seen as a kind of metadata used to describe the
derivation history of a data product [30]. It represents the
who, what, when, where, why and how associated with a
resource. In the scientific community, data provenance has
become a basis to determine the authorship, data quality,
and to allow the reproducibility of findings [30]. Research
on provenance has merited special attention in the context
of scientific workflows dealing with a large volume of data
and domains like biology, bioinformatics or chemistry [32,
35].

Data provenance in the geospatial domain has been a re-
search topic for a long time - e.g., the work of Lanter [20].
A recent example of this interest is presented by Yue et al.
[38], who use metadata to capture data provenance when
geospatial data are produced in a service-oriented environ-
ment. However, these solutions do not highlight issues of
quality in their models. As mentioned by [8] and [30], data
provenance can help determine data quality. Our work goes
a step further, presenting a model to bridge the gap be-
tween provenance and quality of geospatial data. Our so-
lution takes advantage of features provided by the Open
Provenance Model (OPM) and FGDC geographic metadata
standards [14].



The main contributions of our work are therefore: (1) the
proposal of a data quality model based on provenance infor-
mation to help in the assessment of geospatial data prod-
ucts and (2) the definition of metadata elements which will
be used to evaluate the quality of geospatial data sources in
agriculture. The rest of this paper is organized as follows.
Section 2 presents some challenges of data provenance in
the geospatial domain. Section 3 describes our provenance
model, giving details of its structure. Section 4 describes a
case study in agriculture. Section 5 contrasts our proposal
with related work. Finally, section 6 describes conclusions
and future work.

2. GEOSPATIAL DATA PROVENANCE

In a broad sense, data provenance can be defined as “the
place or source of origin where something was created or
collected along with the records of their activities during
the course of ownership.”*. Provenance and traceability are
therefore intimately associated. Distinct scientific commu-
nities instantiated the notion of provenance differently. For
instance, database researchers defined it as the description of
where a piece of data came from and the process by which it
arrived in the database [9]. For the scientific workflow com-
munity, data provenance or workflow provenance describes
the entire history of the derivation of the final output of a
workflow [15]. These two definitions lead to Tan’s [31] char-
acterization of granularities of provenance: coarse-grained
and fine-grained. Coarse-grained provenance refers to work-
flows, and fine-grained provenance is related to a dataset in
a database. Process provenance is also often associated with
workflow execution [7].

FGDC [14] and ISO [18] standards have included data prove-
nance in the geospatial data quality section. The FGDC
metadata standard, for example, uses the field lineage to de-
scribe the information about the events, parameters, source
data and responsible entities that participated in the con-
struction of a data set. Yue and He [39] define data prove-
nance as the processing history of a geospatial product. In
our work we follow the same definition.

In order to tackle the problem of representing the prove-
nance of geospatial data, we must consider its peculiarities.
Furthermore, even primary data sources undergo cleaning
and curation procedures - e.g., a temperature sensor time
series may have outliers eliminated, or a satellite image may
have undergone filtering processes. Secondary and derived
data sources pose even more problems, since they result from
specific combinations of merging data, analysis procedures
and expert interpretations. For instance, a given erosion
map is the result of combining data on soil, vegetation, land
use, using algorithms defined by experts in this combina-
tion, and then applying weights to distinct areas according
to experts’ experience, needs or goals. Soil and land use
data themselves may be obtained through analysis of other
data, and so on.

These successive analysis, merging and fusion steps may in-
troduce errors that will be propagated and enhanced. Per-
haps the most complex issue is the fact that geospatial data
are very dependent on the usage context - in particular, its
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dependence on space and time. Here, since we use prove-
nance to assess quality, we point out that a common defi-
nition of quality is “fitness of use”. So, how can we attack
the problem of handling provenance, and its dependence on
context?

The representation of data provenance requires the devel-
opment and implementation of a provenance model. We
argue that although a model should be tailored to its own
needs, it should follow standards which allow its interop-
erability with other systems [25]. Furthermore, since we
are working in the geospatial domain, this model must take
into account the spatial and temporal elements and the re-
lationships among them [37, 38, 39]. The strategy to store
provenance information is important to its scalability [30].
Since data provenance can be seen as a kind of metadata,
it could be stored in a metadata catalogue. Another possi-
bility is to store data provenance in a provenance repository
as proposed in [24]. To disseminate geospatial data prove-
nance we can use services provided by the Open Geospatial
Consortium (OGC) [26] as described in [39].

3. PROVENANCE MODEL

Our work combines characteristics provided by the Open
Provenance Model (OPM) [25] and quality elements from
FGDC’s [14] geospatial metadata standard. Provenance in
OPM is represented by provenance graphs. A provenance
graph (also called causality graph) is a directed acyclic graph
which represents causal dependencies among entities. Since
OPM does not specify the metadata or internal represen-
tation that systems have to adopt to manage provenance,
it is up to each domain to adapt the model. In our case,
this adaptation comes from the FGDC standard. Although
the proposed model is based on the OPM model, we added
our own characteristics taking into account the geospatial
domain we are working in and that our model highlights the
assessment of data quality.

3.1 Model overview

The basic premise of our work is that geographic informa-
tion needs to have elements which allow to know whether
the data is reliable, so that it can be consumed. Our second
premise is that, once data provenance can be used to esti-
mate data quality [16], we can use provenance as a means to
assess reliability. In the geospatial context, several aspects
need to be taken into account when it concerns quality and
reliability. To make sure data are useful, we need to provide
means to trace the origins of a data source, i.e. to link it
with its past. For instance, if the product is a map we need
to face qualitative (e.g., mapping methodologies) and quan-
titative (e.g, resolution) factors. Furthermore, we need to
know what is the level of reliability of the entities involved
in the data collection and analysis activities.

To alleviate these problems, we designed a model to record
the provenance of geospatial data. Our objective is to pro-
vide a means to assess and store quality elements. Our
research considers the trustworthiness of source and tem-
porality dimensions of data quality proposed in [21] and
also studied in [29]. Trustworthiness of sources refers to
the degree of confidence of who created or made available
the data. Temporality of data includes valid and transaction
time (i.e., when). Unlike the work described by [29], where



only numeric data values are considered, we also include
data such as maps, satellite images, remote data sensing
products, data from official providers, among others. Be-
sides who (trustworthiness) and when, we also need to cap-
ture the location where a event has happened, i.e where.

Figure 1 illustrates our provenance data model using the
entity relationship notation. The part in bold comes from
OPM, the next was added by us. The basic pieces of the
model are Artifact, Process and Agent. While the Artifact
entity concerns the geospatial data products, the Process
entity deals with the processes that generated an Artifact.
Finally, the Agent entity is in charge of to execute processes
or to provided artifacts. In our model, trust criteria are
associated to an artifact and an agent. At this point of this
research, we use values ranging from 0 to 1.

Artifact, Process and Agent entities are elements imported
from OPM [25]. In the OPM an artifact is considered as
a physical object (e.g., a book) or a digital representation
(e.gA7 a dataset) in a computer system. A process represents
activities or actions performed resulting in new artifacts.
An agent represents entities controlling the process. Exam-
ples of artifacts in this work are a remote sensing image or
the level of erosion derived from analysis of this image. An
Artifact can be provided by an Agent, for example, an of-
ficial institution like Brazil’s National Geographic Institute
(IBGE) [1] or may be the result the execution of a process.
A Process is controlled by an Agent and it also might trigger
subprocesses.

In our model we consider that at a specific time a process
can have several inputs, but can only generate one outcome.
In the context of provenance, valid and transaction time
are concepts explored by Prat and Madnick [29]. According
to them, transaction time can be the timestamp of when
a process was run or a time which is attached to a result.
This extends the standard definition of transaction time in
temporal databases, which is defined by the system clock
when a data item is stored [19]. On the other hand, valid
time follows the temporal database definition: it is the time
(instant or interval) when the fact is true in a specific context
[19]. In the geospatial domain, it is important to know how
old a data source is because, in some cases, the usefulness
and quality of a source decays with age. Therefore, Valid
time in the model concerns an Artifact and Transaction time
concerns a Process. We follow these definitions to adapt to
the geospatial context.

URL Address links an Artifact to its location in a database
or directory file. We assume that data related to geographic
coordinates or another kind of spatial features are stored
in spatial repositories provided by an Agent. Measure cri-
teria about data quality have been taken from the FGDC
metadata standard [14] and linked to an Artifact.

An Agent uses and applies some methodologies according
to the domain where it works. The grade of trust (Trust
Grade) of an Agent depends on issues such as: is it an of-
ficial source, what is the reputation of this provider, is it
an academic research group, among others. This scenario
shows that assigning a confidence value to an agent can be
very subjective. Another issue is related to granularity. This

is a real concern that we will face in a future refinement of
the model.

3.2  Quality elements

FGDC [14] provides a set of terms to document digital geo-
spatial data. This specification is composed by seven main
sections of metadata and three support sections. The main
sections contain information about identification, data qual-
ity, spatial data organization, spatial reference organization,
entity and attribute, distribution information and metadata
reference. Support sections contain information on citation,
time period of content and contact.

Although there are several metadata criteria related to the
quality section in FGDC, a full description using all fields
from this section may be too long. Hence, we selected the
most relevant parts of this section, taking into account the
extensive experience in agricultural planning and monitor-
ing based on processing remote sensing sources (satellite im-
ages). These parts are: positional accuracy, logical consis-
tency, completeness and attribute accuracy.

e Positional accuracy refers to the accuracy of the posi-
tions of spatial objects.

e Logical consistency indicates the fidelity of relation-
ships in the data set and tests used.

e Completeness is information about omissions, selec-
tion criteria, generalization, definitions used, and other
rules used to derive a data set.

e Attribute accuracy indicates how thoroughly and cor-
rectly the features in the data set are described.

It is important to notice that although these are the first
metadata elements that we selected to study, we can add
other elements (e.g., coverage, horizontal accuracy, etc) that
complement them. Each of these criteria must be assigned
quantifiers, i.e. a value obtained from the computing of qual-
ity of the attributes related to the Artifact. However, tuning
these quantifiers is not a trivial work and depends on the us-
age for which the Artifact is intended. As a first step, we
begin by assigning trust values ranging from 1 to 0 to the
Agent. This means that the higher the trust value is, the
most reliable an Agent is. This is not the first work that uses
this kind of values, trustworthiness in an Agent is studied
in [29]. Unlike that work, we can get trust values from our
domain experts.

4. CASE STUDY

This section presents a case study that concerns the use of
our provenance model, showing how it supports the assess-
ment of data quality.

4.1 Problem Overview

The case study concerns the creation of a map (the geospa-
tial product) showing the agricultural mapping for coffee
in a given region. The main data sources for this product
are remote sensing images. Remote sensing images provide
information about the geography and characteristics of an
area. They might be acquired from providers like SPOT
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Figure 1: The provenance model

image [4], an official provider who has permission to com-
mercialize SPOT satellite images. Technical documentation
and confidence level - e.g., accuracy, scale, and others - re-
lated to the image acquisition are described in the manual
Accuracy and Coverage combined®. In order for images to
allow an easy identification of coffee areas or others - e.g.,
forest, roads, etc -, these images are submitted to several
processes, for example, to improve their visual appearance
or accuracy. Furthermore, a human operator is in charge of
image interpretation - e.g., in our case mapping coffee areas
- with or without help of special software procedures (e.g.,
using machine learning techniques) [13]. All these activities
are performed by users with a high level of knowledge. At
the end, a map with the areas of coffee is obtained. Experts
can use this map for crop monitoring, to identify regions
with problems, for yield forecast analysis, among others. In
some cases, official agencies provide documentation about
the procedures and methodologies applied to process the
image to obtain the desired product.

4.2 Instantiating the model

Let us now apply our model to this case study. In general,
quality issues about an image, the Artifact, are related to
textual documentation concerning the activities performed
to produce it. Although the documentation is a huge effort
to give historical information about how a data product was
derived, we believe that this can be restrictive. Informa-
tion contained only in documents does not facilitate content
discovery. Moreover, these documents will not enable to an-
swer user queries in a timely manner. In this context, the
only way to know whether a data source is reliable or not is
looking for this documentation and reading all the informa-
tion. Local data providers (e.g., NASA [2], or INPE [3]) the
equivalent agency in Brazil) attach quality metadata to im-

http://brasil.spotimage.com/web/pt/1910-imagens-
spot.php

ages, thereby partially solving this problem, since this can
be queried electronically. However, these metadata fields
do not describe the entire process for producing an artifact.
Our provenance model attempts to address these gaps.

Figure 2 presents a high level view of the workflow that
generates the final map. It shows that the input SPOT
image goes through two processing steps, performed by the
CEPAGRI agent. The first step concerns corrections and
the second the creation of the product.

eo-reference
-Orto-reference
Apply contrast
image

-Digital analysis
Visual analysis

SPOT
image

= o]

CEPAGRI CEPAGRI

Preprocessed
map

Figure 2: Map process generation

We start by identifying artifacts (an image, but also the fi-
nal product), processes and agents, and assigning trust val-
ues. For instance, in the agriculture domain an Agent can
be represented by the Agriculture Research Center at UNI-
CAMP (CEPAGRI®). Since CEPAGRI has long-standing
procedures for processing remote sensing images, the trust
value assigned to it should be 1. CEPAGRI is in charge of
mapping coffee crop areas. The elaboration of this product
involves several activities such as geo-reference, visual and

3http://www.cpa.unicamp.br/



digital analysis, among others (see figure 2). These processes
can be performed using image analysis tools like ENVI [5].
A process has a transaction time which is the execution time
when a process or set of processes were started to generate
a data product. In this paper we are only considering pro-
cesses that were fully executed. Here, the Valid time for a
coffee crop map is the range of dates related to a period of
time since it was generated.

Accuracy is widely used in the geospatial domain to measure
the degree of closeness of measured values - e.g., coordinates
- with the real value. Hence, this is a kind of information
that can be acquired by the experts. In our context, the
identification of coffee areas took into account the accuracy
obtained using the Kappa index [10]. This is a statistic index
which measures the quality of thematic maps. Therefore, we
can use the Kappa index as a reference to assign the “Com-
pleteness” measure criterion. The higher the Kappa index is,
the higher the value that will be assigned to “Completeness”
criterion. Table 1 shows a simplified example of database en-
tries concerning Artifacts with some of its attributes. The
attribute id identifies an artifact. The artifact’s name is
recorded by the attribute name. References to the physical
location and valid time are identified by idURL and id VTime
respectively. Here, Valid Time is an interval. Attributes of
Measure Criteria such as measure_name and measure_value
are shown in table 2. Table 3 represents the allocation of a
criterion to the artifact. For instance, it shows that Artifact
A2 (coffee_crop_map) is linked to criterion C1. Here, at the
end, whoever uses the final map to analyze coffee crop re-
gions will know that its completeness is 0.8, and that it is
valid only in an interval time t3-t7.

When an artifact is a data value, for example a productivity
index, it is necessary to consider new measure criteria. In
order to cover this issue, we follow the approach described
in [29], where a value of 1 is assigned when a data value is
inside a range of values, and 0 if it is outside.

Table 1: Table Artifact

id name idURL | idVTime
Al SPOT_image urlls t1-th
A2 | coffee_crop_map urll2 t3-t7

Table 2: Table Measure Criteria

id | measure_name | measure_value
C1 Completeness 0.8

Table 3: Table Artifact_assigned_Criteria

id | idArt | idMCriteria
S1 A2 C1

S. RELATED WORK

Management (and definition) of geospatial data provenance
is a not a trivial task. There are many specific concerns re-

lated to user heterogeneity, volume of data and complex pro-
cessing steps used by systems to produce information. An
early study on provenance in GIS is [20]. The author devel-
oped a meta-database system for tracking the input-output
relationships between map layers and frames from spatial
data sets. Another work is Geo-Opera [6], which supports
the tracking of geospatial analysis history in a workflow sys-
tem.

Pastorello et al. [27] describe a framework to support docu-
mentation of cooperative environmental planning activities
on the Web. Documents generated and processes (work-
flows) executed during environmental planning are linked to
each other and associated with geographical metadata and
domain ontology terms. Hence, documents record prove-
nance in three different aspects: what, how and why. An-
other effort to manage the what, how and why in coopera-
tive work is presented by Voisard et al. [36]. Contrary to
[27], these authors use a database supported by a version
mechanism to manage those information.

An approach to record the provenance of spatial data to-
gether with the analysis of its derivation history is presented
in Wang et al. [37]. They use the OPM model to handle
spatial data provenance. In our work we also use OPM to
develop a provenance model, but contrary to [37] where the
main concern are spatial regions, we can cover any geospatial
data sources, regardless of spatial extent (e.g., temperature
sensor time series).

Other examples of study of geospatial data provenance are
described in [34] and [38]. Tilmes and Fleig [34] discuss some
general concerns of provenance in the context of Earth data
processing systems. Yue et al. [38] have developed an ap-
proach to capture geospatial data provenance in the context
of geospatial Web services and geo-processing service chains.
In addition, the authors use metadata to automatically cap-
ture data provenance in the phase of process model instan-
tiation. Contrary to this work, our objective is to capture
how a data product (Artifact) from sources (also Artifacts)
was derived and to add measure criteria aiming to assess its
trustworthiness.

We combine OPM with FGDC standard. There are sev-
eral metadata standards that were designed to be applied to
specific domains. For instance, the Dublin Core Metadata
Initiative (DCMI) [12] is a standard for describing digital re-
sources, such as images, services, and physical objects. Ex-
amples of elements that can be used to describe provenance
information are: creator, contributor, source, publisher and
provenance. In biodiversity, Darwin Core (DwC) is a meta-
data standard specification to describe information about
the occurrence of species and the existence of specimens in
collections [33]. It specifies a long list of elements, some of
which can help to describe provenance - e.g., recorded By, as-
sociatedMedia, identified By, identificationReferences, identi-
ficationQualifier, among others.

In the geographic information context according to Prado
et al. [28] the more widely used metadata standards are
FGDC [14] and ISO 19115:2003 [18]. These standards allow
the textual description of geographic datasets. Although
both of these standards supply elements to assess the quality



of a data source, we chose the FGDC standard, since it is
open and easier to understand. We also take into account
the knowledge acquired from other research developed in
our laboratory using geospatial data [22]. Our solution uses
quality elements from FGDC to evaluate the trustworthiness
of a geospatial data product produced by several sources.
However, we are aware that we need to establish explicit
values of trust which allow to assess a data product. This is
a topic of discussion of ongoing work.

Work that addresses data quality as associated with prove-
nance issues is presented in [29], [11] and [17]. Prat and
Madnick [29] provide a solution to measure and compute
data believability based on the provenance of a data value.
The computation of believability has been structured into
three complex building blocks: metrics for assessing the be-
lievability of data sources, metrics for assessing the believ-
ability from process execution and global assessment of data
believability. Although this is a precise approach to compute
believability, the authors only measure the trustworthiness
of a numeric data value, which limits its applicability to
geospatial data.

Dai et al. [11] describe an approach to determine the trust-
worthiness of data integrity based on source providers and
intermediate agents. Another example is presented by Har-
tig and Zhao [17] who describe an approach to measure the
trustworthiness of data on the web based on the timeliness
of data.

To our knowledge, ours is the first work to develop a prove-
nance model to explicitly capture quality of data making
use of geographic metadata standards. Hence, it provides
the basis for measuring the reliability of geographical data
taking into account the providers and the processes that they
perform.

6. CONCLUSIONS

Geospatial data are a basis for decision making activities.
Common problems are related to how to document and
preserve processes that generate products ensuring repro-
ducibility; how to organize and integrate products; how to
share the findings and how to assess the quality of the geospa-
tial data results. Most efforts to improve this situation con-
centrate on establishing documentation about data capture,
methodologies, curation standards and quality metadata.

This paper presented and discussed an approach based on
data provenance for alleviating this problem. Our prove-
nance model take advantage of features provided by the
Open Provenance Model, which are being used by the sci-
entific community to instantiate their solutions. Further-
more, our model integrates concepts from the FGDC meta-
data standard that we will need for data quality assessment.
Taking this into account, we present the first steps to assign
weights to the trust criteria. A real case study in agricul-
ture was described, showing how the provenance-based data
quality model works.

As future work we intend to investigate techniques to com-
pute and assess the trustworthiness of data. Therefore, we
also need to study the best strategies to assign trust values
to the measure criteria. Another possibility that we need to

consider is to expand to other kinds of measure criteria. Fur-
thermore, granularity issues are not attacked in this paper,
and this is an important problem that we intend to explore
further.
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