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Abstract

In this paper, we attempt to provide an extensive and detailed summary of existing work in the area of Structured
Peer-to-Peer (P2P) systems resilience. Broadly speaking, resilience of a P2P system is the ability of the system to
defend against threats due to system dynamics (in terms of node joins and leaves) and malicious nodes. The coverage
in this paper includes resilience metrics, threats, approaches to analyze resilience and enhancements proposed to
individual system design features to enhance resilience. Specifically, we first discuss important design features of
popular structured P2P systems, the performance metrics and several possible threats and attack scenarios that
threaten the performance of structured P2P systems. We then provide a broad overview of approaches to analyze
resilience employed by researchers in this area. Following this, we describe an analytical approach developed
by us to analyze resilience of structured P2P systems. Our approach is Markov-Chain based and can be applied
to analyze systems with relatively stable size and uniformly distributed nodes. We then discuss the insights we
obtain on resilience using our analytical approach. Following in the same direction, we then discuss enhancements
to individual structured P2P system design features that have been proposed by researchers to increase overall
system resilience. We then discuss two of our enhancements, namely CAN-SW (CAN Small World) and RChord
(Reverse Chord) to enhance resilience of the CAN and Chord system respectively. Our approaches to design these

enhancements derive inspiration from the importance of redundancy and the richness in graph-theory.
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I. INTRODUCTION

Peer-to-Peer (P2P) systems are a new paradigm of communication systems in which all computers
are treated as equals or peers in the network. Individual computers may share hard drives, CD-ROM
drives, other storage devices, files etc. with the other computers on the network. This is different from
a client/server set-up in which most of the computers (clients) tend to share resources from one main
computer (the server). P2P systems have several advantages as follows and more. The system model is
inherently distributed. There is no need for huge servers and enormous indexing. Single point of failures
are eliminated due to the absence of dependencies on any specific server. Sharing of available content
does not require a publication step like creating a web page or uploading to a server. Anonymizing
the communication between the requester and provider is easier. The systems can be implemented with
localized security considerations and it is flexible to modify them.

Broadly speaking, there are two classes of P2P systems, namely unstructured and structured. Un-
structured systems like Gnutella [1], Kazaa [2] and Freenet [3] are constructed on the fly, without any
regularization on the connectivity among peers or the searching mechanism. Such networks are easier to
build and so is the maintenance (or the lack of it). Typically, new nodes randomly connect to existing
alive nodes in the network and the searching process for resources is flooding (called as Breadth First
Search) or iterative searching (called as Depth First search).

Another class of P2P systems is structured P2P systems [4], [5], [6], [7], where the system (comprising
of peers) follows a predetermined structure. This structure needs to be maintained by participating peer
nodes for correctness. Structured P2P systems typically use Distributed Hash Table functionality to assign
identifiers to nodes and the resources. Structured P2P systems enjoy efficient look-up mechanisms that
increase data availability and bound the time/ messages required to find available data.

It is envisaged that eventually millions of users will demand access to these systems. In such a situation,
it will be prohibitive to validate or constraint membership to such networks. This raises serious guestions

about the trustworthiness of nodes that join these networks along with the dynamics associated with the



membership (in terms of node joins and leaves). The P2P system should be able to operate in the presence
of malicious nodes and dynamics. That is, the system needs to be Resilient. Resilience of P2P systems
can be thought of as being impacted in two ways. The first is the resilience of P2P systems under node
failures. The second is the resilience of the P2P systems to attacks by malicious nodes.

In this paper, we will focus our attention on resilience of structured P2P systems under the presence of
node dynamics and attacks. We will first provide a brief introduction to the design features and performance
metrics of structured P2P systems followed by threats associated with structured P2P systems. We then
describe approaches to analyze the resilience of structured P2P systems followed by enhancements to
the design features of these systems to make them more resilient. Our discussions on the analysis and

enhancements will first provide with a survey of related work followed by our approaches to do the same.

Il. STRUCTURED P2P SYSTEMS AND THEIR THREATS
A. Structured P2P systems

Structured P2P systems, as the name suggests contains peer nodes arranged in a fixed structure.
Structured P2P systems use Distributed Hash Tables (DHT) for resource management and searching.
Typically DHT’s associate hash values (keys) with content or resources present in the system. Participants
in the system each store a small section of the contents of the hash table, improving load balancing and
searching. Secure hashes such as MD5 [8] and SHAL1 [9] are commonly used to assign collision free
identifiers to nodes and resources. What follows is a very brief background of four popular structured
P2P systems. For more details on these systems, interested readers can read the corresponding literature.

a) CAN: CAN [5] resembles a hypercube geometry. CAN uses a d-torus that is partitioned amongst
nodes such that every node owns a distinct zone within the space. As explained in CAN [5], a CAN node’s
identifier is a binary string representing its position in the space. For an N node system, when d = logN
L dimensions, the neighbor sets in CAN are exactly those of a log/N- dimensional hypercube. Each node

has logN neighbors; neighbor i differs from the given node on only the ** bit. The distance between

*Unless otherwise specified, log N' denotes logaN.



two nodes is the number of bits on which their identifiers differ and routing works by greedy forwarding
to reduce this distance. Thus routing is effectively achieved by correcting bits on which forwarding node

).

b) Chord: Chord [4] is a distributed hash table storing key-value pairs. Keys are hashed into a circular

=

differs from the destination. The path length in CAN scales as O(%n

N-bit identifier space [0; 2") (identifiers on the circle are imagined as being arranged in increasing order
clockwise). Each node is assigned a unique identifier (id) drawn uniformly at random from this space,
and the distance from a node m to a node £ is the clockwise distance on the circle from m’s id to £’s id.
Each node m maintains a link to the closest node k that is at least distance 2¢ away, for each 0 < i < N.
The set of nodes forming a Chord network is known as a Chord ring. In Chord, a node can route to an
arbitrary destination in logN hops because the routing semantics in Chord at each hop cuts the distance
to the destination by half.

c) Pastry: In Pastry [6], nodes are responsible for keys that are the closest numerically (with the
keyspace considered as a circle similar to Chord). The neighbors consist of a Lea fSet, L, which is the
set of L closest nodes (half larger, half smaller) for correctness in routing. To achieve more efficiency,
Pastry has another set of neighbors spread in the key space. Routing consists of forwarding the query to
the neighboring node that has the longest shared prefix with key. In the event of node failures, Pastry
uses a repairment algorithm discussed in [6].

d) Tapestry : Tapestry [7] is an overlay location and routing infrastructure where the nodes maintain
the routing table called as neighbormaps. It routes along the nodes following the longest prefix routing
similar to the one in the CIDR IP address allocation architecture. The Tapestry location mechanism is
almost similar to the Plaxton location scheme [10] but has more semantic flexibility.

A host of other structured P2P systems have been designed. The Viceroy [11] algorithm emulates the
operation of a traditional Butterfly network. A constant routing state is maintained at each node and
routing is achieved in three stages; each in O(logN) steps towards the destination. The PRR [10] scheme

employs a tree based structure. Routing works greedily towards the destination by successively correcting



the highest order bits on which the forwarding node differs from the destination. The Kademlia [12]
system uses the numerical value of the Exclusive OR (XOR) as the routing distance between two nodes
and routing is through greedy forwarding.

The performance of any P2P system can be evaluated based on three metrics. They are (1) Data
Availability, (2) Resource Consumption and (3) Messaging Overhead. Data availability refers to the ability
of the system to locate the requested data correctly. One choice to quantify it is the Hit Ratio defined as the
ratio of the number of successful queries to the total number of queries generated. Resource consumption
during routing is estimated by measuring Hop Length and Latency. Hop length refers to the number of
peer to peer hops (not the number of hops at the network layer) taken by the system to locate a resource.
Most designs employing DHT functionality can locate available data within O(logN) hops for an N node
system. The Latency from the request to the response is the actual delay in time seen by the user. Systems
try to route messages based on proximity estimates to other peers in order to minimize the latency.

The third metric is the messaging overhead associated with system repair due to the inherent dynamics
associated with the nodes in terms of joining and leaving the network frequently. The system has to
update pointers that otherwise incorrectly point to lost or new data, update routing tables reflecting the
new changes, correctly route current queries. Structured P2P systems have to do more messaging in this
realm in order to maintain the structure, where as unstructured P2P systems do not handle dynamics with

the intention of repairing the system.

B. Threats

This section provides an overview of the threats associated with P2P systems. To clarify the reader, a
threat when implemented or executed by a node (typically malicious) becomes an attack. Threats can be
classified into two types Passive and Active. Passive threats occur due to inherent threats in the system and
not due to malicious participants while Active threats involve malicious nodes deliberately compromising
the system.

Passive threats in P2P systems are typically due to dynamics caused by frequent node failures and joins.



« Node failures: If preplanned node failures occur, content can be distributed across other nodes. But
if failures occur unexpectedly, existing content may be un-obtainable until the node restarts or some
replication mechanisms are in place.

« Node joins: Although node joins are useful in the sense that content can be made more available and
more distributed effectively, it comes at a cost of maintenance overhead that should be minimized.
This overhead depends on the number of nodes, the geometry of the system and the maintenance

protocol.

On the other hand, Active threats are due to the presence of malicious nodes. Such threats can be

further classified as follows.

« Routing Attacks: Malicious nodes present in the system can disrupt operations by not obeying the
routing logic. They can route to nodes farther than the destination with the intention of increasing
latencies or path length; they can drop queries compromising data availabilities; they may advertise
false routing table information to other nodes.

« Sybil Attacks: Malicious nodes may indulge in Sybil attacks [13] where a node masquerades itself
with identities of other nodes. If node identities are not certified, it is very easy for malicious nodes
to execute Sybil attacks. If some popular content is replicated, then the redundancy in the system
can be seriously compromised under Sybil attacks.

« Freeloading: In the realm of file sharing systems several works like [14], have shown the problem
of freeloading. A user (or node) is a P2P system is a freeloader, when it obtains content from other
users, but refuses to share its content to others. This results is significant imbalance in long term
operation and defeats the basic tenet of all users (or nodes) being peers.

« Miscellaneous Attacks: There are several other types of attacks possible. Malicious nodes can launch
Distributed Denial of Service (DDoS) attacks by bombarding a peer with queries. The intention is
to prevent that peer from providing service to other benign peers in the system. A malicious node

also can declare that a particular node X is the holder of a resource, when in fact node X may not



posses the resource. In other words, trusting one node to speak out for another node can be taken

advantage of by malicious nodes.

All of the above attacks can be orchestrated by one or more nodes separately. However when individual
attackers coordinate to conduct these attacks, the impacts can be severe. Typical scenarios of coordinated
attacks include the following; since all structured P2P systems follow a rigid structure, if the malicious
nodes locate themselves at strategic locations, performance can be significantly compromised; When a
new node joins a network, it can inadvertently contact a malicious node first. If a set of malicious nodes
form a parallel network among themselves, then this newly joined node can neither contribute nor enjoy

resources.

I1l. ANALYZING RESILIENCE OF STRUCTURED P2P SYSTEMS
A. A Survey

In broad terms, the resilience of a P2P system is its ability to maintain performance levels under the
presence of malicious nodes and dynamics. The better the performance is, the more resilient is the system.
In [15], a term called Static Resilience is defined as the ability of the P2P system to locate resources in
the period of transition between node failures and full recovery by the system. The importance of Static
Resilience is a measure of how quickly the recovery algorithm has to work. Systems with low Static
resilience need to have faster recovery algorithms rather that those with higher levels of static resilience.
Although Static Resilience is an important metric, it does not quantify the resilience in the presence of
malicious nodes that other works tries to address.

Typically there are three approaches to analyze P2P resilience. Some works focus on a general descrip-
tion of threats and attacks, their impacts on system resilience and optimizations to the system features.
Such works like [16], [15] use representative case studies and/ or simulations to study resilience. Another
class of works employs Graph-theoretic approaches to study resilience [15], [27], [18], [19]. All structured

P2P systems can be modeled as graphs and the richness of graph theory is employed to dissect the system’s



behavior and study its resilience. A third approach uses analytical methods to study resilience. Such works
like [17] mathematically model the P2P system behavior to obtain insights into its performance.

An introductory analysis on the impact of geometry on resilience of P2P systems on Resilience and
Proximity is presented in [15]. The authors dissect popular P2P systems in terms of their geometry,
flexibility in neighbor and route selection, and the actual routing algorithms used to locate resources.
Based on formal arguments and simulations, the authors highlight the importance of flexibility in Route
selection, the presence of sequential neighbors (neighbors to which one can route and be sure of making
progress towards all destinations), building routing tables based on proximity to enhance overall system
resilience. In the same vein, Sit and Morris [16] analyze security issues in p2p systems by specifying
several possible attacks scenarios and countermeasures.

Graph Theoretic approaches to analyze resilience are presented in [18], [19]. The P2P systems are
modeled as graphs and certain graph-theoretic properties like connectivity, diameter are analyzed. Based on
findings, the authors propose P2P systems based on classes of graphs that do possess desirable properties.

Some instances of such graphs are de Bruijn graphs [20], [18] and random graphs [19].

B. A Markov-chain based Analytical Approach

In this section, we will first describe our general approach to analyze resilience of structured P2P
systems. Following that, using a case study, we will discuss how to apply this approach to P2P systems
under node failures.

As we know in P2P systems during the data look-up process, a node forwards a query to the next node
based on its current routing table. The routing process can be modeled as a discrete absorbing Markov
chain:

« Define a stochastic process { X, : h =0,1,---}, where random variable X}, is the state of a message

forwarding during a routing process. Specifically, X, can be a “failure” state or the ID of the node

where the message is located after it is forwarded to the h-th hop 2.

2Here, we slightly abuse the notation of node id and the state



« The message is forwarded to the destination or dropped finally (“destination state” and “failure state”,

respectively). These two states are absorbing and the others are transient 2.

In the following, we will use the feature of the Markov chain to compute the average hit-ratio and the
average path length from any source to one specific destination node. We assume that in a P2P system,
each node has a unique id. In a system with n nodes, the nodes are named starting from 0 to n — 1.
Without loss of generality, we consider node 0 as a destination, and all other nodes 1,2,...,n — 1 as
sources. We define the state 7 ( = 0,1,...,n — 1) as the state when the message is at node . We denote
n as the “failure” state, i.e., if the message cannot be forwarded to any nodes in the system, it will be
dropped and virtually put into n. Obviously, 1,2,...,n — 1 are transient states and 0,n are absorbing
states.

We define the transition probability p; ; = Pr[X}, = j|X,—1 = i]. The matrix of transition probabilities

P = (pij)(n+1)x(n+1) Can be written P as

1 0---0 0
P=tv @ V|, (1)
0 0---0 1

where @ is an (n — 1) x (n — 1) matrix that delineates the transition rates between the transient states
1,2,...,n—1.U and V are (n — 1) x 1 column matrices that delineate the transition rates between the
transient states and the absorbing state 0 and n, respectively.

We define hit ratio a; ; to be the probability that a message is successfully forwarded from a transient
state (¢ =1,2,...,n—1) to an absorbing state j (s = 0,n), and average path length m, ; to be the average
number of steps for the corresponding successful forwarding. Computing these two values are nothing but
the absorbing probability problem and the mean first passage time problem respectively. Especially, for

the state 0, if we define A = (a0, a20,--.,an-10)" and M = (m19,ma, - .., Mn_1,0)>, Dy the analysis
3If message can retry after previous trials fail, we can model it as a discrete Markov chain with only one absorbing state (destination

state). The analysis is almost similar except that you must remove state n and replace p;,; with p; , on computing transition probabilities.
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in [21], we have*
A=(I-Q)7'U, M=(I-Q)'4)+A )

By (2), we can obtain the hit ratio and the average path length from transient state : (: = 1,2,...,n— 1)
to destination state j (5 = 0,n). Assuming that a source is uniformly randomly chosen, we have,
Theorem 1: The average hit ratio @ and the average hit path length /m for the algorithm sending message

from any source to the destination 0 are, respectively,

1 1
a=—("A+1), m=-71"M, (3)
n n

where A, M are defined in (2), and 7% = (1,1,...,1).

Based on (3), we can compute the hit ratio and the average path lengths to node 0 from any other
nodes. Recall that we made no assumption on node 0, and the derivation of the above formulae does
not use any particular feature of this node. Hence, the above formulae are applicable to any node i as
the destination. If the system is symmetric such that all nodes are equivalent in terms of looking up, the
results of formulae are automatically the hit ratio and the average path length of the system. If the system
is not symmetric, the overall performance can be obtained based on the above formulae and the specific
features of the system.

In the following, we will demonstrate how to use the above approach to analyze the resilience of
Structured P2P systems. Due to space limitations, we just discuss the case of node failures. Please refer
[22] for a discussion on resilience under attacks.

We can model node failures as follows: at some instant in time, to one node, say node i, its neighbors
may be up or down. Departure or failure of nodes will make some items currently in the routing tables
invalid. As defined in [17], there are two main kinds of neighbors: special neighbors (such as the successor
list in Chord and the Leaf Set in Pastry) and finger neighbors. To one node, we define 7, and 7, as the
probabilities that a special neighbor and a finger neighbor are in failure state in term of this node at some

point of time respectively (Generally 7, < 7).

‘Define Z = X + Y as z,; = x;,5/yi,; for any i, .
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The key to apply the Markov-chain based approach is computing the transition probability p; ; from
node ¢ to node ;5 for a given structured P2P system. For each node 7, we need to compute the individual
probability that node ¢ will forward the message directly to other node j. Obviously, if node j is not a
neighbor or itself, the probability of forwarding is 0. For all other nodes, the following steps need to be

taken to compute the transition probabilities:

« The set of neighbors, including special neighbors and finger neighbors are determined first. Recall
that these two types of neighbors have different failure probabilities.

« Then, the routing semantics specific to the given P2P system are followed to determine the probability
of forwarding to each neighbor. Different P2P systems have different routing policy. Care is taken

to make sure that the routing policy is honored.

In the following, we use CAN as an example to describe how to compute the transition probabilities.
Sylvia et.al [5] proposed CAN as a distributed infrastructure that provides hash table like functionality
on internet-like scales. It models the participating peers as zones in a d-dimensional toroidal space. Each
node is associated with a hyper-cubal region of this key space, and has only special neighbors, which are
the nodes associated with the adjoining hybercubes. Routing consists of forwarding to a neighbor that is
closer to the key(in the toroidal space). Let us compute the transition probability p; ; from node 7 to node
J:

« Given node 7, first, let us determine the neighbor set of node . Recall that the destination is defined
as 0. Define [(7) as the lattice distance from i to destination 0 and /(z, j) as the lattice distance from ¢
to j. Define N(i) = {¢' : I(s') = 1(¢s) — 1 Al(3,4') = 1}. N(¢) is the neighbor set of node 3. All nodes
in N(i) are special neighbors, and each is operational with probability ;. Their lattice distances
from node ¢ are same under our assumption.

« Having determined the neighbor set, let us discuss how to follow the routing semantics of CAN to
determine the forwarding probability of different neighbors. In CAN system, node ¢ can uniformly

choose one of the operational neighbors, and each node in N (i) will be chosen as the next hop with



probability (1 — 7@l

node %, with probability

12

|N1(i)‘. Now, if all the neighbors are down, the message will be dropped at
Pin = 7_1N(Z)

Therefore, for 1 =1,2,...,n — 1, we have

0, otherwise

(4)

We apply the above formulae to compute the average path length and the hit ratio for CAN, Chord,

Pastry and Tapestry systems, using MATLAB. We also ran simulation for the systems with the number

of nodes ranging from 64 to 4096. Here we only report the data of CAN and Pastry. Note that d is the

dimension number for CAN and [ is the leaf set size for Pastry. Note that there are no finger neighbors

for CAN system but there exist O(logn) finger neighbors for Pastry.
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neighbors and the finger neighbors for CAN and Pastry, respectively.> We have the following observations:

« Resilience to failures of finger neighbors: The average path length is very sensitive to the failure of
finger neighbors, but the average hit ratio is not, independent of the system model and the number of
special neighbors used. Hence, the finger neighbors have significant impact on resilience to failures
in terms of the average path length. For example, in the CAN system in Fig. 1(a), both the hit ratio
and the average path length remain constant as 5 changes for different dimensions, since there are
no finger neighbors in CAN; for Pastry, given different sizes of the leaf sets, the average hit ratio is
not sensitive to the change of 75, unlike the average path length which is very sensitive to such a
change.

« Resilience to failures of special neighbors: The average hit ratio is very sensitive to the failure of
special neighbors, but not the average path length, independent of the system model and the number of
special neighbors used. Hence, the special neighbors have significant impact on resilience to failures
in terms of the hit ratio. E.g., in Fig. 1(b), as =; increases, the average hit ratio for both CAN and
Pastry decreases for different number of special neighbors (i.e., 2d in CAN and L in Pastry), but the

average path length remains almost constant.

C. Discussions

An important advantage in using a Markov-Chain based approach is its ease of usage in the realm of
structured P2P systems. Once the transition probabilities are obtained, it is straightforward to calculate
the average path length and hit ratio. Another benefit is the potential ease with which other stochastic
theories can be incorporated to analyze other features of P2P systems.

A limitation of the Markov-chain based approach is that, currently it can only be applied to structured
P2P systems that are in a stable state. A P2P system may be in a stable state or not. By a stable system,
we mean a system which obeys the following two criteria: (1) Nodes are uniformly distributed in the

system. (2) The number of nodes in the system does not change much over time. It is true that a system

SGenerally speaking, 71 < 7. For the purpose of illustration, we also show the data in the case that 71 > 7o.
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may be in a unstable state due to an intensive attack on the system, or when nodes leave and join the
system dramatically. In most cases, a P2P system with DHT’s is stable due to the following reasons: (1)
To achieve load balancing, the P2P systems attempts to uniformly distribute the nodes in the system. A
uniform hash function is used by most systems to achieve this goal. (2) We know that in a P2P system,
individual nodes may dynamically leave and join. However, after the initial establishment phase, the
number of leaving nodes will match the number of joining nodes in which case the total number of nodes
in the system will not change much.

We emphasize here that our work is only a first step towards a generalized analytical approach to
analyze resilience of P2P systems. One interesting issue is how to extend our approach to analyse P2P

system that are dynamic (absence of a stable state).

IV. ENHANCING RESILIENCE OF STRUCTURED P2P SYSTEMS
A. A Survey

This section aims to provide a broad overview of several approaches each of which aim to improve
system resilience under failures and attacks. Some approaches exclusively focus on one performance
metric to improve while being oblivious to other metrics. Other approaches aim to optimize multiple
performance metrics at the same time. Two standard approaches (or methodologies) and some newly
emerging approaches that enhance P2P system resilience are described in the following.

1) Redundancy: Enhancing a system with redundancy is critical to the resilience of a P2P system.
This includes replication of content, redundant control (or maintenance)/ query messages, availability of
multiple routing choices.

The importance of redundancy to improve system resilience is highlighted in [23], [24], [16], [25],
[26]. In [24], [26], the problem of efficient storage mechanisms for the data in order to provide high
reliabilities is addressed. The authors propose a set of dedicated servers with replication to store content

to improve availability. They validate their claim by demonstrating that eventually bandwidth, and not
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disk space will be the bottleneck for the P2P applications. Similarly, Sit and Morris [16] highlight the
importance of content replication under the threat of freeloading and DDoS attacks. Sufficient replication
and avoiding single points of failure is their solution. The authors argue for randomizing the replication
both virtually and geographically. Such randomization will also alleviate the effects of coordinated attacks
on the system.

The resilience of Tapestry and Pastry is shown to significantly increase under attacks and failures when
there are redundancies in control messages and routing paths [23]. Specifically, the authors show that
for an N node system by maintaining an additional log N overhead in routing table and an additional
log N communication overhead (apart from the state currently maintained), data availability significantly
increases under failures and malicious nodes. The attack model in this paper typically involves fail stop
models, where nodes fail to respond abruptly (node failures). Apart from this, malicious can also generate
’incorrect” messages (routing attacks).

In [25], the authors advocate the use of redundant queries to different replicas to increase data availability
in the presence of malicious nodes. The idea is that multiple paths taken by multiple queries increases
the likelihood that at least one of the nodes chosen during each hop is non-malicious. Also the presence
of multiple routing paths naturally allows more choices for routing. For instance, nodes can route to the
nearest node in terms of network delay, thus decreasing latency. Obviously, in the P2P model, multiple
paths naturally translate to increases in content availability as one dead end does not mean that the message
cannot be routed correctly.

2) Graph Theoretic Approaches: Graph-theoretic approaches to analyze and enhance resilience have
been proposed in [15], [27], [18], [19]. The idea here is to introduce ’good’ features of graphs to
the structures of the P2P systems to improve their resilience. The following discusses graph-theoretic
approaches that have been proposed to enhance structured P2P systems resilience.

Topologies like Ring (E.g. Chord [4]) and Hybrid (E.g. Pastry [6]) naturally posses the feature of

sequential neighbors (Successor list in Chord and Leaf set in Pastry respectively). Sequential neighbors
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are neighbors to which one can route and be sure of making progress towards all destinations. In [15],
the importance of adding Sequential neighbors to enhance resilience is shown. Addition of these to the
various geometries that can accommodate this feature, significantly increases the hit ratio.

A new P2P structure based on optimal diameter de Bruijn graphs is presented in [18]. de Bruijn graphs
are those that are close to achieving the optimal diameter for a given graph. Typically, de Bruijn graphs
can achieve a diameter of D = log,, N, where N is number of nodes and % is the fixed node degree [20].
This drastic reduction in diameter achievable by de Bruijn graphs is the key motivation of [18]. For a
system with V = 10 nodes, Chord has a node degree and diamter equal to log/N = 20. On the other hand
with a fixed node degree k& = 20, de Bruijn graphs have diameter of log, N = 5. This implies improved
routing efficiency and better resilience properties.

In [27], the authors design a localizer algorithm that attempts to design the P2P system in such a way
that; it is reflective of the underlying topology in order to minimize load at the network layer; it maintains
connectivity among alive nodes in the system even under the presence of faults and dynamics; the cost of
using the overlay is distributed evenly among all participants. In a long term execution of this localizer
algorithm, the resultant topology is representative of the classical Erdos and Renyi model [28] that has
the properties that this paper addresses apart from the proximity requirement.

Saia et. al. defined a notion of e-dynamically strong fault-tolerance in [29] to describe the robustness of
CAN under massive targeted attacks in highly dynamic environments. A CAN network initially containing
N peers is e-dynamically strong fault-tolerant if, with high probability, all but an e fraction of the peers
in the CAN system can access all but an ¢ fraction of the data items during a period when a certain
number of peers polynomial in N are removed by an adversary. They then design a virtual CAN which is
e-dynamically strong fault-tolerant. The virtual CAN includes totally N virtual nodes. The virtual nodes
and the data items are mapped on the supernodes in a butterfly network of depth logN — log(logN) by
a set of hash functions.

An approach based on construction of Random Graphs, where points represent resource identifiers is
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presented in [19]. In this graph, the probability of a connection between two nodes depends only on the
distance between the nodes. The key principle employed by the authors is that in random graphs, failures
result is a smaller random graph that can be used to locate existing resources.

In [30], the small world model [31] is applied to enhance the routing performance of freenet which
is an unstructured P2P system. Inspired by this work, in [17] we augment the resilience of a structured
P2P system, i.e. CAN with this model. A network is said to exhibit the small-world phenomenon if,
roughly speaking, any two nodes in the network are likely to be connected through a short sequence of
intermediate nodes. One network construction that gives rise to small-world behavior is one in which each
node in the network knows its local neighbors, as well as randomly chosen remote nodes.

3) Miscellaneous Solutions: Apart from the above, other novel approaches using Cryptography and
Biological principles have also been proposed to improve resilience.

Sit and Morris [16] discuss the use of authentication and cryptography techniques to enhance system
resilience. They propose many attack scenarios. Their approaches to defend against attacks include;
assignment of keys to nodes to be done in a verifiable, trusted manner; the design of strong invariant
properties that are required to be maintained and verified during dynamics; authenticating the joining
process by a trusted authority; keeping track of the node activity by means of signatures and maintaining
a report of a node’s behavior to check for maliciousness.

In [25], the authors discuss the importance of; having a secure assignment of node identifiers; secure
routing table maintenance; and secure message forwarding. For securing the assignment of identifiers to
nodes, the authors propose a heavy weight and a light weight solution in the form of using a centralized
server to assign identifiers or ask individual nodes to solve crypto puzzles before being permitted into
the system. This approach also increases the security in forwarding. Stronger constraints on neighborship
and addition of trusted bootstrapping nodes will increase security in routing.

A recent paradigm of computation makes use of biological mechanisms [32], [33] to address problems

in computer science. In this framework a biological framework for realization of resilient P2P system
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is explored in [34]. Here the system model is distributed computing rather than purely file searching.
In this context, they model the system deriving inspiration from the Complex Adaptive Systems (CAS)
paradigm. The authors provide preliminary discussions on a very simple approach, the core idea of which
is as follows. The resources (computational) are modeled as nests and queries to find out resources are
modeled as ants. In a purely random fashion, ants traverse the network to find desirable nests. They
may also move computation from an overloaded nest to a non overloaded one. In such a manner, the
system is inherently fault tolerant, resilient to random failures of nests and self- organizing. However
many implementation details need to be analyzed before such models can be applied for making P2P
systems resilient. Nevertheless, biological mechanisms do provide an interesting area to explore in this

regard.

B. Enhancing Resilience of CAN and Chord

In the following, we describe our work in enhancing resilience of two structured P2P systems, namely
CAN and Chord.

1) CAN-SW: In [17], we apply the small-world model in CAN to form CAN-SW. In the basic CAN-SW
system, there are three key issues in the looking-up system: CAN-SW construction, routing mechanism,
and CAN-SW maintenance. In CAN-SW, we still follow the greedy routing mechanism. In each step, the
current message-holder chooses as the next hop a neighbor (either a local one or a remote one) that is
as close to the destination as possible, in the sense of lattice distance. The maintenance mechanisms are
almost same as those in CAN system. The only difference is that remote neighbor nodes have to be taken
into account in the same manner as local neighbors. In the following, we focus on CAN-SW construction.

In the original design of the CAN system, each node maintains as its set of neighbors, the IP addresses of
those nodes that hold coordinate zones adjoining its own zone. In our system, besides local neighbors, each
node will maintain an additional remote neighbor. The remote neighbor » of node « is chosen randomly
with probability «; ; = % where A =37, 1=4(,4"). In order to choose remote neighbors, we need

to know the size of system(i.e., the number of nodes/zones) and the topology of the base CAN. Due to
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the dynamics of the construction of CAN, the topology of the base CAN is not regular. For simplicity, we
assume that the topology is a d-torus. We can use the volume of individual zones to measure the system
size. For example, for node 7 associated with zone Z;, we define [Z;] as its volume. Now we know that the

overall system volume is 1. So the system size is estimated to be n ~ m?, where m? < 75 < (m +1)%.

Once n is known, based on node ¢, a remote point v can be generated with probability ¢; ;. Using the
routing and lookup mechanism, the remote zone where j is located can be found.

Note that the addition of a new node affects only a small number of existing nodes in a very small
locality of the coordinate space. The number of neighbors a node maintains depends only on the dimension
d of the coordinate space and the number of remote neighbors ©, and is independent of the total number
of nodes in the system. Thus, node insertion affects only O(d) existing nodes, which is important for
CAN-SW with huge numbers of nodes.

In [17], we apply the Markov-chain based approach to analyze the resilience of CAN-SW. We first
follow the step described before to compute the transition probabilities of CAN-SW and compute the
average path length and the hit ratio.

To compute p; ;, first, we consider the neighbors, especially the remote neighbors. Although small-world
model considers all remote neighbors as being generated initially, at random, we invoke the “Principle
of Deferred Decisions” —a common mechanism for analyzing randomized algorithms [14] — and assume
that the remote neighbors of a node 7 are generated only when the message first reaches j. We know that
the probability that ¢ choose j as remote neighbor is c; ; = 17%(i, j) %, where A = 3>, 17%(i, i'). Define
the set of remote neighbors that can be the next hop as B(i) = {i' : I(:') < 1(3) — 1} A(3,4") > 1}.
N@) ={d : (") = 1(i) — 1 Al(3,4") = 1} is defined as the set of local neighbors that can be the next
hop. Each node j € B(:) will be chosen as the next hop with probability (1 — 75)a; ;. If no remote
neighbor is available, a local neighbor must be chosen. Therefore, each node j € N(z) will be chosen as

the next hop with probability (1 — T{N(i)‘)m(l — (1 = 72) Tiena i) As we know, if all neighbors

630 far, we assume it is 1. In the extended version, it may be a constant number larger than 1
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are down, the message will be dropped at node i, hence 71" “/(1 — (1 — 1) Tye g ). Therefore, for

1=1,2,...,n—1, we have
( (1 — Tg)ai,j, j € B(’L)
_ NG 1
(=" way
Dij = o . (]_ — (1 — 7'2) EileB(Z’) ai,i’); j € N(Z) . (5)

Tl‘N(i”(l —(1—m) d.#eB(i) ®g), J=n

L 0, otherwise
We apply the above formula to compute the average path length and the hit ratio for CAN-SW and

compare it with CAN.
TABLE |

AVERAGE PATH LENGTH FOR CAN AND CAN-SW (d = 2)

n=64 | n=256 | n=1024 | n =4096

CAN 4 8 16 32

CAN-SW || 3.65 6.36 10.74 17.12

Table I illustrates the comparison between CAN-SW and CAN in terms of the average path length when
there is no failure in the system. We can clearly find that CAN-SW outperforms CAN. Particularly, the
improvement turns to be more significant as the number of nodes increases. We expect that the impact will
increase as the number of remote neighbors increases, however it will cost more maintenance overhead.

Fig. 2 illustrates the sensitivity of the average path length and the hit ratio to the failure probabilities
of the local neighbors (the special neighbors) (7;) and the remote neighbors (the finger neighbors) (73)
of different systems. It confirms the observation in Section I11-B that the average path length is sensitive
to the remote neighbors, while the hit ratio is sensitive to the local neighbors. Once 7 = 1, CAN-SW
becomes CAN. Fig. 2(a) (where 7 is fixed, and 75 — 1) shows that CAN-SW outperforms CAN both in
terms of hit ratio and the average path length.

2) RChord: Chord is susceptible to hostile routing attacks due to its uni-directional routing mechanism.

CAN and Pastry support bi-directional routing. Hence even if a query overshoots the destination, a benign
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Fig. 2. Resilience to failure of remote and local neighbors for CAN-SW

node will be able to correctly route it by backtracking to the destination in the case of CAN and Pastry,
but it is not possible in Chord. This prompts us to believe that Chord’s resilience can be greatly improved
by incorporating bi-directional routing. To enable bi-directional routing, in [35], we propose to add reverse
edges to Chord. The new Chord system is called RChord. Two important issues were addressed in: (1)
How to add the reverse edges to the routing table? (2) How to do routing with reverse edges?

One simple approach in adding reverse edges is to include the nodes which are the mirror nodes for
the nodes present in the routing table of a normal Chord node. Obviously, more reverse edges will lead
to better performance, however, it would introduce more overhead and redundancy among the edges. We
believe that significant performance improvement can be achieved only by adding a few reverse edges.
We focus on adding a constant number of reverse edges and propose several approaches to add them. We
broadly classify them as deterministic and randomized algorithms.

With deterministic algorithms, the nodes that the reverse edges point to are determined by some system
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parameters, for example, the system size. The way the current Chord system adds edges is deterministic.
That is, each node has a fixed set of neighbors located at predetermined distances relative to the nodes. We
design several deterministic algorithms: (1) The Mirror Algorithm (M): with this algorithm, the reverse
edges of a given node are mirrors of the fingers (the clock-wise edges in the original Chord system)
of that node in the system. (2) The Uniform Algorithm (U): Assume the number of reverse edges is a
constant number, say R. With this algorithm, the R reverse edges are distributed uniformly the space
of log scale. The whole space is logged into R sections; (3) The Local-Remote Combination Algorithm
(L-R): This algorithm attempts to follow the idea of cooperation between local edges (L)and remote edges
(R). We add some edges close to the current node, while add others at a remote distance. They are chosen
alternatively.

With the randomized algorithm, the local reverse neighbors are still selected following the same way
as algorithm L-R, however, the remote reverse neighbors are selected in random fashion. Specifically,
the probability of one node to be selected as the remote reverse neighbor is proportional to the distance
between the current node and that node. With this algorithm, the node which is far away from the current
node has higher probability to be chosen as a remote node. In this sense, the algorithm is similar to the
above deterministic local-remote combination algorithm. However, some nodes which are closer to the
current node also have some probability to be selected and so we expect the performance to be different
from the deterministic one.

The formal descriptions of the above algorithms are given in Figure 3.

We need to extend Chord’s routing algorithm to consider the reverse edges. Chord’s routing algorithm
is greedy. Upon receiving a request, a peer will pick a node among its neighbors which is closest to the
destination in the clock-wise direction. The algorithm is simple and robust. A simple extension is picking
the neighbor among the forward and reverse neighbors which is closest to the destination in any one of
the two directions. While the algorithm is simple, also compatible with the original algorithm, it is not

efficient [35]. The basic reason for that is the asymmetry between the clock-wise edges and the reverse
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Input:  the system size N (m = log V'), the number of reverse edges R, the current node id 4
Output: the reverse neighbors r, (k =0,...,R—1)
Mirror Algorithm:
rr, = (i — 2F) mod 2™, where k =0,...,R — 1.
Uniform Algorithm
r,, = (i — 2¥) mod 2™, where k = L%J, p=0,...,R—1.
Local-Remote Combination Algorithm
e = (i — 2%) mod 2™, where k = (m — 1 — | 2])(p mod 2) + [2](1—pmod 2), p=0,...,R—1.
Local-Remote Random Algorithm
rr, = (i — 2%) mod 2™, when k is even and less than R.

The probability of a node j to be r, (where k is odd and less than R) is,

Prob(j) = (i — j) mod 2/7/3~" g mod 2.

Fig. 3. Algorithms for Adding Reverse Edges for the Chord System

edges. We conclude that our extension should consider the asymmetry between the forward edges and the
reverse edges. Based on the above consideration, we design a routing algorithm which (1) is compatible
to the original Chord routing algorithm, (2) considers the cooperation between the forward and reverse
edges, and the difference in the routing capacity of the forward and reverse edges.

In [35], our analysis results show that the RChord system is much more resilient to routing attacks than

the original Chord system. Due to space limitations, we do not report data here.

C. Discussions

The two approaches we have proposed to enhance resilience basically are inspired from the ideas of
redundancy and the richness of graph theory.
The remote edges in the CAN-SW system and the reverse edges in the RChord system (both point to

neighbors added to the routing table at a node) are fundamentally added to the existing neighbor list at
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nodes in the system. That is, both increase the redundancy in terms of routing choices at each node when
forwarding a message. Under node failures or attacks, the new neighbors help in successfully routing
messages thus improving the system resilience in terms of Hit ratio.

However, while adding these new neighbors, we apply ideas in graph theory with the objective of
significantly improving system resilience. In CAN-SW, the remote edges are added randomly following
the small world model, while in RChord, a randomized remote edge adding algorithm was designed.
Randomly selected reverse edges will make it difficult even for a highly destructive attack to cause
extensive damage.

There are several directions to extend our work. For CAN-SW, the remote neighbor(s) can be added
considering several factors: (1) Load balancing: if each node constructs multiple remote neighbors inde-
pendently, the performance would improve due to better load balancing in the routing. However, this may
increase the overhead in system maintenance. (2) Considering the issue of popularity and importance of
a node, we can adjust the number of remote neighbors for each node by assigning relative weights to it.

It will be an interesting exercise to theoretically prove the features of our reverse edge adding algo-
rithms in our RChord system and hence derive an algorithm to add these edges that will give optimum

performance.

V. FINAL REMARKS

In this paper, we provided a detailed summary on the resilience of structured P2P systems under the
presence of node dynamics and attacks. We first provided a brief introduction to the design features
and performance metrics of structured P2P systems followed by threats associated with structured P2P
systems.

We then described approaches to analyze the resilience of structured P2P systems. Our discussions
on analysis first provided with a survey of related work. We then proposed our analytical approach to
analyze resilience of structured P2P systems under failures. The approach is Markov-chain based, and can

be applied to systems with relatively stable size and uniform distribution of nodes.



25

Finally, we discussed several enhancements that have been proposed to the design features of structured

P2P systems to make them more resilient. We then discussed our approaches to enhance the design features

of two popular structured P2P systems, namely CAN and Chord. Both our enhancements employed

redundancy and graph-theoretic approaches for the enhancements. Specifically, the new edges (or the

neighbors) that were added to our CAN-SW and RChord system increased redundancy which translates to

more routing choices. This again translates to improved resilience under failures or attacks. For adding the

edges we employed principles of Small world and random graphs such that even under highly destructive

attacks, the impacts are minimized.
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