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2.3  Operation Modes
The Cortex-M3 processor has two modes and two privilege levels. The operation modes (thread mode 
and handler mode) determine whether the processor is running a normal program or running an excep-
tion handler like an interrupt handler or system exception handler (see Figure 2.4). The privilege levels 
(privileged level and user level) provide a mechanism for safeguarding memory accesses to critical 
regions as well as providing a basic security model.

When the processor is running a main program (thread mode), it can be either in a privileged state 
or a user state, but  exception handlers can only be in a privileged state. When the processor exits reset, 
it is in thread mode, with privileged access rights. In the privileged state, a program has access to all 
memory ranges (except when prohibited by MPU settings) and can use all supported instructions.

Software in the privileged access level can switch the program into the user access level using the 
control register. When an exception takes place, the processor will always switch back to the privileged 
state and return to the previous state when exiting the exception handler. A user program cannot change 
back to the privileged state by writing to the control register (see Figure 2.5). It has to go through an 
exception handler that programs the control register to switch the processor back into the privileged 
access level when returning to thread mode.

The separation of privilege and user levels improves system reliability by preventing system config-
uration registers from being accessed or changed by some untrusted programs. If an MPU is available, 
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Special Registers in the Cortex-M3.
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Table 2.1  Special Registers and Their Functions

Register Function

xPSR Provide arithmetic and logic processing flags (zero flag and carry flag), 
execution status, and current executing interrupt number

PRIMASK Disable all interrupts except the nonmaskable interrupt (NMI) and hard fault
FAULTMASK Disable all interrupts except the NMI
BASEPRI Disable all interrupts of specific priority level or lower priority level
CONTROL Define privileged status and stack pointer selection

For more information on these registers, see Chapter 3.


