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Abstract—High-performance computing systems require manual intervention if one or more computing cores fail. This places a
cost on the maintenance of computing tasks. Intelligent approaches which can proactively detect computing core failures and take
action to relocate the computing core’s task onto reliable cores can make a significant step towards automating fault tolerance in
high-performance computing systems. This paper describes an experimental investigation into multi-agent approaches to bring
in this intelligence to high-performance computing systems. Three approaches are studied to incorporate agent intelligence with
high-performance computing systems; the first at the task level, the second at the core level and the third both at the task and
core level. The approaches are investigated for single core failure scenarios that can occur in the execution of parallel reduction
algorithms on computer clusters. The key result is that a task can be relocated without manual intervention and with a time delay

in the order of milliseconds.

Index Terms—Automated Fault Tolerance, Intelligent Agents, Intelligent Cores, Multi-Agent System.

1 INTRODUCTION

HE scale of resources and computations in high-
Tperformance computing systems is significantly
increasing. With this increase the resultant number of
failures will increase and the time towards a failure
will decrease [1][2][3][4]. A key challenge in main-
taining the operation of high-performance computing
systems in the event of failure is addressed under
research in fault tolerance.

The conventional fault tolerant mechanism that is
employed in many computing systems is checkpoint-
ing, which involves the periodic recording of interme-
diate states of execution of a process to which execu-
tion can be returned if a fault occurs. Such traditional
fault tolerant mechanisms, however, are challenged
by drawbacks such as single point failures, lack of
scalability and communication overheads, which pose
a constraint in achieving efficient fault tolerance when
applied to high-performance computing systems.
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Moreover, many of the traditional fault tolerant
mechanisms are manual methods and require hu-
man administrator interventions to isolate recurring
faults. Self-managing fault tolerant mechanisms are
therefore required. However, such mechanisms are
not readily available. Therefore, the objective of the
research reported in this paper is the development of
approaches which incorporate automated methods for
fault tolerance.

Three approaches, firstly, an approach incorporat-
ing agent intelligence, secondly, an approach incorpo-
rating core intelligence, and thirdly, a hybrid approach
are proposed as means of achieving both the computa-
tion and incorporating self-managing fault tolerance.
In the first approach, automated fault tolerance is
achieved by a collection of agents which can freely
traverse on a network of computing cores. Each agent
carries a task to be executed on a computing core in
the form of a payload. Fault tolerance in this context
can be achieved since an agent can move on the
network of cores, which is effectively moving a task
from one computing core onto another.

In the second approach, automated fault tolerance
is achieved by considering the computing cores as
a landscape to be intelligent. The cores can move
processes executed on them across the landscape.
Fault tolerance in this context can be achieved since a
core can migrate a process executed on it onto another
core.

In the third approach, these two forms of intelli-
gence are combined in a hybrid approach. The task
to be executed on a computing core is mapped onto
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a set of agents which are released onto the landscape,
which is in turn an abstraction of the network of
computing cores. The three approaches operate at
the middle levels, transforming the set of agents into
fault-tolerance-aware agents and the computational
platform into fault-tolerance-aware cores, and a com-
bination of these.

The remainder of this paper is organised as fol-
lows. Section 2 presents a review of work relevant to
fault tolerance. The following three sections propose
three fault tolerant approaches - Section 3 considers
the first approach which incorporates agent-based
intelligence, Section 4 considers the second approach
which incorporates core-based intelligence and Sec-
tion 5 considers a hybrid approach which combines
the first and second approach. Experimental studies
are presented in Section 6. The paper is concluded in
Section 7.

2 LITERATURE REVIEW

A review of literature related to fault tolerance led
to a classification of research in fault-tolerance. The
classifications are as follows:

(i) Based on when a response to mitigate a failure is
initiated relative to the occurrence of the failure.
(if) Based on where the fault tolerant strategy is
implemented.
(iii) Based on the study of faults for implementing
fault tolerant strategies.
(iv) Based on the spatial locality of the faults.
(v) Based on when a fault tolerant strategy is selected
or when it comes to play.
(vi) Based on the location of control of the fault
tolerant strategies.
(vii) Based on the dependence on the algorithm being
executed.
(viii) Based on the underlying strategy.

Fault tolerance based on when a response to miti-
gate a failure is initiated relative to the occurrence of
the failure can be separated out as proactive, reactive
and adaptive. In proactive fault tolerance, an attempt
is made to predict a failure of a compute resource
before it occurs and then relocate a task executing
on it onto another resource. For example, proactive
fault tolerance can be achieved by failure prediction
followed by process migration presented in [5], [6],
(7], [8].

In reactive fault tolerance, an attempt is made to
minimise the impact of a failure after it has occurred.
Traditional mechanisms such as checkpointing [9],
[10], rollback recovery [11], [12], [13], [14] and mes-
sage logging [15], [16], [17] are useful for reactive fault
tolerance.

A hybrid of both reactive and proactive fault tol-
erance, referred to as adaptive fault tolerance, is im-
plemented so that failures that cannot be predicted

in proactive strategies are handled by the reactive
strategies [18], [19], [20], [21], [22], [23].

Based on which layer of a system the fault tolerant
strategies are implemented can be separated out as
hardware, middleware, application (even called as
software or algorithm) fault tolerance. Hardware fault
tolerance considers low-level failure mitigation of the
processor or its circuitry [24], [25], [26]. In this level,
transient faults commonly occur which changes the
state of a transistor [27]. Strategies to overcome fail-
ures are often derived through physical fault injection
[28], [29] through (a) the processor pins [30], (b) heavy
ion radiation [31], (c) electromagnetic interference [32]
and (d) lasers [33].

Middleware fault tolerant strategies are incorpo-
rated between an application and the underlying soft-
ware. A programmer is provided with the flexibility to
incorporate methods, procedures and functions whose
fault tolerance is dealt by the supporting libraries.
For example, FI-MPI (Fault Tolerant Message Passing
Interface) is an extension of the MPI library incor-
porating fault tolerant functions [34]. Checkpointing
is incorporated in a number of middleware libraries
such as [35] and [36].

Application based fault tolerant strategies are im-
plemented within algorithms that are not fault tol-
erant inherently. A programmer can (a) include a
strategy that is supported by the middleware and
embed it within the algorithm [37], or (b) incorporate
a strategy that may be invoked during execution or (c)
invoked at run-time [38]. Failsafe fault tolerance [39],
[40] and Algorithm-based fault tolerance (ABFT) [41],
[42], [43], [44] are two examples. Other application
fault tolerant strategies are reported in [45], [46], [47],
[48], [49], [50], [51].

Offline strategies and Production/Online strategies
are two distinctions based on the study of faults for
implementing fault tolerant strategies. Offline meth-
ods are typically used to remove design and imple-
mentation faults and to derive fault tolerant strate-
gies. Fault injection is an example of offline meth-
ods in which faults are generated using hardware-
based (or physical considered above), software-based,
simulation-based, emulation-based or a hybrid of one
or more models [52], [29]. A wide variety of tools
that incorporate these models are available. For exam-
ple, FERRARI [53], LFI [54] and Xception [55]. Data-
mining is another technique for offline strategies [56].

Production/online strategies are incorporated for
real-time use. Checkpointing, a conventional strategy
is a typical example [9], [10], [57].

The spatial locality of where failures occur de-
termines the strategies that need to be chosen for
fault tolerance. Local failures ranging due to a single
node to a small collection of nodes or related soft-
ware component(s), may only require conventional
centralised (single or multiple server) checkpointing
[58]. However, non-local failures that are dispersed
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geographically for a large-scale system may require
a scalable [59], [60], [61], [62], distributed [9] and
diskless checkpointing strategy [63], [64], [65].

The control of a fault tolerant strategy can either be
centralised or distributed. In strategies incorporating
centralised fault tolerant control, there may be a single
server used for backup and a single daemon respon-
sible for monitoring processes that are executed on a
network of nodes. For example, a traditional and cen-
tralised message logging or checkpoint strategy is a
classic example. Such mechanisms (a) are susceptible
to single point of failures, (b) cannot scale over a large
network of nodes, (c) have large overheads, and (d)
require large disk storage.

Distributed fault tolerant control on the other hand
lends for greater scalability and reliability. Distributed
diagnosis [66], [67], distributed checkpointing [9], [68],
[69] and diskless checkpointing [70], [63], [64] are
strategies that address distributed fault tolerant con-
trol.

Fault tolerance based on the dependence of al-
gorithms can be separated out as algorithm depen-
dent and algorithm independent. Algorithm depen-
dent strategies, for example as presented in [71], are
strategies that may be computationally effective for
a specific system. Algorithm independent strategies
may be applied to any application. For example,
middleware strategies are algorithm independent.

Based on the underlying mechanism incorpo-
rated, fault tolerant strategies can be identified as
checkpoint-based, replication-based or redundancy-
based, migration-based and agent-based. Checkpoint-
based mechanisms can either be further separated out
on the basis of strategies [72] and coordination [78].
MPI checkpointing [10], [9], optimal checkpointing
[73], [74], cooperative checkpointing [75], [76] and
adaptive checkpointing [72], [77] are based on strate-
gies. Based on coordination, checkpointing can be
separated as uncoordinated checkpointing [79], [80],
coordinated checkpointing [81], [82] and communica-
tion induced checkpointing [83], [84].

Replication-based mechanisms can replicate either
one or a set of (a) the program, (b) the executing pro-
cess, (c) the data employed by the process, (d) the state
of the process and (d) the checkpoints. Replication-
based mechanisms are reported in [85], [1], [58], [86].

Migration-based mechanisms [87], [6], [88], [89] are
important to relocate a process from one computing
node onto another. Migration can be (a) based on
state information [90] - minimal state, full state or
distributed state, (b) based on level of migration [91] -
kernel-level, user-level or application-level, (c) based
on hierarchical level - high level [92] or low-level [93]
and (d) based on geographic nature - geographically
dispersed [94] or geographically closed [95].

Agent-based mechanisms support mobility and co-
ordination that are useful for distributed fault tol-
erance strategies. In [96], the fault tolerant strategy

incorporates three types of agents, namely the actual
agent, the witness agent and the probe agent for
exchanging data and resource sharing. Autonomous
Cooperation System (ACS) [97], FAult TOlerance of
the Mobile Agent System (FATOMAS) [98], Dynamic
Agent Replication eXtension (DARX) [99], the Fault
Tolerant Control System in [100] and DimaX [101] are
examples.

In the next sections, three fault tolerant approaches
for high-performance computing systems are pro-
posed and implemented. These approaches are: (i)
based on proactive fault tolerance, (ii) implemented
on an algorithm level, (iii) available for production,
(iv) capable to handle non-local faults, (v) controlled
in a distributed manner, (vi) algorithm independent,
and (vii) migration and agent based strategies. The
first approach proposed in Section 3 considers agent
intelligence which can be achieved through process
migration. The second approach presented in Sec-
tion 4 incorporates core intelligence using proces-
sor virtualisation. A hybrid combining both forms
of intelligence is incorporated in the third approach
considered in Section 5.

3 APPROACH 1: FAULT TOLERANCE INCOR-
PORATING AGENT INTELLIGENCE

A task, T, which needs to be executed on a large-
scale system is decomposed into a set of sub-tasks
1,15 ---T,. Each sub-task T1,75---1, is mapped
onto agents A;, Ay --- A, that carry the sub-tasks as
payloads onto the cores, Cy, Cs - - - C), of the landscape
as shown in Figure 1. The agents and the sub-task are
independent of each other; in other words, an agent
acts as a wrapper around a sub-task to situate the
sub-task on a core.

There are three computational requirements of the
agent to achieve successful execution of the task: (a)
The agent needs to know the overall task, T, that
needs to be achieved, (b) The agent needs to access

Task Task Task
} } }
Sub-Tasks Sub-Tasks Sub-Tasks
Agints Agelnts
I
Virtual Cores Virtual Cores

} }

Cores Cores Cores
Approach 1: Fault
Tolerance Incorporating
Agent Intelligence

Approach 2: Fault
Tolerance Incorporating
Core Intelligence

Approach 3: Fault
Tolerance Incorporating
Hybrid Intelligence

Fig. 1: The task, sub-tasks, agents, virtual cores and
computing cores in the three approaches proposed for
automated fault tolerance
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Fig. 2: Agents A, A; and Ajs are situated on cores
C1,Cs and (s respectively. A failure is predicted on
core C. The agent A; moves onto core Cj,.

data required by the sub-task it is carrying and (c)
The agent needs to know the operation that the sub-
task needs to perform on the data. The agents then
displace across the landscape to compute the sub-
tasks.

Intelligence of an agent can be useful in at least four
important ways for achieving fault tolerance while
a sub-task is executed. Firstly, an agent knows the
landscape in which it is located. Knowledge of the
landscape is threefold which includes (a) the knowl-
edge of the computing core on which the agent is
located, (b) knowledge of other computing cores in
the vicinity of the agent and (c) knowledge of agents
located in the vicinity.

Secondly, an agent identifies a location to situate
within the landscape. This is possible by gathering
information from the vicinity using probing processes
and is required when the computing core on which
the agent is located is anticipated to fail.

Thirdly, an agent predicts failures that are likely to
impair its functioning. The prediction of failures (for
example, due to the failure of the computing core) is
along similar lines to proactive fault tolerance.

Fourthly, an agent is mobile within the landscape. If
the agent predicts a failure then the agent can relocate
onto another computing core thereby moving off the
task from the core anticipated to fail (refer Figure 2).

The intelligence of agents is incorporated within
the following sequence of steps that describes an
approach for fault tolerance:

Agent Intelligence Based Fault Tolerance

Step 1: Decompose a task, T, to be executed on the
landscape into sub-tasks, 71,75 --- T,

Step 2: Each sub-task provided as a payload to
agents, Ay, As--- A,

Step 3: Agents carry tasks onto computing cores,
C1,Co---C,

Step 4: For each agent, A; located on computing
core C;, where i =1ton
Step 4.1: Periodically probe the computing

core C;

Step 4.2: if C; predicted to fail, then

Step 4.2.1: Agent, A; moves onto
an adjacent computing
core, C,
Notify
agents
Agent A; establishes
dependencies

Step 4.2.2: dependent
Step 4.2.3:

Step 5: Collate execution results from sub-tasks

3.1

Two core failure scenarios are considered for the agent
intelligence based fault tolerance concept. In the first
scenario, it is assumed that there are no failures of
cores adjacent to the core anticipated to fail in any
time step of the execution of a task. In the second
scenario, however, a failure of a core adjacent to the
core predicted to fail is possible.

The communication sequence in the first scenario
as shown in Figure 3 is as follows. The hardware
probing process on the core anticipating failure, Cpp
notifies the failure prediction to the agent process,
Ppp, situated on it. The agent then creates a new
process on an adjacent core and transfers data it was
using onto the newly created process. Then the in-
put dependent (Prp; - - - Prp,) and output dependent
(Pop1 -+ - Popy) processes are notified. The agent pro-
cess on Cpp is terminated thereafter. The new agent
process on the adjacent core establishes dependencies
with the input and output dependent processes.

The communication sequence in the second sce-
nario as shown in Figure 4 is similar to the first
scenario. The hardware probing process on the core
anticipating failure, C'pr notifies the failure prediction
to the agent process, Ppp, situated on it. However,
in the second scenario since the failure of a core
adjacent to the core predicted to fail is possible it
is necessary that the predictions of the hardware
probing processes on the adjacent cores be requested.
Once the predictions are gathered, the agent process,
Ppp, creates a new process on an adjacent core and
transfers data to it. The input and output dependent
processes are notified and the agent dependencies
with these processes are reinstated. The agent process,
Ppr is terminated.

Failure Scenarios

4 APPROACH 2: FAULT TOLERANCE INCOR-
PORATING CORE INTELLIGENCE

A task, T, which needs to be executed on a large-
scale system is decomposed into a set of sub-tasks
Ty,Ty---T,. Each sub-task T7,T5---T,, is mapped
onto the virtual cores, VCy,VCsy---V(C,, an abstrac-
tion over C1, Cs - - - C), respectively as shown in Figure
1. The cores referred to in this approach are virtual
cores which are an abstraction over the hardware
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Hardware probing Agent process, Pp, | Create new agent i
process on core on the core Input dependent Input dependent Output dependent i rocess on gn ‘
predicted to fail, predicted to fail, process, Pip1 eeecee process, Pipy process, Pop1 pre

c c adjacent core
PF PF
. Prediction Failure A
Notification
——Create new Process and transfer data—— Start
e —
7:N0tlfy dependent process—= -
. Notifydeendentprocess =
— I 77"’N0tifydepende o i
" nt
Terminate process—— I .
A dency——
| gstablish depen ' ndency-
_ sh depe -
D {7////,,,,,,7——F_stab“ " establish dependency
- g < \4
Fig. 3: Communication sequence in the first scenario of agent intelligence based fault tolerance

Hardware probing Hardware probing Agent process, Ppr, Create new agent
process on core process on the on the core Input dependent Input dependent Output dependent | rocess on En :
predicted to fail, cores adjacent to predicted to fail, process, Pip1 seeeee process, Pip, process, Pop1 p N

X adjacent core
Cor fail, Cor Cor
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Request sensory
= information
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information >
e
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7;'\‘5’“” dependent process . T
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E: Decision making event for selecting the core S Establish deperﬁ?éﬁﬁ:tab‘ish dependenc\"_'"dependenw,,,,,,
on which a new process is to be spawned ___gstablish v

Fig. 4: Communication sequence in the second scenario of agent intelligence based fault tolerance

computing cores. The virtual cores are a logical rep-
resentation and may incorporate rules to achieve in-
telligent behaviour.

Intelligence of a core is useful in a number of ways
for achieving fault tolerance. Firstly, a core updates
knowledge of its surrounding by monitoring adjacent
neighbours. Independent of what the cores are exe-
cuting, the cores can monitor each other. Each core
can ask the question ‘are you alive?’ to its neighbours
and gain information.

Secondly, a core periodically updates information
of its surrounding. This is useful for the core to know
which neighbouring cores can execute a task if it fails.

Thirdly, a core periodically monitors itself using a
hardware probing process and predicts if a failure is
likely to occur on it.

Fourthly, a core can move a task executing on it onto
an adjacent core if a failure is expected and adjust to
failure as shown in Figure 5. Once a task has relocated
all data dependencies will need to be re-established. Core Intelligence Based Fault Tolerance

The following sequence of steps describe an ap-  Step 1: Decompose a task, T, to be executed on the

Fig. 5: Tasks 11, T> and T3 are situated on virtual cores
VCy,VCy and V(5 respectively. A failure is predicted
on core (7 and VC; moves the task 7} onto virtual
core VC,.

proach for fault tolerance incorporating core intelli-
gence:
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Hardware probing
process on core
predicted to fail,

Cor

Core predicted to
fail, Cpe

Cores, C; ... Cp,
adjacent to Cpe

____Predicted failure
notification

<ATa

—Migrate to—

Fig. 6: Communication sequence in the first scenario
of core intelligence based fault tolerance

landscape into sub-tasks, 17,75 --- T,

Step 2: Each  sub-task  allocated to  cores,
VC,,VCy---VC,
Step 3: For each core, VC;, where ¢ = 1 to n until

sub-task T; completes execution

Step 3.1: Periodically probe the computing
core C;
Step 3.2: if C; predicted to fail, then
Step 3.2.1: Migrate sub-task 7; on
VC; onto an adjacent
computing core, VC,
Step 4: Collate execution results from sub-tasks

4.1

Two core failure scenarios are considered for the agent
intelligence based fault tolerance concept. The first
and the second scenarios are both similar to the failure
scenarios considered for the approach incorporating
agent intelligence.

In the first scenario as shown in Figure 6, the
communication sequence is as follows. The hardware
probing process on the core predicted to fail, Cpp
notifies a predicted failure to the core. The task ex-
ecuted on VCpp is migrated onto an adjacent core
VC---VC,.

The second scenario as shown in Figure 7, is similar
to the first scenario. The predictions of the hardware
probing processes on the adjacent cores are requested
once the core predicted to fail is notified of the failure.
The task executed on VCpr is then migrated onto
an adjacent core once a decision based on failure
predictions are received from the hardware probing
processes of adjacent cores.

Failure Scenarios

5 APPROACH 3: FAULT TOLERANCE INCOR-
PORATING HYBRID INTELLIGENCE

The hybrid approach acts as an umbrella bringing
together the concepts of agent intelligence and core
intelligence considered in Section 3 and Section 4. The
key concept of the hybrid approach lies is the mobility
of the agents on the cores and the cores collectively
executing a task. Decision-making is required in this

Hardware probing
process on core
predicted to fail,

Cor

Hardware probing
process on the
cores adjacent to
fail, Cor

Core predicted to

fail, Cpe adjacent to Cpe

Cores, C; ... C,,

Predicted failure notification

Request sensory
information

ATc2

Gather sensory
information

Migrate to

E: Decision making event for selecting the core
on which a new process is to be spawned

Fig. 7: Communication sequence in the second sce-
nario of core intelligence based fault tolerance

approach for choosing between the agent intelligence
and core intelligence approaches when a failure is
expected.

The hybrid intelligence is incorporated within the
following sequence of steps that describes an ap-
proach for fault tolerance:

Hybrid Intelligence Based Fault Tolerance

Step 1: Decompose a task, T, to be executed on the
landscape into sub-tasks, 77,75 - - -1,
Each sub-task provided as a payload to
agents, A, Ay--- Ay,
Agents carry tasks onto virtual cores,
VC,VCy--- VO,
For each agent, A; located on virtual core
VC;, wherei=1ton
Step 4.1: Periodically probe the computing
core Cj

Step 4.2: if C; predicted to fail, then

Step 4.2.1: if ‘Agent Intelligence’ is a

suitable mechanism, then
Step 4.2.1.1: Agent, A,,

onto an
computing
VC,
Notify
agents
Agent A; establishes
dependencies

Step 2:
Step 3:

Step 4:

moves
adjacent
core,

Step 4.2.1.2: dependent

Step 4.2.1.3:

Step 4.2.2: else if ‘Core Intelligence’ is
a suitable mechanism, then
Step 4.2.2.1: Core VC; migrates
agent, A; onto an
adjacent computing

core, VC,

Step 5: Collate execution results from sub-tasks

When a core failure is anticipated both an agent and
a core can make decisions which can lead to a conflict.
For example, an agent can attempt to move onto an
adjacent core while a core would like to migrate the
agent onto an adjacent core. Therefore, an agent and
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Fig. 8: Avoiding a conflict in decision-making be-
tween an agent and a core. Agents A;, Ay and A3 are
situated on virtual cores VCi,VCy and VC3 which
are mapped onto computing cores C7,C> and Cj3
respectively. A failure is predicted on core C;. The
agent A; and V() negotiate to decide who moves
the sub-task onto core VC,,.

the core on which it is located need to negotiate before
either of them initiate a response to move (see Figure
8). The negotiations need to be quick, and therefore,
the rules for negotiation need to be established. Rules
for decision making to avoid a conflict between an
agent’s and a core’s decision will be considered in
Section 6.2.3.

6 EXPERIMENTAL STUDIES

The implementation of the fault tolerant approaches is
reported in this section. The platform and the results
of the experiments on the agent and core approaches
in the first and second failure scenario are considered.

6.1

Four computer clusters were used for the experimen-
tal studies reported in this section. The first was a
cluster available at the Centre for Advanced Comput-
ing and Emerging Technologies (ACET), University of
Reading, UK. Thirty three compute nodes connected
through Gigabit Ethernet were available, each with
Pentium IV processors and 512MB-2GB RAM.

The remaining three clusters are compute resources,
namely Brasdor, Glooscap and Placentia, all provided
by The Atlantic Computational Excellence Network
(ACEnet) [102], Canada. Brasdor comprises 306 com-
pute nodes connected through Gigabit Ethernet, with
932 cores and 1-2GB RAM. Glosscap comprises 97
nodes connected through Infiniband, with 852 cores
and 1-8GB RAM. Placentia comprises 338 compute
nodes connected through Infiniband, with 3740 cores
and 2-16GB RAM

The cluster implementations in this paper are based
on the Message Passing Interface (MPI). The first
approach incorporating agent intelligence is imple-
mented using Open MPI [103], an open source im-
plementation of MPI 2.0. The dynamic process model

Experimental Platform

which supports dynamic process creation and man-
agement facilitates control over an executing process.
This feature is useful for implementing the first ap-
proach. The MPI functions useful in the implementa-
tion of the first approach are (i) MPI_ COMM_SPAWN
which creates a new MPI process and establishes com-
munication with an existing MPI application and (ii)
MPI_COMM_ACCEPT and MPI_COMM_CONNECT
which establishes communication between two inde-
pendent processes.

The second approach incorporating core intelli-
gence is implemented using Adaptive MPI (AMPI)
[104], developed over Charm++ [105], a C++ based
parallel programming language. The aim of AMPI is
to achieve dynamic load balancing by migrating ob-
jects over virtual cores and thereby facilitates control
over cores. Core intelligence harnesses this potential
of AMPI to migrate a task from a core onto another
core. A strategy to migrate a task using the concepts of
processor virtualization and dynamic task migration
in AMPI and Charm++ is reported in [8].

Parallel reduction algorithms which implement the
bottom-up approach (i.e., data flows from the leaves
to the root) are employed for the experiments. These
algorithms are of interest for three reasons. Firstly, the
algorithm lends itself to be easily decomposed into a
set of sub-tasks. Each sub-task can then be mapped
onto a computing core either by providing the sub-
task as a payload to an agent in the first approach or
by providing the task onto a virtual core incorporating
intelligent rules.

Secondly, the execution of a parallel reduction al-
gorithm stalls and produces incorrect solutions if a
core fails. Therefore, parallel reduction algorithms
can benefit from fault-tolerant techniques that can be
incorporated within them.

Thirdly, parallel reduction algorithms are often em-
ployed in a number of domains. Incorporating self-
managing fault tolerant mechanisms can make these
algorithm more robust and reliable for applications
which do not have the luxury of time for reinstating
[106].

Figure 9 is an illustration of a generic parallel
summation algorithm with three sets of input. Firstly,
1(171), 1(172) I(l,m)r secondly, 1(271), [(272) I(th),
and thirdly, I(31) - -+ I(3,.). The first level nodes which
receive the three sets of input comprise three set of
nodes. Firstly, Ni¢11), Ni1,2) -*+ Ni(1,0), secondly,
Ni21), Ni22) - Ni(2y), and thirdly, N1z 1), Ni(3,2)
-++ Ni(3,z). The next level of nodes, Na1 1), N2 1)
and N33, receive inputs from the first level nodes.
The resultant from the second level nodes is fed in
to the third level node N3(; ). Parallel summation is
an exemplar of parallel reduction algorithms in which
the nodes reduce the input through the output using
the © operator.

The parallel summation algorithm can benefit from
the inclusion of fault tolerant strategies. The task,
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Fig. 9: Generic parallel summation algorithm

T, in this case is summation, and the sub-tasks,
T1,T5---T, is also summation. In the first fault tol-
erant approach incorporating agent intelligence, the
data to be summed along with the summation opera-
tor is provided to the agent. The agents locate on the
computing cores and continuously probe the core for
anticipating failures. If an agent is notified of a failure,
then it moves off onto another computing core in the
vicinity, thereby not stalling the execution towards
achieving the summation task.

In the second fault tolerant approach incorporating
core intelligence, the sub-task comprising the data to
be summed along with the summation operator is
located on the a virtual core. When the core anticipates
a failure, it migrates the sub-task onto another core.

6.2 Experimental Results

Figures 10 and 11 are collections of graphs plotted
using the parallel summation algorithm as a case
study for both the first and second fault tolerant
mechanisms. Each graph comprises four plots, the
first representing the ACET cluster and the other three
representing the three ACEnet clusters. Figure 10
shows graphs plotted for the first failure scenario, and
Figure 11 shows graphs plotted for the second failure
scenario. Both failure scenarios take into account the
following three factors that can affect performance of
the approaches:

(i) The number of dependencies of the subtask being
executed denoted as Z. If the total number of
input dependencies is d; and the total number of
output dependencies is d,, then Z = d; + d,. For
example, in a parallel summation algorithm in-
corporating binary trees, each node has two input
dependencies and one output dependency, and
therefore Z = 3. In the experiments, the number
of dependencies is varied between 3 and 63, by

changing the number of input dependencies of
an agent or a core.

(ii) The size of the data communicated across the
cores denoted as Sy. In the experiments, the input
data is a matrix for parallel summation and its
size is varied between 2!9 to 23! KB.

(iif) The process size of the distributed components
of the task denoted as S,. In the experiments, the
process size is varied between 2! to 231 KB which
is proportional to the input data.

6.2.1

Figure 10a is a graph of the time taken in seconds
for reinstating execution versus the number of depen-
dencies in the first failure scenario based on agent
intelligence. The mean time taken to reinstate exe-
cution for 30 trials, AT 4, is computed for varying
numbers of dependencies, Z ranging from 3 to 63.
The size of the data on the agent is Sq = 22* kilo
bytes. The approach is slowest on the ACET cluster
and fastest on the Placentia cluster. In all cases the
communication overheads result in a steep rise in the
time taken for execution until Z = 10. The time taken
on the ACET cluster rises once again after Z = 25.

Figure 10b is a graph of the time taken in sec-
onds for reinstating execution versus the number of
dependencies in the first failure scenario based on
core intelligence. The mean time taken to reinstate
execution, for 30 trials, AT ¢, is computed for varying
number of dependencies, Z ranging from 3 to 63. The
size of the data on the core is S; = 224 kilo bytes. The
approach requires almost the same time on the four
clusters for reinstating execution until Z = 10, after
which there is divergence in the plots. The approach
is most effective on the Placentia cluster.

Figure 10c is a graph showing the time taken in sec-
onds for reinstating execution versus the size of data
in kilobytes (KB), Sq = 2", where n = 19,19.5---31,
carried by an agent in the first failure scenario based
on agent intelligence. The mean time taken to reinstate
execution for 30 trials, AT 4, is computed for varying
sizes of data ranging from 2'? to 23! KB. The number
of dependencies Z is 10 for the graph plotted. The
approach results in similar trends on the four clusters
in which there is a gradual increase in the time taken
as Sy increases. The approach exhibits the fastest
performance on the Glooscap and Placentia clusters.

Figure 10d is a graph showing the time taken in sec-
onds for reinstating execution versus the size of data
in kilobytes (KB), Sq = 2"), where n = 19,19.5---31,
on a core in the first failure scenario based on core
intelligence. The mean time taken to reinstate execu-
tion for 30 trials, AT'¢4, is computed for varying sizes
of data ranging from 2'% to 23! KB. The approach
has similar times on the four clusters until n = 24.
The approach performs well on the Glooscap and
Placentia clusters.

First Failure Scenario
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Fig. 10: Graphs plotted for the fault tolerant approaches in the first failure scenario

Figure 10e is a graph showing the time taken in sec-
onds for reinstating execution versus the process size
in kilobytes (KB), S, = 2"), where n = 19,19.5---31,
in the first failure scenario based on agent intelligence.
The mean time taken to reinstate execution for 30
trials, AT 44, is computed for process sizes ranging
from 29 to 23! KB. The approach shows interesting
behaviour on the Brasdor cluster with a steep rise in
the time taken between 2?° to 227 KB. This approach
performs well on the Glooscap and Placentia com-

pared to ACET and Brasdor.

Figure 10f is a graph showing the time taken in sec-
onds for reinstating execution versus the process size
in kilobytes (KB), S, = 2"), where n = 19,19.5---31,
in the first failure scenario based on core intelligence.
The mean time taken to reinstate execution for 30
trials, AT ¢, is computed for process sizes ranging
from 2! to 23! KB. In this graph all cluster show
almost similar performance until 226 KB. ACET and
Brasdor have slightly higher times for large process



IEEE TRANSACTIONS ON PARALLEL AND DISTRIBUTED COMPUTING, VOL. 6, NO. 1, JANUARY 2007 10

sizes.

6.2.2 Second Failure Scenario

Figure 1la is a graph of the time taken in seconds
for reinstating execution versus the number of de-
pendencies in the second failure scenario based on
agent intelligence. The mean time taken to reinstate
execution for 30 trials, AT 4, is computed for varying
numbers of dependencies, Z ranging from 3 to 63. The
size of the data on the agent is S; = 22* kilo bytes.
The results are similar to those obtained in the first
scenario.

Figure 11b is a graph of the time taken in seconds
for reinstating execution versus the number of de-
pendencies in the second failure scenario based on
core intelligence. The mean time taken to reinstate
execution for 30 trials, AT ¢5, is computed for varying
number of dependencies, Z ranging from 3 to 63.
The size of the data on the core is S; = 2%* kilo
bytes. The results are similar to the first scenario and
it is observed that the approach lends itself well on
Placentia and Glooscap.

Figure 11c is a graph showing the time taken in sec-
onds for reinstating execution versus the size of data
in kilobytes (KB), Sq = 2", where n = 19,19.5---31,
carried by an agent in the second failure scenario
based on agent intelligence. The mean time taken to
reinstate execution for 30 trials, AT 4,, is computed
for varying sizes of data ranging from 2!9 to 23! KB.
The number of dependencies Z is 10 for the graph
plotted. Placentia and Glooscap outperforms ACET
and Brasdor in the agent approach for varying size
of data.

Figure 11d is a graph showing the time taken in sec-
onds for reinstating execution versus the size of data
in kilobytes (KB), Sq = 2", where n = 19,19.5---31,
on a core in the second failure scenario based on
core intelligence. The mean time taken to reinstate
execution for 30 trials, AT ¢5, is computed for varying
sizes of data ranging from 2'? to 23! KB. The number
of dependencies Z is 10 for the graph plotted. In this
graph, nearly similar time is taken by the approach
on the four clusters with the ACET cluster requiring
more time than the other clusters for n > 24.

Figure 11e is a graph showing the time taken in
seconds for reinstating execution versus process size
in kilobytes (KB), S, = 2", where n = 19,19.5---31,
in the second failure scenario based on agent intelli-
gence. The mean time taken to reinstate execution for
30 trials, AT 45, is computed for varying process sizes
ranging from 2'% to 23! KB. The number of dependen-
cies Z is 10 for the graph plotted. The second scenario
performs similar to the first scenario. The approach
takes almost similar times to reinstate execution after
a failure on the four clusters, but there is a diverging
behaviour after n > 26.

Figure 11f is a graph showing the time taken in
seconds for reinstating execution versus process size

in kilobytes (KB), S, = 2", where n = 19,19.5---31, in
the second failure scenario based on core intelligence.
The mean time taken to reinstate execution for 30
trials, AT ¢, is computed for varying process sizes
ranging from 2! to 23! KB. The number of depen-
dencies Z is 10 for the graph plotted. The approach
has similar performance on the four clusters, though
Placentia performs better than the other three clusters
for more than 226 KB.

6.2.3 Summary

In the second failure scenario, a sub-task is moved
off onto a core after the agent or the virtual core
on the core anticipated to fail gathers information
on whether its neighbouring cores are likely to fail.
The agent or the virtual core make a decision based
on this information which places a communication
overhead when compared to the first scenario. The
additional communication overhead in the second
scenario is denoted as AT, = AT¢y, — AT¢, and
AT, = ATy 9 — AT 41, which is the difference in
the time taken for reinstating between the second
and first failure scenario. The average communication
overhead is computed as 0.028 seconds.

The number of dependencies, size of data, process
size and communication overheads are the four fac-
tors taken into account in the experimental results.
The results indicate that the approach incorporating
core intelligence in both scenarios take lesser time
than the approach incorporating agent intelligence.
This is due to a two fold reason. Firstly, in the agent
approach, the agent needs to establish the dependency
with each agent individually, where as in the core
approach as a task is migrated from a core onto an-
other its dependencies are automatically established.
Secondly, agent intelligence is a software abstraction
of the sub-task, thereby adding a virtualised layer in
the communication stack. This increases the time for
communication. The virtual core is also an abstraction
of the computing core but is closer to the computing
core in the communication stack.

The key observation from the experimental results
is that the cost of incorporating intelligence at the task
and core levels for automating fault tolerance is in
the order of milliseconds. To achieve the full benefits
of the approaches, they need to be first incorporated
within the task level and then within the core level.

7 DISCUSSION & CONCLUSIONS

In summary, this paper has presented three ap-
proaches towards achieving fault tolerance. In all the
approaches, a task to be computed is decomposed into
sub-tasks which is then mapped onto the computing
cores. The three approaches operate at the middle lev-
els (between the sub-tasks and the computing cores)
incorporating agent intelligence. In the first approach,
the sub-tasks are mapped onto agents which are
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Fig. 11: Graphs plotted for the fault tolerant approaches in the second failure scenario

released on the cores. If an agent is notified of a
potential core failure during execution of the sub-task
mapped onto it, then the agent moves off onto another
core thereby automating fault tolerance.

In the second approach the sub-tasks are scheduled
on virtual cores, which are an abstraction of the com-
puting cores. If a virtual core anticipates a core failure
then it moves off the sub-task on it onto another vir-
tual core, in effect on to another computing core. Both
the approaches achieve automation in fault tolerance

using intelligence in agents and cores respectively.

However, in the third, a combinative approach,
which acts as an umbrella and brings together the
concepts of agent and core intelligence. The sub-tasks
are mapped onto a set of agents which are released
onto virtual cores. When a core failure is anticipated,
both the agent and the virtual core are notified. The
decision to automate fault tolerance on whether an
agent moves off onto another core or whether the
virtual core migrates the agent on it onto another core
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is determined through an arbitration mechanism.

The agent intelligence and core intelligence ap-
proaches achieve the same goal of moving away the
executing task from a core anticipated to fail but are
different in two ways. Firstly, in agent intelligence,
the agent is responsible for moving an agent onto
another core. In core intelligence, the virtual core is
responsible for moving a sub-task onto another core.
Secondly, an agent carries information of its depen-
dencies required when it moves off onto another core.
The core dependencies do not require to be manually
updated.

The three approaches offer minimal human inter-
vening fault tolerant approaches. The foundational
concepts of the three approaches are validated on
four computer clusters using parallel summation al-
gorithms as a test case. Two failure scenarios are con-
sidered in the experimental studies for the first two
approaches. The effect of the number of dependencies
of a sub-task being executed, the volume of data
communicated across cores, the process size and the
communication overhead are four factors considered
in the experimental studies for determining the per-
formance of the approaches.
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