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Introduction

» Numerous group-oriented scenarios:

» video conferencing
» collaborative applications, etc.

» Security Goals:

» Confidentiality
» Integrity
» Authentication
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Introduction

» Group authenticated key exchange:
» a shared symmetric session key for group members
» secure multicasting network layer among the parties using
a symmetric encryption with a shared session key

n-Party Group

m:=Dec(k,C)
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Classical example: Tripartite DHKE

» KE: Pairing-based Tripartite Diffie-Hellman key exchange
(TDHKE) [AJ04]

» Let G and Gr be two cyclic groups of prime order p,
generator g for G, and a bilinear computable pairing e: G x
G — GT.

> Party A: ska: a < Zp; pka: A= g2 € G.

> Party B: skg: b < Zp; pkg : B=g° € G.

> Party C: skg: ¢ <& Zp; pkc : C=9g° € G.
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Tripartite Diffie-Hellman Key Exchange

» Shared Session Key:
KA,B,C = e(Ba C)a = e(Au C)b = e(Aa B)C = e(ga g)abc

Ci=gf

Party (A) 6 @} Party (B) 8
&
S
aczr R bez,*
A=gl Bimgh
8
Ki=e(e, O
Session key |
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Insecurity of TDHKE

» Man-in-the-Middle attack on TDHKE

di, dr, s € 2% \
D1-g% ,Dui- g, Du- g
&/ Ko 1= (A, 03)7, Ko = e(B, D117, Kc = e(C, D2)°

o LA > o Qhron |
S o

LA

b€z, Bi=g

K := (D1, D3)* K:=e(D1, D2)°

How to thwart MITM attacks? Authenticated Key Exchange.
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Motivation

» GAKE is a fundamental cryptographic primitive, and there
are different possible security models and schemes for
GAKE, e.g. [BCPQO01] [BCP02] [KY03] [BMSO07], etc..

» But no secure scheme in the G-eCK security model - one
of the strongest security model for one-round GAKE -
under standard assumptions without random oracles.
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Motivation

» 2009: [MSUO09] provides a tripartite/group key exchange
scheme and analyses their scheme in G-eCK Security
model, but with the random oracle model.

» 2012: [FMSB12] provides a tripartite key exchange. It
satisfies G-eCK Security, but under the gap Bilinear

Diffie-Hellman (GBDH) assumption in the random oracle
model.
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Contributions

» we provide a concrete construction for one-round 3AKE
protocol that is G-eCK secure in the standard model -
based on pairings [BS02].

» a provably G-eCK secure GAKE scheme with constant
maximum group size in the standard model - based on
multilinear maps [GGH13].
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Evolution of AKE Security Models

B93 B95 CKO01 eCKO07
Model Model "] Model Model
1: Chosenn Message 1: Chosenn Message 1: Chosenn Message 1: Chosenn Message
2: Known Session Key 2: Known Session Key 2: Known Session Key : Known Session Key
©  3: Adaptive Corruption 3: Adaptive Corruption : Adaptive Corruption

Weak Perfect Forward Secrecy

: Key Compromise Impersonation
Leakage of Session States

: Chosen Identity and Public Key

3.1: Perfect Forward Secrecy
4: Leakage of Session States

5:
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G-eCK Model: Execution Environment (1)

» a set of honest parties {ID+,...,ID,} for € Nand ID; €
DS

» each identity is associated with a long-term key
pair (skip;, pkip,) € (SK, PK)

» each honest party ID; can sequentially and concurrently
execute the protocol multiple times with different indented
partners, this is characterized by a collection of oracles
{m?:ie[f],se[p]}for p e N, i.e. Oracle =7 behaves as
party ID;.
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G-eCK Model: Execution Environment (2)

We assume each oracle 77 maintains a list of independent
internal state variables with following semantics:
» pid?: A variable stores a set of partner identities in the
group
» ®7: A variable stores the oracle decision
¢? € {accept, reject}
» K?: A variable records the session key K € Kkg for
symmetric encryption
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G-eCK Model: Execution Environment (2)

» st?: A variable stores the maximum secret session states
that are allowed to be leaked

» T7: Avariable stores the transcript of all messages sent
and received by 7?7 during its execution

11/40



Introduction, Motivation and Contributions

GAKE Security Model (G-eCK Model)

Formal Definition of One-round GAKE

Stongly Secure One-Round GAKE in the Standard Model

Strongly Secure One-Round GAKE

G-eCK Model: Adversarial Model (1)

Queries: Challenger C

» Send 6

» RegisterCorrupt : \ / ;

» Corrupt 8 @ i @

» RevealKey D /; \ < o
: versary '

» StateReveal 6 GAKE Security :

» Test IDHQ@B Game g ) .
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G-eCK Model: Adversarial Model (2)

Queries: Challenger C
» Send 6
i D4 &\ Send -query /«& é
» RegisterCorrupt ; / ;
» Corrupt " R _Send (¢ m) '
o8
» RevealKey " \ IDint
. versary :
» StateReveal 6 : &
GAKE Security Game @
» Test IDHQ@ o
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Queries:

v

v

v

v

v

Send

Corrupt
RegisterCorrupt
RevealKey
StateReveal
Test

Challenger C

8

ID4

a4

|D|-1Q

Corvupt-query

. |Corrupt(IDy) i
@/ GAKE Security Game

skioi
/;vevsaryA\
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G-eCK Model: Adversarial Model (4)

Queries: Challe?ger c
> Send & RegisterCorrupt(IP*, pkio+, proof i)
D4 &\ for dishonest parties ID* /'& @
» Corrupt ; \ / ;
> RegisterCorrupt '
Q>
|Di Q@ 6
» RevealKey /; \ IDun
H versary :
» StateReveal : :
& @ GAKE Security Game @ &
» Test ID|.1 o
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G-eCK Model: Adversarial Model (5)

Queries: Challenger C

» Send
é&\ RevealKey-query /‘& é
Corrupt \

v

v

RegisterCorrupt RdvealKey( %) / '
é@ssim Key: K i @
RevealKey ' / \
Adversary A :
StateReveal i
GAKE Security Game
Test 6@/ \& &

IDy4

v

v

v
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G-eCK Model: Adversarial Model (6)

Queries:

>

v

v

v

v

v

Send

Corrupt
RegisterCorrupt
RevealKey
StateReveal
Test

Challenger C

ID; &\ StateReveal-query

i

ID;

IDy4

& StateReveal( T ;°)
State st

/;vevsaryA\
6 @/ GAKE Security Game
S
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G-eCK Model: Adversarial Model (7)

Queries: Challenger C
» Send 8
ID1&\ Test-query /«& é
» Corrupt ;
» RegisterCorrupt & Test(my  * i 8

v

v

ID; Kb
RevealKey Flip b €{0,1} /;vevsary A
Ko=rand, Ks= K*
StateReveal

Q@}
Test & EQ GAKE Security Game @ &

D4

v
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G-eCK Model: Security Game

1. Challenger C implements the collection of oracles
{m? i e[l],s € [p]}, and generates / long-term key pairs
(pkip,. skip,) and corresponding proof pf; for all honest
parties ID;.

2. Adversary A may issue polynomial number of queries as
aforementioned: Send, StateReveal, Corrupt,
RegisterCorrupt and RevealKey

3. At some point, A may issue a Test(77) query on an oracle
w7 during the experiment with only once.

4. Atthe end of the game, the A may terminate with

outputting a bit b as its guess for b of Test query.
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G-eCK Model: Matching Sessions

We define the partnership via matching sessions.
Let 7 and | be two oracles. We say that an oracle 77 has a
matching session to oracle r/, if

1. pid? = pid]

2. w7 has sent all protocol messages and T¢ = T|
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G-eCK Model: Freshness (1)

Let 77 be an accepted oracle. Let 7g = {w]-f}leepidis#,- be a set
of oracles (if they exist), such that 77 has a matching session to
7rjf. The oracle 7} is said to be fresh if none of the following
conditions holds:

» A queried RegisterCorrupt(1D;, pkpp, . pf|D/) with some
ID; € pid;.

> A queried either RevealKey(r7) or RevealKey(r]) for some
oracle 7/ € 7s.
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G-eCK Model: Freshness (2)

» A queried both Corrupt(ID;) and StateReveal(7?).

» For some oracle 7rjt € g, A queried both Corrupt(ID;) and
StateReveal(r)).

» If ID; € pidf (j # i) and there is no oracle w]? such that 7?
has a matching session to 7!, A queried Corrupt(1D;).
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G-eCK Model: Security Definition

We say that an adversary A (t, ¢)-breaks the G-eCK security of
a correct group AKE protocol %, if A runs the security game
within time t, and the following condition holds:

» If a Test query has been issued to an oracle 77 without
failure and =} is fresh throughout the security game, then
the probability that the bit b’ returned by A equals to the bit
b chosen by the Test query is bounded by

|Prib=b']—1/2| > ¢,

We say that a correct group AKE protocol ¥ is
(t,e)-g-eCK-secure, if there exists no adversary that
(t, €)-breaks the g-eCK security of ¥.
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Formal Definition of One-round GAKE (1)

We consider the following variables:

>

>

>

PK: alongterm key space for public key and private key
SK: alongterm key space for private key

RORGAKE: @ randomness space

IDS: an identity space

Korcake: a shared session key space

GD := ((ID+1, pkip,), - - -, (IDp, pkip,)): a list which is used to
store the public information of a group of parties

T: the transcript storing the messages sent and received
by a protocol instance at a party which are sorted orderly.

17/40



Introduction, Motivation and Contributions
GAKE Security Model (G-eCK Model)
Strongly Secure One-Round GAKE Formal Definition of One-round GAKE
Stongly Secure One-Round GAKE in the Standard Model

Formal Definition of One-round GAKE (2)

A ORGAKE scheme consists of 4 algorithms:
» pms « Setup(17)
» output: a set of system parameters storing in a variable
pms.
> (skip, Pkip, pfip) & ORGAKE.KGen(pms, ID)
» output: (Skip, pkip) € {PK,SK} for party ID and a
non-interactive proof pfy for pkip which is required during
key registration.

> mip, & ORGAKE.MF(pms, skip,, fip,, GD)

» output: a message myp, to be sent in a protocol pass.
» K < ORGAKE.SKG(pms, skip;, Iip,, GD, T)

» output: session key K € Korgake-
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Formal Definition of One-round GAKE (3):
Correctness

For correctness, on input the same transcript T and group
description GD = ((ID4, pk1), .. .,(IDn, pkn)), algorithm
ORGAKE.SKG satisfies the constraint:

> ORGAKE.SKG (pms, skpp, , fio, , GD, T) = ORGAKE.SKG
(pms, skip,, rip,, GD, T),
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Stongly Secure One-Round GAKE Schemes in the
Standard Model

Building blocks:
» A Target Collision Resistant Hash Function (TCRHF)
» A Pseudo-Random Function (PRF)
» A Weak Programmable Hash Function wPHF [HJK11]
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TAKE in the Standard Model from Bilinear Maps

Tripartite AKE Protocol Execution:

» Setup:

» Symmetric bilinear groups
PG = (G,g,Gr,p, e) & PG.Gen(1%) and a set of random
values {U;}1<i<s & G

» A target collision resistant hash function
TCRHF(hkrcrhF, -) : KtcrHr X G — Zp, Where
hkrcrur < TCRHF.KGen(1%)

» A pseudo-random function family
PRF(-, ) :Gr X {0,1}* — Kake-

21/40



Introduction, Motivation and Contributions

GAKE Security Model (G-eCK Model)

Formal Definition of One-round GAKE

Stongly Secure One-Round GAKE in the Standard Model

Strongly Secure One-Round GAKE

TAKE in the Standard Model from Bilinear Maps

» Long-term Key Generation and Registration: Input
pms := (PG, {Ui}1<i<a, hktcrur), €ach party runs as:
> Party A:
sk, = a <~ Zj, ha = TCRHF(A)
Pky = (A ta) = (A = g7 ta = (U ulf i uy)?)
> Party B:
skg = b & 7, hg = TCRHF(B)
Pks = (B.tg) = (A = g° 15 = (ufFulfufeun)?)
» Party C:
sks = ¢ < Zj, hc = TCRHF(C)
pks = (C.to) = (C = ¢°.tc = (U[F Ui uleuy)°)
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TAKE in the Standard Model from Bilinear Maps

» Ephemeral Key Generation and Broadcast Messages:
» Party A: x & 75, X = g*
hx = TCRHF(X),ty := (U ul* ufxuy *
A broadcasts messages (A, A, t4, X, tx) to Band C.
» Party B: y & 73, Y .= ¢
hy := TCRHF(Y), ty := (uou™ ul ul¥yr
B broadcasts messages (B, B, ts, Y, ty) to Aand C.
» Party C: z & 7%, Z .= @7
hz := TCRHF(Z), tz := (upu!” ulf ul?)?
A broadcasts messages (C, C, t¢, Z, tz) to Aand B.
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TAKE in the Standard Model from Bilinear Maps

» Session Key Generation (1):
Upon receiving (B, B, tz, Y, ty) and (C, C, t¢, Z, t7), party
A computes the session key as follows:
> sid := A[|Al|ta]| X||tx||BI|Bl|ta] | Y|ty || Cl [ Clitc||Z Itz
» hg = TCRHF(B), he = TCRHF(C), hy = TCRHF(Y) and
hz = TCRHF(2)
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» Session Key Generation (2):
; hg , M,
» if e(t, g) # e(Uou;° U, L;3 ,B) or
h h
e(tc,9) # e(uoquUQZus‘:, C)or
e(ty,g) # e(upu U Ul | Y) or
h h
e(tz.9) # e(uou;” uy” uy”, Z)
» then “rejects”
> else k := e(BY, CZ)*™ and k. := PRF(k, sid)

» Return the session key: kg
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TAKE in the Standard Model from Bilinear Maps

» Upon receiving (A, A, ta, X, tx) and (C, C, t¢, Z, t7), party
B proceeds as the same as party A :
k := e(AX, CZ)b+Z and ke := PRF(k, sid)

» Upon receiving (A, A, ta, X, tx) and (B, B, tg, Y, ty), party C
proceeds as the same as party A :
k .= e(AX, BY)3* and ke := PRF(k, sid)
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TAKE in the Standard Model from Bilinear Maps

shy = b 25 sho =c &2 3

= (¢", (i) phs = (B,1p) 1= (o", (s ol ) ph = (Cute) = (9" (Wi uP o)) |

. y& z;.y:w /A z,(/' i

i = G oy = L U
broadcast(A, A, t4, X, tx) broadcast(B, B, 5, Y, ty) broadeast(C. C.tc, Z,t7) i

hp := TCRHF(B) hy := TCRHF(Y) TCRHF(A)  hy = TCRHF(X) ||hy = TCRHF(A)  hx := TCRHF(X)
ho := TCRHF(C) hz := TCRHF(Z) =TCRHF(C) _hy =TCRHF(Z) ||hp := TCRHF(B) _hy := TCRHF(Y) |
.,’,“.,’;‘.:L“.:, Uy =l ul> uy || Ua :u',‘w"\ubwu Uy = u® "\J;\MH

U i bl ious Uy = bl b WM den, Uy = ,,;;,,;1,,3,,“ Up 1= ubuliuliouy Uy = ugx Wl |

Reject if either Reject if either Reject if either

e(tn.g) # e(Up, B) or e(ta,g) # e(Ua, A) or e(ta,g) # e(Ua, A) or

elte.g) # e C)or e(te.g) # e(Ue, C) or e(tp, g) # '(Un»b') or

e(ty,g) # e(Uy.Y) or clte.g) % eUx, x) or eltx.g) #

eltz.9) # eUz.2) eltz,9) # eUz, 7, eltyrg) # e(Uy.Y)

sid = NllAlal| X e BBl e 1Y 1 ICCllect | 2]l
k1= e(AX, BY)+
‘ ‘ K. := PRF(k, sid) ‘

k= e(BY,CZ)"*

1
I
I
I
I
I
|
I
I
I
i
1
I
e bty N B hy
|Us tku usP U Uy = ufp o> ub uy
I
I
|
I
I
I
i
1
I
I
I
I
I
|
I
1

‘ (3, Poly)-wPHF ‘ ‘ PRF ‘

Target Collision Resistant Hash Function
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Security of TAKE in the Standard Model

» Cube Bilinear Decisional Diffie-Hellman Assumption
(CBDDH)

» Let PG = (G, g9,Gr, p, €) denote the description of
symmetric bilinear group
» Given (g, g%, T) decide whether or not T = e(g, g)a3
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Security of TAKE in the Standard Model

Theorem 1:

Assume each ephemeral key chosen during key exchange
has bit-size Suppose that the (CBDDH) prob-

lem is (¢, ecgppp)-hard in the symmetric bilinear groups
PG, theis (t, eTcRHF)-secure_target collision resis-
tant hash function family, and the is (, eprp)-secure
pseudo- random function family. Then the proposed pro-

oeql is (', €)-session-key-secure with ¢ t and e <
) om0 oo
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GAKE in the Standard Model from Multilinear Groups

GAKE Protocol Execution:

» Setup:

» n-mulitilinear groups
MLG = (G,Gr, g, p, me) & MLG.Gen(x, n), a set of
random values {uj}o<j<n+1 <~ G and a random element
® <& G denoted here as padding for achieving scalability.

» a target collision resistant hash function
TCRHF(hktcruF, ) : K1crur X G — Zp, Where
hkrcrur < TCRHF.KGen(1%)

» a pseudo-random function family PRF(,-) :
Gt x {O, 1}* — Kake
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GAKE in the Standard Model from Multilinear Groups

» Long-term Key Generation and Registration:
On input pms := (MLG, {Uj}0§j§n+1 , hktcrue), each Party

A

D; (2 < i< n+1)runs as follows:

» Party D; computes:
skp, = d; < Zj and hp, = TCRHF(D;)

o g
pks, = (Di, to,) = (Di = g%, to, = (H,nic; ;"))

31/40



Introduction, Motivation and Contributions

GAKE Security Model (G-eCK Model)

Formal Definition of One-round GAKE

Stongly Secure One-Round GAKE in the Standard Model

Strongly Secure One-Round GAKE

GAKE in the Standard Model from Multilinear Maps

Let w denote the size of group for a protocol instance such that
2<w<n+1.
» Ephemeral Key Generation and Broadcast Messages:
> party D;:
Xi & T, Xi == g%
hy, := TCRHF(X)), tx, = (1% y; )

D; broadcasts messages (D,, D,, Ip,, Xi, tx,) to its intended
communication partners.
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GAKE in the Standard Model from Multilinear Maps

» Session Key Generation (1):
Upon receiving all messages {D;, D;, I, X, tx H<i<w,i£i
from each session participant, party D; computes the
session key as follows:
> sid == Dy[|Di[|to, 11X 1t - . | Dl | Dl o, 1 X,
> hp, = TCRHF(D)), hx, = TCRHF(X)), where 1 < | < w, | # i
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GAKE in the Standard Model from Multilinear Maps

» Session Key Generation (2):

> itm nit
e(tD/aga"'vg) # me(Hj:O u] 7Dlvg7"'7g) or

n+1 h’x,
me(txnga"'ag)7éme(Hj=0 uj 7)(/7g7"'ag)
» then “rejects”

> else k =
me(D1X17~~'7D/—1)(I'—11Di+1)(i+17'"7Dwa7 ¢7"-7¢ )di+Xi
——
n+1—-w)o

and ke := PRF(k, sid)
» Return the session key: ke
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Security of GAKE in the Standard Model

» n-Multiliear Decisional Diffie-Hellman Assumption
(nMDDH)

» Let MLG = (G, Gr, g, p, me) denote the description of
n-multilinear groups
> Given (g, g3, T) decide whether or not T = me(g, ..., g)""
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Security of TAKE in the Standard Model

Theorem 2:

Assume each ephemeral key chosen during key exchange
has bit-size uppose that the problem
is (t, epmppn)-hard in the symmetric mulfitinear MLP,
the is (t, eTcrHE)-secure target collision resistant
hash function family, and the is (, eprE)-secure pseudo-
random function family. Then the proposed protocol of size
2 < n+ 1is (¥, €)-session-key-secure with ¢’ ~ t and

<) G v G @
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Thank you for your attention!
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