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Orthogonality

||bi || ≈ 28.32

A = 80

A/||bi ||2 = 0.10

||bi || ≈ 9.05

A = 11.52

A/||bi ||2 = 0.14

detLQ
1≤i≤n ||bi ||

1/n
Hadamard Ratio
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q-ary Lattices
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b1

Λq(A) = {y = As (mod q)}

Λ⊥
q (A) = {y | Ay = 0 (mod q)}

Λ⊥
q (A) = qΛq(A)∗

Λq(A) = qΛ⊥
q (A)∗



Successive Minima

b2
b1

λ1

λ2

λi : min r s.t.

Br has i lin. ind. vectors



Gram-Schmidt Orthogonalization Process

b2
b1

b̃2

B̃ =


1 0 ... 0

µ2,1 1
. . .

...
...

. . . . . . 0
µn,1 ... µn,n−1 1

 .B

µi,j =
〈bi ,b̃j 〉
||b̃j ||2



Minkowski’s Theorem

I Pigeonhole principle for lattices
I A symmetric and convex region with volume 2n det (B)1/n

has at least 2 non-zero vectors
I Hermite upper bound: λ1 ≤

√
n det (B)1/n

I Gaussian heuristics: λ1 ≤
√

2n
πe det (B)1/n

I Lower bound: λ1 ≥ mini ||b̃i ||



Shortest Vector Problem (and Gap-SVP)

b2
b1

λ1

γλ1

Search:(v 6= 0)

||v || ≤ γλ1

Decision: given d

λ1 ≤ γd?



GapSVP Complexity

| | | |

NP hard NP ∩ coNP crypto P (LLL)

2(log n)1−εγ :
√

n n 2n
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||b̃i+1||2 ≥ 1/2||b̃i ||2

||b1|| ≤ 2(n−1)/2λ1(L)

b2 = b2 − c.b1

if ||b2||2 < 3/4||b1||2,

swap and loop

b2
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Shortest Independent Vectors Problem

b2
b1

λ1

λ2

γλ2

Search:
(v1, v2)

lin. ind.

||v2|| ≤ γλ2



Bounded Distance Decode

b2
b1

t

Search: given d < λ1/2

Closest Vector Problem (CVP)
Similar to the

given t ∈ Bd(L)

find v

v



Bounded Distance Decode

b2
b1

t + L Decision: given d

given coset t + L
decide if there is v s. t.

||t − v || ≤ γd



Babai’s Roundoff Algorithm

b2

b1b⊥2

b⊥1
t

Compute x ≡ t (mod B)

Bd ⊂ PB

d = mini(b⊥i )

(linear system)



Babai’s Nearest Plane Algorithm

b2

b1

b̃2

t

Compute x ≡ t (mod B̃)

(iteratively)

Bd ⊂ PB̃

d = mini(b̃i)



Babai’s Nearest Plane Algorithm
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Babai’s Nearest Plane Algorithm
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5
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5

b2
b1

s′
b̃2

x
y

z



Part II - Crypto



Goldreich, Goldwasser and Halevi (GGH)

b2

b1

v2

v1

c
vr

No security proof

Trapdoor: orthogonality

Good base: V = (v1, v2)

Bad base: B = (b1, b2)

Encrypt r : c = v + r (mod B)

Decrypt: r = c − v



Ajtai’s Construction
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(1, 3)

(3, 2)

(5, 1)

(7, 0)

(0, 7)

(2, 6)

(4, 5)

(6, 4)

(7, 7)

b2
b1

fA(x) = Ax

surjective

small x
(SIS problem)

collision: x , x ′

short vector: (x − x ′)

in Λ⊥
q

worst to average

quantum reduction



Learning With Errors

Search problem:

Given bi = 〈ai , s〉+ ei

Find s

Decision problem:

Distinguish (ai , bi)

from uniform

Search to decision reduction
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Cyclotomic Rings

(0, 0) (5, 0)

(0, 5) (5, 5)

(3, 3)

Φ2n(x) = (x2n−1
+ 1)

if ζ2n ∈ Zq then

Φ2n ≡
∏

i∈Z∗2n
(x − ζ i

2n)

Ring: Z5[x ]/(x2 + 1)

x2 + 1 ≡ (x + 2)(x + 3)

a(x) = 3x + 3



Coefficient Representation

(0, 0) (5, 0)

(0, 5) (5, 5)

Ring: Z5[x ]/(x2 + 1)

x2 + 1 ≡ (x + 2)(x + 3)

≡ (x − 3)(x − 2)

a(x) = 3x + 3

2(3x + 3) ≡ x + 1
(3, 3)

(1, 1)

[
3 3

]T
,
[

1 1
]T



Evaluation Representation

(0, 0) (5, 0)

(0, 5) (5, 5)

Ring: Z5[x ]/(x2 + 1)

x2 + 1 ≡ (x + 2)(x + 3)

a(x) = 3x + 3

2a(x) ≡ x + 1

(4, 2)

(3, 4)

a(2) ≡ 4, a(3) ≡ 2[
4 2

]T
,
[

3 4
]T

FFT



Cyclotomic Rings

(3, 3)

(4, 2)

(3, 4)

(1, 1)

FFT FFT−1

[
1 2
1 3

]
︸ ︷︷ ︸
Vandermond

[
3
3

]
=

[
4
2

] [
3 −2
−1 1

]
︸ ︷︷ ︸

Vandermond inverse

[
3
4

]
=

[
1
1

]



Ring LWE

(0, 0)

(1, 3)

(2, 1)

(4, 2)

(3, 4)

(5, 0)

(0, 5) (5, 5)

b2

b1

gA(x) = Ax + e

A =

[
2 1
1 3

]
ideal: p(x) = x + 2

xp(x)

(−1, 2)



Ring LWE

I Better reductions, better parameters

I Encryption, decryption, keygen: Õ(n)

I Preimage sampleable trapdoors
I Digital Signatures

I Cryptomania: IBE, ABE, FE, FHE
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NTRU-like Cryptosystem [13]

Alicef , g Bob

A ≡ f/g (mod q)

c ≡ 2(Ax + e) + m

cg ≡ 2(fx + eg) + mg

m ≡ (cg (mod 2))/g
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u ≡ fA(e)

c1 = gA(s, x)

c2 = uT s + e′ + b.bq/2c
b ≡ c2 − eT c1
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Identity Based Encryption

PKG

SetupA with trapdoor s

Alice Bobu = H(ID)

(c1, c2) = DualEnc(u, mA)

sIDB ?

e = f−1(u)

Extract

DualDec(c1, c2)
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I Cryptomania: IBE, FE, ABE, FHE
I Post-quantum cryptography
I Lattices are not yet recommended by NSA!



Conclusion

I Worst case reductions
I Efficient (at least asymptotically): Õ(n)
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