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g-ary Lattices

(7]7)
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Ng(A) = {y = As (mod q)}
Ng(A) = {y | Ay =0 (mod q)}
Ng (A) = ahg(A)*

Ng(A) = Mg (A)*



Successive Minima
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Gram-Schmidt Orthogonalization Process
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Minkowski’'s Theorem

v

Pigeonhole principle for lattices

A symmetric and convex region with volume 2" det (B)
has at least 2 non-zero vectors

Hermite upper bound: Ay < ﬁdet(B)””
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Gaussian heuristics: A\ < /21 det(B)"/"
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Lower bound: A1 > min;||bj]|



Shortest Vector Problem (and Gap-SVP)
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GapSVP Complexity
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Shortest Independent Vectors Problem

Search:
) : (vy, v2)
b lin. ind.
| e [Ival| < v
M
YA2
b2 ¥

by




Bounded Distance Decode

© O, ©
0 ®® G?/@t Similar to the
® O o Closest Vector Problem (CVP)
O O Search: given d < \{/2
Qm @m ®m given t € By(L)
U@ N o ~ find v
© © ®
OO ®
©O) 1
© ©O) ®




Bounded Distance Decode

t+ L Decision: given d
given coset t + L

decide if there is v s. t.
[t —v|| <~d

. by
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Babai’'s Roundoff Algorithm

Compute x =t (mod B)
By C Pg
d = min;(b;")

L
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Babai’'s Nearest Plane Algorithm

Compute x = t (mod B)
. (iteratively)
ALY Bq C Pg

@ by d = min;(b;)
: b
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Goldreich, Goldwasser and Halevi (GGH)

No security proof
Trapdoor: orthogonality
Good base: V = (v, w)
Bad base: B = (b1, bo)

Encryptr: c = v +r (mod B)

Decrypt: r=c—v




Ajtai’s Construction

(0)7) (7)7)
(2]6)
(4]5)
| (6]4)

(1]3)

> 2)

t/ e \ (5/1)
(0,0) (7,0)

fa(x) = Ax
surjective

small x
(SIS problem)

collision: x, x’
short vector: (x — x’)
i 1
inAg
worst to average
quantum reduction



Learning With Errors

Search problem:
“M\m Given bi - <ai’ S> T
Find s

Decision problem:
Distinguish (a;, b;)

o

Search to decision reduction




Learning With Errors

9a(x) = Ax + &
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ga(x) = Ax + e
injective

worst to average
quantum reduction
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b=As+e
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LWE Based Cryptosystem

b=As+e

Bsb




Cyclotomic Rings

on(x) = (7 1)
(0,5) (5]5) if (on € Zg then
®on = Hiez;n (x = ¢hn)
Ring: Zs[x]/(x® + 1)
x2+1=(x+2)(x+3)

a(x)=3x+3




Coefficient Representation

Ring: Zs[x]/(x® + 1)

(0]5) (5/5) x> 4+1=(x+2)(x+3)
=(x—-3)(x—2)

a(x)=3x+3
2(3x+3)=x+1

(3 3] .[1 1]




Evaluation Representation

Ring: Zs[x]/(x® + 1)
(0]5) (5]5) X*+1=(x+2)(x+3)

(3{4) a(x)=3x+3
2a(x) = x + 1
a2)=4,a(3)=2
(42) (4 2] [3 4]

FFT

(0,0) (5,0)



Cyclotomic Rings
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Ring LWE

ga(x) =Ax+e

2 1
(0]5) (545) A= [1 3]
Q%,éy ideal: p(x) = x + 2

(143)
xp(x)
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» Better reductions, better parameters

» Encryption, decryption, keygen: O(n)
» Preimage sampleable trapdoors

» Digital Signatures

» Cryptomania: IBE, ABE, FE, FHE
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NTRU-like Cryptosystem [13]

A=f/g (mod q)

cg = 2(fx + eg) + mg
m = (cg (mod 2))/g
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C1 = gA(Sa X)
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C1 = gA(Sa X)

co=u"s+¢€+b.|g/2]
b=c,—elc
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A with trapdoor s | Setup
PKG
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Alge u = H(ID) Bsb
(c1, o) = DualEnc(u, my)

DualDec(cy, ¢2)
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f(x,y)

policy x

ca = Ency,(ma)

‘ Cgol ‘ Dile
{

Decy,.(ca)




Attribute Based Encryption
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Attribute Based Encryption

policy P
ca = Encp(ma)
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Attribute Based Encryption

policy P
ca = Encp(ma)

‘ Cgol

‘ Dsle
{

Decs,(ca)
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Fully Homomorphic Encryption
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Operations over encrypted messages
Evaluate functions with encrypted arguments
Very interesting applications

The error allows the computation, but can’t decrypt after
some point

Bootstrapping

Initially close to GGH cryptosystem
Now: RLWE and NTRU-like

Not practical yet

More with Zvika Brakerski



Conclusion

» Worst case reductions



Conclusion

» Worst case reductions
» Efficient (at least asymptotically): é(n)



Conclusion

» Worst case reductions

» Efficient (at least asymptotically): O(n)
» Cryptomania: IBE, FE, ABE, FHE



Conclusion

» Worst case reductions
» Efficient (at least asymptotically): é(n)
» Cryptomania: IBE, FE, ABE, FHE

» Post-quantum cryptography



Conclusion

Worst case reductions

Efficient (at least asymptotically): O(n)
Cryptomania: IBE, FE, ABE, FHE
Post-quantum cryptography

Lattices are not yet recommended by NSA!
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Thank you

Questions?



